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FOREWORD

1. PURPOSE. MSTP Pamphlet 6-4, Internets and Intranets in Support of
MAGTF Operations, provides the staff planner the techniques and
procedures for devel oping effective internets and intranetsin support of the
Marine air-ground task force (MAGTF). Specifically, it will identify—

» The success factors required for developing an internet/intranet.

» How to plan internets/intranets.

» Thetools available to develop internets/intranets.

* Theskillsrequired and where they are present in the MAGTF.

* How internets/intranets support the Marine Corps Planning Process.

2. SCOPE. This pamphlet discusses collaborative information exchange at
the MAGTF staff level; however, thetoolsand their capabilitiesidentified in
this pamphlet are directly applicable to staffs at al levels. To prevent this
document from being obsolete at each new software release or change in
hardware, it is not a technical manual for the various tools used in
developing internets/intranets. For technical information about the
implementation of internetgintranets, there are excellent users manuals,
commercial books and formal schools covering individual components.

3. SUPERSESSION. None.

4. CHANGES. Recommendations for improvements to this pamphlet are
encouraged from commands aswell asfrom individuals. The attached User
Suggestion Form can be reproduced and forwarded to:

Commanding General (C 467)
Training and Education Command
3300 Russell Road

Quantico, Virginia 22134-5001

Recommendations may also be submitted el ectronically to:
opso@mstp.quantico.usmc.mil



5. CERTIFICATION. Reviewed and approved this date.

D.R.AHLE
Colondl, U.S. Marine Corps
Director
MAGTF Staff Training Program Center
Marine Corps Combat Devel opment Command
Quantico, Virginia

Throughout this pamphlet, masculine nouns and pronouns are used for the
sake of smplicity. Except where otherwise noted, these nouns and pronouns
apply to either sex.



USER SUGGESTION FORM

From:

To: Commanding General, Marine Corps Combat Development
Command (C 54), 3300 Russell Road, Quantico, Virginia 22134-
5001

1. In accordance with the Foreword, individual s are encouraged to submit
suggestions concerning this Pamphlet directly to the above addressee

Page Article/Paragraph No.

Line No. Figure/Table No.

Nature of Change: Add Delete
Change Correct

2. Proposed Text: (Verbatim, double-spaced; continue on additional pages
as necessary.

3. Justification/Source: (Need not be double-spaced.)

NOTE:

1. Only one recommendation per page.

2. Locally reproduced forms may be used for e-mail submissionsto:
opso@mstp.quanti co.usmc. mil
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Part |

Internets and Intranets

Internets and intranets provide information necessary for the MAGTF to
plan and execute operations. They are collaborative planning toolsthat can
shorten decision cycles and assist decisionmaking through tailoring and
delivery of quality information. Properly designed internets and intranets
support MAGTF operations by—

Providing information the commander can useto build asingleview
of the battlespace.

Supporting paralel planning using the Marine Corps Planning
Process (MCPP).

Acting asacombat multiplier during execution by reducing decision
cycles.

Internet and intranet systems include shared file systems, Microsoft
Exchange public folders, hypertext markup language (HTML), or web
pages and other information exchange tools. An effective internet/intranet
must be—

Authoritative.

Easily maintained by organic MAGTF personnel.

Deployable to support MAGTF operations.

Useful to the commander while allowing easy information retrieval.

The key elements of effective internets and intranets are—

A robust network infrastructure that supports collaborative
applications.

A standard set of software tools for collaborative information
exchange.

Clearly articulated user needs.

Marines with the skills to develop and implement collaborative
solutions using Marine Corps standard tools.
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Thefirst two items are present in today’ sMAGTFs. Thelast two items are
the focus of ongoing devel opment and training by the Marine Corps. With
clearly stated needsand proper training, the MAGTF can devel op effective
internets/intranetsto meet the collaborative needs of the commander and his
staff.

1001. Definitions

An internet/intranet is “a collaborative planning system using networ ked
applications in support of a unit’s information needs’. The collaborative
planning system extends beyond the unit, consisting of both internal and
external elements called intranet and internet respectively. The boundary
between an internet and intranet is not always clear and is somewhat
arbitrary. For this pamphlet, they are described as—

* Intranet. Theintranet istheinternal view of the unit’ scollaborative
planning system. Webmasters have complete control over who
accesses the system and what protocols and versions of client
software are used. Usually intranets contain sensitive, specialized
information not available to users outside its boundary. Because
intranets are closed systems, they may rely on proprietary programs
such as Microsoft Outlook and Microsoft Exchange.

* Internet. Theinternet isthe external view of the unit’ scollaborative
planning system. It containsthat information the commander chooses
to reveal outside of the unit. With an internet, the system
administratorshavelittle control over protocols, client side software,
or origin of accesses. Although the internet is normally a subset of
theintranet, the group of usersisnormally much larger. Users of the
internet may be higher, lower, or adjacent headquarters, or persons
completely unknown to the unit. Since system administrators have
little control over who accessesthe unit’ sinternet, it must be built on
open standards. For example, all internet views must be accessible
viahypertext transfer protocol (HTTP) instead of Microsoft Outlook
(HTTPisauniversal standard; Microsoft Outlook is not).

Security isalso of great importancein differentiating between internetsand

intranets. Access to an intranet, or portions thereof may be restricted to
given machines, networks or users who possess valid accounts. This
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granting or denial of access may be accomplished by internet protocol (1P)
address of the machine, domain names or by account/password
authentication. On the other hand, internets allow the dissemination of
information to awide, but largely anonymous group of users. Thisinvites
security compromises.

When a distinction must be made, this document uses either internet or
intranet, as applicable. Many times development considerations are the
same for both internets and intranets. In that case, the term
internetgintranetsis used.

1002. Capabilities

Internets/intranets give users capabilities that in the past have not been
easily obtained. Well-designed and implemented internets/intranets allow
users to share information during all phases of the planning and execution
process. Key capabilities are discussed in the following subparagraphs.

a. Document Sharing

Document sharing allows users to post documents, such as Excel
spreadsheets, Word documents, graphics or text files, making them
available to other users. This may be accomplished via shared network
drives, e-mail, Exchange public folders or websites. This allows
simultaneous, multiple access to documents and information.

b. Collaborative Authoring

Collaborative authoring allows several authorsto work together to produce
asingle document, such as an operations order. Sharing of documentswith
revisions madein edit mode, and the use of el ectronic binders are examples
of collaborative authoring.

c. Messaging

The most common form of messaging is e-mail. Messaging aso
encompasses on-line chats, video conferencing, Automatic Digital Network
(AUTODIN), newsgroups and web-based postings.



d. Secure Access

Internets/intranets must have the capability to restrict access to authorized
users, where appropriate. Security ismulti-layered. It can beimplemented at
the network layer, user layer, application layer, and finally at the document
level. This security may be implemented by a combination of
account/password pairs, IP addresses, data encryption and secure
networking. Thorough security implementation requires specia skillsandis
beyond the scope of this pamphlet, it is addressed in policy papers
published by the Marine Corps' Chief Information Officer.

e. Data Mining

Data mining is a relatively new term that refers to a methodology for
extracting information from large databases. I n essence, internets/intranets
are knowledge bases. An indexing and search engine, such as Microsoft
Index Server must be used to catalog the information contained in the site
and allow usersto locate and retrieve—mine—theinformation. Datamining
givesexecutive level decision-makersamuch greater depth of information.

f. Discussion Forums

Discussion forums, such as newsgroups, exchange discussions and web-
based forums facilitate on-going dialogs. Unlike e-mail, forums are not
targeted to specific recipients. Discussion forums may be moderated or
unrestricted. Users may choose to participate or just monitor the forums.

g. Database Replication

Sometimes databases must be replicated in many places throughout the
internets/intranet to provide the best response times. Therefore, there hasto
be aprocessthat allowsinformation to passfrom one databaseto another so
everyone in the internet/intranet has the most up-to-date information. An
exampleis replication of Exchange Public Folders between sites.

1003. Success Factors

To be successful, an internet/intranet must support the needs of the unit's
planning and execution process. This system must be simple, expandable,
and easily maintained. Fewer complex sub-systems mean easier information
retrieval, quicker setup, and faster response to a commander’ s needs. The
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following success factors combine to provide the right information to the
commander at the right time.

a. Support Planning and Execution

During planning, products are derived from the inputs and outputs at each
stage of the MCPP. During execution, web contents are derived from the
reports matrix and other documents identified by the unit’s information
manager.

b. Authoritative

A unit’ s website must have accurate, reliable and relevant information. A
website with incorrect or extraneousinformation isworse than no site. The
information manager must ensure that the unit’ swebsiteis current and up-
to-date.

c. Facilitate Information Retrieval

Facilitating information retrieval can be as simple as implementation of a
simple, straightforward interface. Content and organi zation are the success
factors, not complex navigation schemes or ornate graphics. In fact, busy
and inconsistent interfacesfrustrate users and become barriersto effectively
using internet/intranet products. The development of a standard interface
does not require advanced skills. It may be as simple as the creation and
adoption of a Microsoft FrontPage theme and standards for website
devel opment throughout the command.

Information isonly useful if auser can find it when needed. Users must be
ableto find information on an internet/intranet. Internets/intranetsfacilitate
the dissemination of voluminous amounts of information. This can be
dangerous if “information overload” is the end result. The use of search
engines to index all documents contained on a site alows users to find
targeted information from the internet/intranet.

d. Centralized Planning/Decentralized Execution

Creating an internet/intranet should resemble the way Marines conduct
warfighting. To ensure the site meets the information needs of the
commander and has a consistent interface, the website must be centrally
planned. However, to ensure the information is updated in atimely fashion
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and meets the additional needs of lower echelons, the internets/intranets
must be implemented and updated at the lowest level possible. Functional
sections must be empowered to create and maintain their own content.

e. Portable

Theinternet/intranet framework must have the ability to be moved between
servers and duplicated between operations. When the MAGTF deploysto
conduct operations, its intranet has to move with it. The use of common
Marine Corps standard software and hardware ensures interoperability
among servers that are functionally maintained by the various MAGTF
elements. This software must also be operable in joint operations,
facilitating collaboration between the services.

f. Expandable and Maintainable

To support the MAGTF, an internet/intranet must have a notional
framework which can be applied across awide variety of scenarios. Thisis
achieved through the creation of abaseline internet/intranet which meetsthe
generic needs of the command with sufficient capacity for expansion. This
includesthe capability to rapidly expand the system with personnel organic
to the unit.

To be sustainablein wartime and contingency operations, unitsmust be able
to maintain the system with the assigned assets and personnel. This is
primarily a matter of training available personnel and should not require
additional money or manpower.

1004. Assumptions

The superior combat force in the 21% century will be characterized by its
ability to collect, confirm, fuse, process and disseminate data into
knowledge that supports the commander’'s decisionmaking. One key
assumption isthat the Marine Corpswill continue to put forth the effort of
maintaining and improving the technical skillsrequired for the maintenance
of the SECRET Internet Protocol Router Network (SIPRNET) and the
Unclassified but Sensitive Internet Protocol Router Network (NIPRNET).
Additionally, it is assumed that staffs will not need atechnical background
to set requirements and use internets/intranets.
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Part Il

Planning and Developing an
Internet/Intranet

Marine Corps Warfighting Publication (MCWP) 6-23, Information
Management, defines information management (IM) as “ensuring quality
information is provided to those who need it in a form they quickly
understand." Internets/intranets provide the means for rapidly exchanging
this “quality information.” For this information exchange to be effective,
internets/intranets must be planned and designed in advance of operationsto
meet the commander's information requirements. Planning an
internet/intranet includes determining who isresponsible for devel oping the
collaborative products, what tools are available, and how they will be
employed.

2001. Responsibility

MCWP 6-23 states the IM officer must “work closely with information
exchange technology personnel to facilitate efficient dissemination of
quality information throughout the MAGTF.” Internet/intranet devel opers
and system administrators must design and maintain systemsthat exchange
information throughout the MAGTF. The roles and responsibilities are
discussed in depth in part 1V of this pamphlet.

2002. Planning Tools

Two tools are invaluable for planning an internet/intranet; clearly
articulated user needs and the unit’ sIM plan. Taken together, they identify
the essential piecesof information required to develop an internet/intranet to
meet information requirements necessary for decisionmaking.

SincethelM planidentifiescritical information, itssource and recipients, it
isthe basis for the design of an effective internet/intranet. It identifies the

7



ideal information needs of the command which internet/intranet devel opers
and system administrators must implement using availableinternet/intranet
technology. The reports matrix, commander's critical information
requirements (CCIRs), and daily battle rhythms found in the IM plan are
critical elementsin designing and planning internets/intranets.

a. Reports Matrix

Thereports matrix identifies all required reports both internal and external
to the unit. The matrix contains information such as report source,
frequency, and recipients which can be used to design and implement an
internet/intranet. Table 2-1 contains a range of information that can be
found in areports matrix. Table 2-2 is an example of areport matrix.

Category Information Derived

Product Name of Report

Origin Who will produce and maintain the content
Recipients Who will receive the report (distribution)
Dissemination Primary, backup and tertiary methods
Format Type of product, format and media
Interval How often the product will be updated
Persistence Are superceded products still relevant
Critical Value Point that must trigger an event

Table 2-1. Information contained in areport matrix.

Report Title From S'»Ausbgflt A,\rlt\_/re Tr_Ia_I}r)sremt Precedence To Info
PERSTAT MSCs 1500 2100 E-mail/ Routine MEF G-1
Home Page
MSC INTSUM MSCs 0000/ 1400/ |JDISS Routine MEF G-2 |MSC
1200 0200
SITREP MSCs 0000 0200 AUTODIN | Priority MEF COC [MSC
Home Page
SAM Report Wing As Req'd | As Req'd |E-mail Priority MEF COC|MSC
Air Cell
Daily Tgting MEF G-3 1200 1300 [Home Page |Priority MSC MEF
Guidance Msg (Force Fires) LNOs
LOG SITREP MSCs 0600-0600| 1000 |Home Page |Routine MEF G-4
Comm Status MSCs 0000 0200 |E-mail Routine MEF G-6
Summary Report

Table 2-2. Sample reports matrix.

From the report matrix, a web editor can determine which documents his
section must maintain on the intranet, where the come from, whether they
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are for general or restricted distribution, the report format and whether or
not previous report editions should be retained (persistence).

b. Commander’s Critical Information Requirements

CCIRs are essential to the success of amission. As CCIRs are identified,
they should be prominently placed on the website. The CCIRswill contain
hyperlinks to underlying priority information requirements, friendly force
information requirements, and essential elements of friendly information.

c. Daily Battle Rhythm

Many of a command’s routine information requirements are predictable.
Establishing adaily battle rhythm allowsthe staff to placeinformation at its
anticipated points of need by identifying daily briefings, meetings, and
report requirements. This speedsinformation flow and reduces the demands
on communications systems. The higher headquarter’ s battle rhythm may
influence the MAGTF's battle rhythm. Information is exchanged and
transmitted on internets/ intranets for the commander and staff to usein the
events and activities of the daily battle rhythm. See table 2-3 for a sample
battle rhythm.

TIME | EVENT LOCATION PARTICIPANTS
0000 COC shift Change CoC COC Watch
0100 SITREP Update to component / CINC cocC COC Fires
0200 Reactive Attk Guidance Matrix published COoC COC Fires
0500 Morning update slides due to SWO cocC Battlestaff
0600 ATO Execution CocC

0730 Morning update slides to component cocC COPSO
0800 CG Morning Update OSsC Battlestaff
0800 Target Guidance Working Group FFCC

0900 Plans Update Brief FOPS CG, FOPSO, G-3
1000 MSC SITREP information due cocC MSCs

1145 COC sShift Change Brief CocC COC Watch
1200 COC Shift Change cocC COC Watch
1200 MEF SITREP published CoC G-3

1200 G-2 INTSUM published cocC

1300 Evening Update slides due to SWO CocC Battlestaff
1530 Evening Update slides to component cocC COPSO
1600 CG Evening Update OoSsC Battlestaff
1700 SITREP Update to component / CINC cocC SWO

TBD VTC OSsC TBD

1800 ATO published

2000 Targeting Board 0oSsC TBD

2345 COC Shift Change Brief cocC COC Watch
0000 COC shift Change CoC COC Watch

Table 2-3. Sample daily battle rhythm.
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Ontheunit’ sinternet, each entry in the daily battle rhythm would belinked
to underlying supporting data such as read-aheads, summaries and other
related documents.
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Part Il

Internet/Intranet Tools

In recent years, the Marine Corps and the Department of Defense have
adapted and fielded an extensive standard set of tools useful for
internet/intranet development. ldentification of these tools and their
capabilitiesisessential to choosing the correct tool for thejob at hand. Each
of the tools identified in this chapter are present in today’s MAGTF.

3001. Microsoft Windows NT

Windows NT is the standard network operation system for the Marine
Corps data network. It provides the file services, security, and network
operating system. Windows NT can be considered the backbone for the
implementation of internets/intranets. It isthe common operating system for
both individual workstations and servers; therefore, integration of products
designed for an NT environment is seamless within the intranet.

3002. Microsoft Internet Information Server

Internet Information Server (11S) istheweb and filetransfer protocol (FTP)
server for the Marine Corps. The 1S forms the basis for all web pages. Its
capabilities include—

« Anonymous or Authenticated FTP. These are the standard
protocols for exchanging files between machines. Anonymous FTP
means a user identification and password is not required.
Authenticated FTP requires user identifications and passwords to
accessan FTP site. Thisprevents sensitive datafrom being accessible
by users who do not have a need to know.

* Anonymous or Authenticated Web Access. IIS is the
repository of web pages, files, and other documents published to a
website. When someone requests adocument viaauniform resource
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locator or web address (i.e., http://www.usmc.mil/somedoc.htm) the
I1S searches its file system and returns the document. The server
supports static HTML files or active server pages. The server also
supports connections to data sources such as Access, Oracle or

Sequel (SQL) server.

3003. Microsoft FrontPage

FrontPageisthe standard web authoring and website maintenance software
for the Marine Corps. It allows rapid development of web pages using a
“what you see is what you get” interface. Via security permissions,
FrontPage websites all ow the del egation of web authoring and maintenance
responsibilities. This allows usersto create and maintain entire websites.

3004. Microsoft Office 2000

Office 2000 is a web-enabled suite of office automation software. It
includes the capahility to save documents as HTML and/or publish
documents directly to a web server. This is an ideal tool for alowing
beginners and advanced users to update their own web content.

3005. Microsoft Exchange

Exchangeisthe Department of Defense standard messaging agent. Through
itspublic folders, Exchange providesrobust and customized datastoresthat
play important roles in a unit’s internet/intranet. Exchange databases are
normally accessed via customized forms. Once created, these databases are
accessible throughout the unit and externally via Outlook Web Access.
Documents may be routed real-time through Exchange instead of using a
paper route sheet or other time-consuming means. Exchange public folders
may also be replicated between sites.

3006. Microsoft SQL Server and Access

SQL and Access are relational databases. Relational databases are used to
link information from multiple databases. Accessisgeared towardstheend
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user, whereas SQL server is afully capable database management system
for complex applications. These databases provide alargereservoir of data
that can be sorted, queried and accessed according to acommander’ s need.
SQL server and Access databases may be accessed via web pages.

3007. Microsoft Index Server

Index Server can help users more quickly find information. It provides
indexing and Boolean searching (thismethod allowsfor narrower searches)
for both websites and Exchange public folders. Once enabled, Index Server
examines every document contained within the internet/intranet and enters
it into a searchable database. Files indexed include; Word, Excel,
PowerPoint, HTML and if afree plug-inisinstalled, Adobe Acrobat files.
Once a user enters a search into index server, alink is provided to each
source document meeting the search criteria.

3008. Microsoft Site Server

Site Server provides tools to record and analyze website usage and index
Exchange Public folders. It will show who is accessing thewebsite, periods
of heavy use, and most frequently accessed portions. Thisinformation will
help the staff planner learn what information isuseful and what information
is not. This helps provide tailored information responsive to the
commander’ s needs. Site Server can also provide management toolsto the
staff to ensure subordinate units have access to or receive documents that
require staffing. Effective use of Site Server can help speed the planning
process for the MAGTF.

3009. Microsoft Outlook Web Access

Outlook Web Access (OWA) alows usersto access Exchange information
via a web interface. OWA can aso be used to provide authenticated or
anonymous HTML accessto public folders. Exchange account holders may
use OWA to check their e-mail, contacts calendar and public folders. OWA
also supports the use of customized Exchange forms. To be used with
OWA, customized forms must be processed through the HTML Form
Converter.
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3010. Team Folders and Digital Dashboards

Team foldersand digital dashboards are a series of Exchange public folders
that are accessed viaHTML documents viewed within Microsoft Outlook.
HTML files allow the webmaster (or other developer) to standardize
formats and guide the usersto resources whether located in exchange public
folders, the unit’sintranet, or the internet. Digital dashboards allow better
knowledge management by consolidating personal, team, organizational,
and external information and providing “single-click” accessto analytical
and collaborative tools—all in asingle, familiar desktop view.

Tool

Definition

MS Windows NT

Provides the networking infrastructure and
security of internets/intranets

MS IS

Web and FTP server for Windows NT

MS Visual Interdev

Web authoring tool for developers

MS FrontPage

Web authoring tool for end users

MS Office 2000

Web enabled suite of office applications

MS Exchange

Messaging and collaborative system server

MS SQL Server/Access

PC Based Database systems

MS Index Server

Provides full text search of all documents

MS Site Server

Provides indexing of Exchange Public
folders and site usage statistics

ODBC Drivers

Drivers to allow access to data sources
such as MS SQL server and MS Access

MS Outlook Web Access

An HTML application provided by Microsoft
to provide internet access to Exchange data

Team Folders

A set of MS Outlook team folders each with
an associated web page

Digital Dashboard

A set of content-rich web pages tightly
coupled with MS Outlook. Together the
pages provide the staff with information
from a variety of sources through the
Outlook interface.

Table 3-1. Internet/intranet tools and their capabilities.
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Part IV

Required Skills for Internet/Intranet
Development

Internets/intranetstie together information from diverse data sourcesinto a
common presentation. To ensure they are meeting the needs of the
commander and staff, developers must understand MAGTF operations.
Developers must also possess a deep understanding of a broad number of
technologies, from networking to security to software and database
development aswell. Although internet/intranet development isacomplex
undertaking, all of the required skills are present in the MAGTF.

The table below lists the skills required for web development and where
they may be found within the MAGTF.

Skill Responsible Section
Develop IM Plan IM managers

Develop Communication Plan G6

Develop IP Infrastructure Plan G6

IOM Comm System

Comm Bn/Sqdn/Co/PIt

IOM Network (IP & NT) Infrastructure

Comm Bn/Sqdn/Co/PIt

IOM Web Server, Index Server, Site Server

Comm Bn/Sqdn/Co/Plt

Develop Web and Exchange Applications

Webmaster/Programmers

Develop Website Structure

Webmaster

Webmaster
Web Editors/End Users
Web Editors/End Users

Develop Web
Maintain Sub-web
Maintain Web Content

Table 4-1. Required skills.

4001. Information Manager

The information manager, through the IM plan, identifies the essential
information to be contained in a unit’s internet/intranet. He also assists
section web editorsin identifying content for their web.
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4002. Webmaster

Asthetechnical expert, aunit’ swebmaster hasoverall responsihility for the
website. Thewebmaster will set up the security of the site, providetraining
for the unit’s web editors, provide a common look and feel and provide
services common across the website such as search, navigation, etc.

4003. Web Editors

These are end userstrained and designated to i dentify and maintain theweb
content for their section. Their primary tools are Microsoft FrontPage and
various Microsoft Office 2000 applications.
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Part V

Internets/Intranets in Support of the
Marine Corps Planning Process

The M CPP supportsthe Marine Corpswarfighting philosophy of maneuver
warfare. Since planning isan essential and significant part of command and
control, the M CPP recognizes the commander’ s central role asthe decision
maker. It hel ps organi ze the thought process of a commander and his staff
throughout the planning and execution. The M CPP appliesto command and
staff actions at all echelons of command. Commanders at higher echelons,
with their larger staffs, longer planning horizons, and access to more
information, tend to use amoreformal and detailed approach to the M CPP.
Commanders at lower echelons may modify the process to meet their
situation (staff resources, shorter planning horizons, and information
available). Commanders and staffs need information in a form they can
quickly and easily understand to assist them in planning and making
decisions. Internets/intranets are a valuable tool for providing this
information and supporting the MCPP.

The MCPP provides the commander and his staff ameansto organize their
planning activities and transmit the plan to subordinates commanders.
Through this process, all levels of command can begin their planning effort
with a common understanding of the mission and commander’s intent.
Interactions among the various planning steps allow a concurrent,
coordinated effort that maintains flexibility, makes efficient use of time
available, and facilitates continuous sharing of critical and relevant
information.

The MCPP establishes proceduresfor analyzing amission, developing and
wargaming courses of action (COASs) against thethreat, comparing friendly
COA s against the commander’ s criteria and each other, selecting a COA,
and preparing an operation order for execution. The MCPP organizes the
planning process into six manageable, logical steps. See Figure 5-1. A
detailed description of the MCPPisin MCWP 5-1, Marine CorpsPlanning
Process.
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Higher Commander’s
Warning Order, Operation
Plan, or Operation Order

Marine Commander’s
Operation Plan or
Operation Order

COURSE OF/ACTION
DEVE MENT
COURSE OF/ACTION

ME

DECISION

Figure 5-1. The Marine Corps Planning Process.

The following information provides a summary of each of the six stepsin
the MCPP. An example of internet/intranet tools and an explanation of how
those tools can be used to support each step of the planning processfollow
each summary.

5001. Mission Analysis

The purpose of mission analysisisto review and analyze orders, guidance,
intent, and other information provided by higher headquarters and to
produce a unit mission statement. This step forms the foundation for the
remainder of the planning process.

Figure 5-2illustratestheinput, the process, and output for mission analysis.
Sincethe MCPP supports concurrent planning at al levels, thought must be
given to ensure simultaneous access to products throughout the cycle. The
tools used to produce outputs must assist sharing and collaboration. For
example, an acetate overlay may be adequate for use within one
headquarters, but it cannot bereadily transmitted to remote sites, whereasa
Command and Control Personal Computer (C2PC) overlay or other
electronic representation may be readily shared.
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Figure 5-2. Mission analysis.

Once the commander has developed hisinitial guidanceit is briefed to the
staff and posted to the intranet so it may be accessed and referred to by the
staff. Likewise, the higher headquarters warning order and/or operation
order can be retrieved from the higher headquarter’ s authoritative website.

During mission analysis, the staff makes extensive use of the NIPRNET and
SIPRNET to gather information. Digital charts and maps are downloaded
from the National Imagery and Mapping Agency’s SIPRNET website.
C2PC overlays are developed and transmitted between staff workstations.
The webmaster creates a section on the unit's SIPRNET website and
exchange public foldersfor the operation. The operation’ sinternet/intranet
isthe official authoritative site for information related to the operation. To
retain information reliability, a single individual in each staff section
involved in the planning process may be designated to update appropriate
portions of the site. It is imperative this person be familiar with and
involved in the planning process. At a minimum, the site will contain an
operation calendar, places for all products used and/or produced by the
planning process, aplace for on-line discussions and a directory of al key
personnel.

As they are approved by the commander, the following products may be
posted on the unit’s website for dissemination:

* Mission statement.

e Commander’sintent.

* Commander’s planning guidance.

Intelligence preparation of the battlespace (1PB) products.
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* C2PC overlays.
e Other background information.

To provide maximum user flexibility over avariety of network conditions,
products should be posted in as many formats as possible. For example, an
operation order developed in Microsoft Word should be posted in Word
format for local users, zipped format for remote userswho have Word, and
HTML for those who want to view on line. Other formats, such as .pdf
(Portable Document Format) and ASCII (American Standard Code for
Information Interchange) are possible. The key is to offer flexibility for
those using the site.

5002. Course of Action Development

The mission statement, commander’s intent, and commander’s planning
guidance are used to develop COAs that are suitable, feasible, acceptable,
distinguishable, and complete with respect to current and anticipated
situation, the mission, and tasking/intent from the higher headquarters
commander. See Figure 5-3.

COMMANDER'’S DESIGNATED
. COA(s) FOR WARGAMING

MISSION STATEMENT COMMANDER’S WARGAMING

GUIDANCE

COMMANDER'S INTENT

COA
DEVELOPMENT

COMMANDER’'S

COA GRAPHICAND |
PLANNING GUIDANCE i

NARRATIVE

] COMMANDER’S
: EVALUATION CRITERIA

INITIAL STAFF
ESTIMATES

Figure 5-3. Course of action development.

During COA devel opment, staffs continue to use e-mail, discussion forums
and public foldersto shareinformation and plan. Once the planning for this
stage is complete, products are moved from the unit’'s intranet to the
internet. COAs are posted in both visual and narrative form to the unit’s
internet. There may be either PowerPoint briefswith speaker notesincluded
or a combination of C2PC overlays with a separate text narrative.
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Regardless of form, in addition to posting on the internet, these products
should be pushed to critical recipients via e-mail, courier, or C2PC
transmission. Asan alternative, theitems can be posted to the website, units
notified of their location and then verification received when the units
downloaded the products. The method is not the important factor; the
critical point isthat all parties understand the method chosen

5003. Course of Action War Game

This step involves a detailed assessment of each COA asit pertainsto the
threat and the battl espace. See Figure 5-4. Each friendly COA iswargamed
against selected threat COAs. COA wargaming assists the planners in
identifying relative strengths and weaknesses, associated risks, and asset
shortfallsfor each friendly COA. Additionally, COA wargaming identifies
branches and potential sequels that may require additional planning. Short
of actually executing the COA, wargaming providesthemost reliable basis
for understanding and improving each COA.

. WARGAMED COA(s) |
 GRAPHIC AND NARRATIVE |

COMMANDER'S
DESIGNATED COA(s) FOR
WARGAMING

COMMANDER'S
WARGAMING GUIDANCE

COMMANDER'S
EVALUATION CRITERIA

CRITICAL EVENTS
AND DECISION POINTS

INFORMATION ON
COMMANDER'S

| EVALUATION CRITERIA
STAFF = ;

ESTIMATES

Figure 5-4. Course of action war game.

COA wargaming alows the staff and subordinate commanders to gain a
common understanding of friendly—and possible threat—COAs. This
common understanding allows them to determine the advantages and
disadvantages of each COA and formsthe basisfor the commander’ s COA
comparison and decision. COAsdesignated by the commander to war game
are easily retrieved using effective internet/intranet procedures that use a
standard naming and location convention to record text and visual display
mapping products/overlays for each COA developed. During COA
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wargaming, the staff can use collaborative planning tools to record and
share the results of each COA.

Once compl eted and approved, products should be made avail ableto higher,
lower and adjacent units by posting on the unit’ sinternet. Microsoft Word
tables or Excel spreadsheets are ideal for presenting matrixes.

5004. Course of Action Comparison and Decision

The commander’s friendly COAs are first compared against established
criteria, then against each other. Based on this comparison, the commander
selectsthe COA that he deemswill best accomplish the mission. Figure 5-5
identifiestheinput, process, and output for COA comparison and decision.

. STAFFESTIMATES |

UPDATED IPB

WAR GAMED COA(s)
GRAPHICS AND NARRATIVE

COMMANDER'S
EVALUATION CRITERIA

CRITICAL EVENTS AND
DECISION POINTS

UPDATED CCIRs

COA
COMPARISON
AND DECISION

CONCEPT OF
OPERATIONS

WARNING ORDER

PLANNING SUPPORT |
ToOLS

REFINEDSTAFF
ESTIMATES

Figure 5-5. Course of action comparison and decision.

COA comparison and decision requires wargamed COAswith graphic and
narrative, list of critical events and decision points, and information on the
commander’s evaluation criteria. Other outputs useful in this step may
include; wargamed products (COA war game worksheet, synchronization
matrix, event templates, planning support tools), war game results (initial
task organization, identification of assets required and shortfalls, and
updated CCIRs), staff estimates, and subordinate commander’ s estimates of
supportability. COA comparison and decision at lower echelons of
command may simply be aninformal exchange of information between the
commander and his staff on the results of thewar game. At higher levels of
command, thisstep isnormally aformal sequence of activitiesthat involves
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COA evauation, COA comparison, commander’ s decision, preparation of
the concept of operation, and issuance of the warning order.

5005. Orders Development

Orders are developed to direct the action of the unit. During orders
development, the staff takes the commander’'s COA decision, mission
statement, commander’ sintent and guidance, and devel ops ordersto direct
the actions of the unit. Orders serve as the principal means by which the
commander expresses his decision, commander’s intent, and guidance.
Figure 5-6 identifies input, process and output to support orders
development.

PLANNING SUPPORT TOOLS;

CONCEPT OF OPERATIONS REFINED INTELLIGENCE

INITIAL TASK AND IPB PRODUCTS

ORGANIZATION

MISSION STATEMENT ‘

COMMANDER'’S INTENT

ORDERS
DEVELOPMENT

_________________

OUTLINE FRAGOs

SPECIFIED AND IMPLIED " FORBRANCHES |

TASKS

STAFF
ESTIMATES

* The most important product of the MCPP

Figure 5-6. Orders development.

The initial task organization, mission statement, commander’s intent,
concept of operations, and specified and implied tasks, aong with the
information devel oped throughout the planning process, form theinput for
orders development. Other input can be recorded and shared using
internet/intranet procedures and capabilities, which may include; updated
intelligence and | PB products, planning support tools, updated CCIR, staff
estimates, synchronization matrix, commander’ sidentification of branches
for further planning, warning order, existing plans, and standing operating
procedures/orders.

Asthe operations order is assembled and developed, it may be maintained
on-lineviaWord and Web Folders. It isimperative that the operation order
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contains a footer with a version number. As changes are made to the
document, the version number must be changed.

5006. Transition

Transition provides a successful shift from planning to execution. It
enhances the situational awareness of those who will execute the order,
maintains the intent of the concept of operations, promotes unity of effort,
and generates tempo. It is a continuous process that requires a free flow of
information between commanders and staffs by all available means.
Internets/intranets help to ensure critical and relevant information isbeing
shared. Transition may be conducted by using on-line discussions,
newsgroups, and e-mail. Since higher, lower and adjacent headquartershave
access to the products produced at each step of the process via the unit’'s
internet, they should be familiar with the plan. Figure 5-7 describes input,
process, and output to support transition.

THE ORDER OR PLAN

SUBORDINATE COMMANDERS

REFINED INTELLIGENCE AND STAFFS READY TO

AND IPB PRODUCTS EXECUTE THE ORDER
AND POSSIBLE BRANCHES

PLANNING SUPPORT TOOLS ‘

OUTLINE FRAGOs FOR

BRANCHES SUBORDINATE COMMANDERS
AND STAFFS PREPARED TO

INFO ON POSSIBLE FUTURE PLAN SEQUELS

MISSIONS (SEQUELS)

Figure 5-7. Transition.

Once the unit begins executing the order, the staff can refer to the website
used to support the planning process at anytime. It can be an invaluable
reference for those tasked to execute the plan to ensure they comply with
the spirit and intent of the plan.
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Appendix A

Technologies

Tool

Definition

Networking

* TCP/IP and related protocols

* Windows NT

* Network Security

» Communication System Capabilities
+ MSIIS

Applications

* MS Frontpage

* MS Visual Interdev

* SQL Server/MS Access
* MS Exchange

* MS Outlook

 MS Word

* MS Excel

* MS Powerpoint

» MS Site Server

* MS Index Server

Development Tools and
Languages

» Javascript

» Visual Basic

» Active Server Pages
« HTML

* Dynamic HTML

+ CSS

» Outlook Forms

» ActiveX Controls

* COM components
* NNTP

*+ SMTP

Table A-1. Technologies.
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Appendix B

Glossary

Section |
Acronyms

Note: Acronyms change over time in response to new operational
concepts, capabilities, doctrinal changes and other similar developments.
The following publications are the sole authoritative sources for official
military acronyms:

1. Joint Publication 1-02, Department of Defense Dictionary of Military
and Associated Terms.

2. MCRP 5-12C, Marine Corps Supplement to the Department of
Defense Dictionary of Military and Associated Terms.

ASCII American Standard Code for Information Interchange
AUTODIN Automatic Digital Network
C2PC Command and Control Personal Computer
CCIR commander’s critical information requirement
COA course of action
FTP file transfer protocol
HTML hypertext markup language
HTTP hypertext transfer protocol
IS Internet Information Server
IM information management
IP internet protocol
IPB intelligence preparation of the battlespace
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MAGTF
MCPP
MCWP
MSTP

NIPRNET

OWA
pdf

SIPRNET
SQL

Marine air-ground task force

Marine Corps Planning Process
Marine Corps warfighting publication
MAGTF Staff Training Program

Unclassified but Sensitive Internet
Protocol Router Network

Outlook Web Access
Portable Document Format

SECRET Internet Protocol Router Network
Sequel
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Section |l
Definitions

Note: Definitions of military terms change over timein response to new
operational concepts, capabilities, doctrinal changes and other similar
devel opments. Thefollowing publications are the sol e authoritative sources
for official military definitions of military terms:

1. Joint Publication 1-02, Department of Defense Dictionary of Military
and Associated Terms.

2. MCRP 5-12C, Marine Corps Supplement to the Department of
Defense Dictionary of Military and Associated Terms.

B

Boolean search—A search using one or more of the Boolean operators
AND, OR, and NOT.

C

collaborative application—A program that enables groups to work
together in virtual teams to collect, organize, distribute, and track vital
information across the MAGTF.

commander'scritical information requirements—A comprehensivelist
of information requirements identified by the commander as being critical
in facilitating timely information management and the decision making
process that affect successful mission accomplishment. The two key
subcomponents are critical friendly force information and priority
intelligence requirements. Also called CCIR. (Joint Pub 1-02)

D
database—1.A large collection of data organized for rapid search and
retrieval. 2.A program that manages data, and can be used to store, retrieve,
and sort information. Some database programs are Lotus Approach,
Microsoft Access, Filemaker, and dBASE.
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datamining—A class of database applicationsthat ook for hidden patterns
inagroup of data. Datamining discovers previousy unknown relationships
among the data.

decision support matrix—An aid used by the commander and staff to
make battlefield decisions. It is a staff product of the war-gaming process
which lists the decision point, location of the decision point, the criteriato
be evaluated at the point of the decision, the action or optionsto occur at the
decision point, and the unit or element that isto act and hasresponsibility to
observe and report the information affecting the criteria for the decision.
(MCRP 5-12A)

Digital Dashboard A dynamic web page that runs within the Outlook
Today feature of Microsoft Outlook 2000. The Digital Dashboard delivers
critical, tailored information directly to a knowledge worker’ s desktop by
integrating personal, team, corporate, and external datain asingle familiar
environment.

domain—A group of computers and devices on a network that are
administered as a unit with common rules and procedures. Within the
Internet, domains are defined by the internet protocol (IP) address. All
devices sharing a common part of the |P address are said to be in the same
domain.

F

FrontPage Server Extensions A set of programs on a Web server that
support authoring and administering Microsoft FrontPage® Websites,

H

hypertext markup language—The language used to create world wide
web pages, with hyperlinks and markup for text formatting (different
heading styles, bold, italic, numbered lists, insertion of images, etc.).

hypertext transfer protocol—The protocol most often used to transfer

information from world wide web servers to browsers, which is why web
addresses begin with http://. Also called hypertext transport protocol.
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information management—The processes by which information is
obtained, manipulated, directed, and controlled. IM includes all processes
involved in the creation, collection and control, dissemination, storage and
retrieval, protection, and destruction of information. (MCPR 6-23A.)

internet— A set of dissimilar computer networksjoined together by means
of routers that handle data transfer from the sending network to the
protocols used by the receiving networks. These networks and gatewaysuse
the TCP/IP suite of protocols. The Internet (with acapital 1) isthe world's
largest internet.

intranet—A local area network within the confines of organizational
boundaries. An intranet may or may not be connected to the Internet, but
which has some similar functions.

O

Outlook 2000—A mail client and personal information manager with
groupwarefunctions. It includesan e-mail client, formsdesign, calendaring,
contact and task management (to-do lists), shared folders, and freeform
notes. It also provides ajournaling capability for tracking events. Outlook
2000 can be used as the client end to Exchange Server.

Outlook View Control—An add-in that enablesyou to add Outlook® 2000
client functionality to aweb page. For example, you can add an Outlook®
2000 view to an exchange public folder or user’s mailbox.

Outlook Web Access—Provides secure accessto e-mail, personal caendar,
group scheduling, and collaborative applications on Exchange Server by
using only aweb browser.

P

publicfolder A folder held outside of the mailboxes of all of the messaging
users on amessage store. A public folder can be used asabulletin board or
online forum. Public folders are located on an Exchange Server and allow
you to collect, organize, and share information with others on your team or
across your organization.
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R

relational database—A database in the form of tables which have rows
and columns to show the relationships between items, and in which
information can be cross-referenced between two or moretablesto generate
athirdtable. A query languageis used to search for data. If datais changed
in onetable, it will be changed in al related tables.

S

staff estimates—Assessments of courses of action by the various staff
elements of a command that serve as the foundation of the commander's
estimate. (Joint Pub 1-02)

synchronization matrix—A format for the staff to record the results of
wargaming and synchronize the course of action (COA) acrosstime, space,
and purpose in relation to the enemy’s most likely COA. The staff can
readily trandate a synchronization matrix into a graphic decision-making
product such asadecision support matrix. Each battlefield operating system
can develop its own synchronization matrix for more detail on specific
tasks. (MCRP 5-12A)

w

webmaster—The person who administers a website. The webmaster is
often also the designer of some or all of the site’s pages.

web pages—Web pages are documents on the Internet or an intranet. A
Web page consists of an HTML file, with associated files for graphics,
scripts, and controls, in a particular directory on a particular computer.

website—A server computer that makes documents available on theworld
wide web. Any Microsoft Windows machine may be a web server.
Websites are accessed by Uniform Resource Locators (i.e.,
http://www.mstp.quantico.usmc.mil).
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