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Chapter 1- INTRODUCTION

Thismanua gppliesto verson 3.0 of the Marine Air Ground Task Force (MAGTF)
Tecticd Wafare Smulaion (MTWS) sysem. This manud provides information and
procedures for configuring the system hardware and software environment; and for
indaling and operating the M TWS application within that environment.

Thismanua assumes basic familiarity with the MTWS sysem. Volume | of the MTWS
documentation suite identifies related documents; and provides an overview of the MTWS
system. This manua aso assumes praficiency in the Linux, Windows NT, and Windows
2000 operating systems; and proficiency with the relevant hardware.

Chapter 2- SYSTEM CONFIGURATION

Section 1 - Overview
The MTWS system congsts of the following hardware components.
a. Modd Application Network (MAN) server.
b. Modd System Control (MSC) server.

c. Modd Display Station (MDS) workgtation. The MDS workstation and its software is
aso known as Maui. Theterms“MDS’ and “Maui” are used interchangesbly
throughout this manud.

d. Combat Andyssand Review Toolkit (CART) server.

e. Combat Anayss and Review Toolkit (CART) clients.

Each of these components requires an underlying x86 (dso known as |A-32) processor.
MAN, MSC, and CART components require the Red Hat Linux version 7.2 operating
system. MDS components require the Windows 2000 or Windows NT operating system.

Section 2 - System Hardwar e Configuration

This section identifies the recommended, and the minimum, hardware configuration for the
MTWS system

MAN, MSC, and CART Server Hosts
The recommended hardware for each MAN, MSC, and CART host is:
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o Ddll 4600 with dud 1.8 GHz processors

0 3 x 18GB disk inaRAID 5 configuration (54 GB totd)

01 Gb RAM.

0 (1) 100 MB network interface card for MAN and CART hosts
0 (2) 100 MB network interface cards for MSC host

0 CD drive.

The minimum hardware for each MAN, MSC, and CART hogstis:
0 1.8 GHz x86 processor

040 GB hard disk drive

01 GB RAM.

0 (1) 100 MB network interface card.

0 CD drive.

For convenience, each of these hosts should have a dedicated monitor, keyboard, and
pointing device. However, only the MSC host requires these.

Maui and CART Client Hosts
The recommended hardware for each Maui host is:
0 (2) 2.0 GHz Pentium IV CPUs
0 (2) 40 GB hard disk drives
01 GB RAM.

0 CD drive.

The minimum hardware for each Maui host is;
0 (1) 600 MHz Pentium 111 CPU

0 (1) 40 GB hard disk drive
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0500 MB RAM.

0 CD drive.

The recommended hardware for each CART client host is:
0 (2) 2.0 GHz Pentium IV CPUs

0 (2) 40 GB hard disk drives

02 GB RAM.

o0 CD drive.

The minimum hardware for each CART dlient hogt is:
0 (1) 1.0 GHz Pentium IV CPU

0 (1) 40 GB hard disk drive

02 GB RAM.

0 CD drive.

Each of these hosts must have its own monitor, keyboard, and pointing device.

Networ k Configuration — M AN/Maui L ANs

The recommended network configuration conssts of two LANs— one for MAN, and one
for Maui and CART hogts - with the MSC host serving as a“router” between the two
LANSs. Thisisthe reason that two NICs are recommended for the MSC.

Note that, although two LANSs is the recommended configuration, all MTWS hosts can
resde on asngle LAN. In thistype of configuration, the lack of LAN bandwidth may
become a significant problem.

Network Configuration —-MTWS Hosts

The system supports one MSC host; one or two MAN hogts; one CART server host; and
up to 200 Maui hogts. If two LANs are used , note the following restrictions.
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(@ if two MAN hosts are used, ensure that both are on the same LAN.
(b) ensurethat dl Maui hosts are on the same LAN.

NOTE: Although the system supportstwo M AN hosts, the recommended
configuration isa single MAN host. In all performance benchmarksto date, the
throughput of asingle MAN configuration either meetsor exceedsthat of a2-M AN
configuration.

Section 3 - System Softwar e Configuration

This section addresses the system software configuration for the MTWS system.

MAN, MSC, and CART Server Hosts

Each MAN, MSC, and CART server host requires the Red Hat Linux version 7.2 operating
system. If dua processors are used, a shared memory multi-processor (smp) kernel must be
ingtdled. Ingal/configure the O/S as described below.

Operating System Installation - Dell Power Edge 4600
1) Login (or power up) the server on which you wish to ingtal Red Hat Linux 7.2.

Put the Dell OpenManage Server Assstant Bootable CD v7.1 into the cdrom drive and
reboot the system. Once the system boots off of the CD, the “Dell OpenManage Server
Asssgtant GUI” will appear.

Click on “Click herefor Server Setup” to continue.
2) “Set Dateand Time’ window will appear
Enter the correct date, time and time zone for you server
Click on “Continue’
3) “Sdect RAID Configuration Setting” window will appear
Choose RAID 5 — Striping with parity
“Sdect RAID Virtud Disk Size’
Choose Max Value ie. 34711 MB

Click on “Continue”
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A warning window will pop up saying:

“One or more virtua disks have been found!

Are you sure you want to delete the exiging virtua disk?’

Clickon“Yes’

Anacther warning window will pop up saying:

“This action cannot be completed because the other program is busy.

Choose ‘ Switch To' to activate the busy program and correct the problem”.
Click on “Switch To"
Another warning window will pop up saying:

“The system must be rebooted to recognize the new virtua disk.

Click OK to reboot the system. After rebooting, Server Setup will continue with the
cregtion of the primary partition”

Click on “OK” to start reboot.
“Sdect Operation Systern” window will appear
Choose Red Hat Linux 7.2
Click on “Continue’
Configure Hard Drive
Uncheck the following checked boxesfor: /var and /home

Change /tmp to /mtws and then make changes according to the following
recommended values.

/root 6144 MB

/boot 100 MB

swap 2047 MB

Jusr 3072 MB

/mtws 23266 MB  *Note—if ingtdlingaMAN server, use/spare.

Click on “Continue’
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6) “Enter Red Hat Linux 7.2 Configuration Information” window will appeer.

Enter in the appropriate information for the system you are ingdling.

System Name msc001 *Note - use gppropriate nameif aMAN server.
Domain Name (leave blank if not in a Domain)
Frewall None
Languege English

Root Password  Enter Appropriate Password

DNS Server (leave blank if you are not usng DNS)

Default Gateway Enter Appropriate Gateway |P Address

1) Network Interface ethO (1000MB Lan not in use)

Click on “Disable thisNIC”

2) Network Interface ethl (Used for 100MB MAN Lan)
Specify an IP Address ie. 192.6.24.50 *Note - use appropriate P
Subnet Mask  255.255.255.0 Class C network

3) Network Interface eth2 (Used for 100MB MAUI Lan)
Specify an IP Address ie. 192.6.25.50 *Note — Disable for MAN server.
Subnet Mask  255.255.255.0 Class C network

Click on “Continue’

7)  “Operating System Ingdlation Summary” window will appear

Make sure * Save Inddlaion Summary at /Ingal Summary.htm” is
check marked.

* NOTE:

Check the  Save Unattended Ingtallation Script at /ks.cfg” box only if you want a
copy of the output of the scripts ran/used to configure the system. If you check
this box, awarning window will pop up. If you want to save ingtalation script
file, click “OK”, otherwise click the cancd button.

Click on “Continue’
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A Server Assstant window will pop up. Make sure the check box “Eject CD
Automatically” is checked. It islocated on the lower left corner of the window.

Click on “Next”
The“Ddl Open Manage Server Assgtant CD” will gect at thistime.
Place your Red Hat 7.2 Disk 1 Ingtdlation CD into the cdrom drive.

Click on “Anidh”

A “Ddl OpenManage Server Assgtant” window will pop up suggesting that you to
go to the Red Hat webste for any of the latest updates once theingalation is
complete.

Click on“OK”
The sarver will reboot and then start the Red Hat 7.2 ingta lation.

When prompted to insert Disk 2, replace Disk 1 with Disk 2 and then press the
{Enter} key on your keyboard to continue.

8)  Oncethe system finishesingalation of Red Hat 7.2 and the system reboots, login at
the Console login prompt as “root”.

The/etc/hosts and /etc/sysconfig/network files need to be edited. Use the vi editor to
make your changes.

/etc/hosts Make sure the file reflects what you put in for the MAN Lan and
the MAUI Lan:
ie 192.6.24.50 msc001 #MAN Lan
192.6.25.50 msc001-D mscO01  #MAUI Lan
*NOTE —if MAN server use appropriate | P address
ie. 192.6.24.101 man001

Y ou may add in your MAUI and CART workstation |P addresses at thistime.

letc/sysconfig/network:  Make sure “HOSTNAME" matches what you
putin /etc/hostsfile. If it doesn't match, make
the appropriate change and save thefile. Example:
HOSTNAME=msc001.localdomain -- change to:
HOSTNAME=msc001

From the command line prompt, run “Xconfigurator” to setup the
Xwindow system:

Typein: Xconfigurator {Enter}
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The “Welcome® screen will appear.
Press the “ Space Bar” to continue.
The*PCl Probe’ screen will appesar.
Make a note of the PCI card found.
Press the “ Space Bar” to continue.
The“Monitor Probe”’ screen will appear.

If it finds the correct monitor, Press the “ Space Bar” to continue.

If it does't find the monitor, you will have to add the monitor manudly by putting
in the appropriate horizontal and vertica frequencies for that particular monitor
before continuing.

The “Video Memory” screen will appear.

Use the arrow keys to choose the correct memory setting for your video card. The
PowerEdge 4600 comes with a built-in ATl video card with 8VIB of RAM. If
you're using adifferent video card, choose the appropriate vaue.

Usethe“Tab” key on the keyboard to get to the “ OK” button and press the “ Space
Ba” to continue.

The “Clockchip Configuration” screen will gppear.
Choose “No Clockchip Setting (recommended)”, “Tab” to the
“OK” button and press the “ Space Bar” to continue.

The “Sdect Video Modes’ screen will appear.

Usethe“Arrow” keysto go to the gppropriate 8 bit mode setting and pressthe
“Space Bar” to mark that box.

Mark the following 8 bit modes:
1280x1024
1152x864
1024x768

Then pressthe “Tab” key to move from 8 bit to 16 bit modes.



The MTWS Documentation Suite— Volume IV
MTWS System Adminidiration

Mark the following 16 bit modes:

1280x1024

1152x864

1024x768
Usethe“Tab” key to get to the “OK” button and pressthe
“Space Bar” to continue.

The " Starting X” screen will gppear to test the settings you just put in your X
configuration.

Note: You have 9 seconds to complete the next step.

Press the * Space Bar” to continue.

If the Ghome Desktop appears properly, click on the“Yes’ button
with your mouse.

Also, dlick the*Yes’ button to start X at boot and reboot time,
Click on “OK” to continue back to the original root console login prompt.

Now reboot your server by typing in: reboot { Enter}

If “X” does not come up properly after you reboot, then you may have to rerun
Xconfigurator or do some troubleshooting to find out why “X” is not garting.

9) You should have the Red Hat login screen after the system reboot.

Logininas*“root” and edit the following system files to match the examples that are
provided here: /etc/ftpaccess, /etc/ftphosts and /etc/ftpusers

/etc/ftpaccess -- should have the following:
class dl red,guest,anonymous *

email root@locdhost

loginfails 5

reeadme README* login

reedme README* cwd=*

message /wecomemsy login
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message .message cwd=*

compress yes dl

tar yes al

chmod no guest,anonymous
delete no guest,anonymous
overwrite no guest,anonymous
rename no guest,anonymous

log trandfers anonymous,red inbound,outbound
shutdown /etc/shutmsy

passwd-check rfc822 warn

/etc/ftphosts -- should look like the following:
# Example hogt accessfile

# Everything after a'# is treated as comment,
# empty lines are ignored

alow root 192.6.24.*

alow root 192.6.25.*

allow soc 192.6.24.*

allow soc 192.6.25.*

alow mds 192.6.24.*

alow mds 192.6.25.*

[etc/ftpusers should look like the following. The line containing “root” should be deleted.
bin

daemon

10
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shutdown
hdlt

mall
news
uucp
operator
games

nobody

Thefollowing RPM’ s on your Red Hat Disk 2 CD should also be ingtaled:
linuxconf-1.25r7-3.i386.rpm

gnome-linuxconf-0.67.1-1.i386.rpm

vim-enhanced-5.8-7.i386.rpm

vim-X11-5.8-7.i386.rpm

Put the CD into your CD-ROM drive and mount the drive with the following command:
Typein: mount /mnt/cdrom { Enter}

Change directory to /mnt/cdromyRed Hat/RPMS and then ingd| the rpm using
The*rpm— or rpm —U” command.

Reboot your system. After reboot, you can run the MTWS rpm ingtalation as described in
section 3.1

11
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Operating System Ingallation - Other Manufacturer (Non-Dell PE 4600)

Boot system with Red Hat Linux 7.2 CD-ROM Disk 1.

If thisisare-ingalation, place the CD-ROM Disk 1 into the drive, and select
“reboot” from the System menu on the login didog. If thisisan initid ingalation, place
the CD-ROM Disk 1 into the drive, power off the system; then power it back on again.

The Select Language screen appears.
Sdect the language of choice. The default is English.

Press NEXT.

The Select Keyboard Configuration Screen appears.
Sdlect keyboard configuration of choice or keep default

Press NEXT

The Sdect Mouse Configuration Screen appearsy
Sdlect mouse of choice

PressNEXT

The Welcome Screen appears

Select NEXT

The Sedlect Ingallation Options Screen appears
Choose ether
Workstation

Server

Laptop

12
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depending upon the machine type on which you are ingdling. The default is Workgation

PressNEXT

The Choose Partition Options Screen appears
Check the Have Ingtaller Partition checkbox
PressNEXT
Sdect Remove All Partitions on the system
If you have 2 disks, in the “which drivesto use?’ sdlection area, select both.

Leave the “Review” checkbox checked.
PressNEXT

A WARNING Screen appears
Select NEXT

The Partition Screen appears

If you have 1 disk, use the defaults, which are:
hdal ... aboot partition mounted on /boot
hda2 ... aroot partition mounted on /

hda3 ... a swap partition with no mount point

If you have 2 disks, use the defaults, which are:
1% disk):

hdal ... aboot partition mounted on /boot
hda2 ... aswap partition with no mount point
hda3 ... afree partition with no mount point
(2" disk):

13
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hdbl ... aroot partition mounted on /

Press OK

The disk will now be partitioned. When partitioning is complete select NEXT

NOTE: MTWS will operate correctly and efficiently using the default partition
configuration. Thereis no need to change it. Changing it can have adverse effects on
MTWS operations. If changing it is desirable/necessary for some reason, refer to the Red
Hat documentation.

The Boot Loader Screen appears
Accept the defaults

PressNEXT

The GRUB Password Screen appears
The default isno GRUB password
Accept the default

Press NEXT

The Network Configuration Screen appears
Uncheck the Configure using DHCP checkbox
Enter IP address
Enter Net Mask = 255.255.255.0
The Network and Broadcast entries will fill automatically.
Enter Host Name

Enter Default Gateway. Use the | P address appropriate for your Ste.

14
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Enter Primary DNS. Use the | P address appropriate for your site.
Enter Secondary DNS. Use the IP address appropriate for your site.

PressNEXT

The Frewd| Configuration Screen appears
MTWS works correctly with no firewall. The sdection you make here should
be appropriate for your ste. If you sdect HIGH or MEDIUM, you must alow
incoming FTP and rsh. To do so, sdlect FTP from the listed services, and enter
513 (the login port) in the * other ports’ areato enable rsh.

Press NEXT

The Language Support Screen appears
Enter languages desired

Press NEXT

The Time Zone Screen appears
Click on desired area on map to view time zones
Click onthe UTC tab

Choose atime zone, or choose aUTC offset.

DO NOT check the Daylight Savings time check box. MTWS computes exercise
time based upon the system clock. If the system clock jumps forward or backward
one hour, the exercise time will dso jump forward or backward one hour, whichisa
very undesirable behavior.

PressYES

The Account Configuration Screen appears

15
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Enter root password
Enter root password again to confirm

PressNEXT

The Select Package Group Screen appears
Sdect GNOME, KDE, and SOFTWARE DEVELOPMENT
Select Individua Packages

Press NEXT

The Individua Package Selection Screen appears
In addition to the default settings ensure that the following packages are selected:
Applications— Editors
VIM-X11
VIM-Enhanced
Applications— Internet
FTP
TELNET
System Environment — Daemons
rsh-server
Tenet — server
Wu-ftpd
If PC has adud processor ensure the following package is selected
System Environment — kernel
kernd-smp

PressNEXT
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The Video Configuration Screen appears
Choose Skip X Configuration.

Press NEXT

The About to Install Screen appears

Press NEXT

The Ingtallation Screen appears
This process will take afew minutes

When prompted, insert the Linux Red Hat Version 7.2 CD-ROM Disk 2

PressYES

Ingtdlation continues

When ingtdlation is complete, the Create Boot Disk Screen appears
To create boot disk, follow onscreen instructions or
Check the Skip Boot Disk Cresation checkbox

Press NEXT

Ingtdlation is now complete.

The system will reboot automaticaly.

After reboot, login as user root.
From the command line prompt, run “Xconfigurator” to setup the Xwindow system:

Typein: Xconfigurator { Enter}

17
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The “Welcome® screen will appear.

Press the “ Space Bar” to continue.

The “PCI Probe’ screen will appesr.
Make a note of the PCI card found.

Press the “ Space Bar” to continue.

The“Monitor Probe”’ screen will appear.

Sdlect “use default” and continue.

The “Starting X” screen will gppear to test the settings you just put
inyour X configuration.

Note: You have 9 secondsto complete the next step.

Press the “ Space Bar” to continue.

If the Gnome Desktop appears properly, click on theYes’ button
with your mouse.

Also, click the“Yes’ button to start X at boot and reboot time.

Click on“OK” to continue back to the original root console login prompt.

Now reboot your server by typing in:
reboot {Enter}

If “X” does not come up properly after you reboot, then you may
have to rerun Xconfigurator, or do some troubleshooting, to find out

18



The MTWS Documentation Suite— Volume IV
MTWS System Adminidiration

why “X” isnot darting.
Y ou can now run the MTWS rpm ingalation script on the MTWS Ingtdlation CD.

Additional Operating System Configuration — MAN/M SC/CART Server

Following the basic ingtdlation of the operating system, severd additiona steps are
necessary before the system is ready to support MTWS. This section describes operating
system configuration items necessary to support the operation of the MAN, MSC, and
CART sarver software. The following paragraph provides some background as to why
these configuration items are needed.

The MSC hogt is the centra “hub” for the MTWS system. The MSC sends datato (e.g.,
commands) and receives data from (e.g., database updates) dl MAN hosts. The MSC
sends data to (e.g., database updates), and receives data from (e.g., commands), dl Maui
hosts. The MSC sends data to (e.g., database updates), and receives datafrom (e.g.,
requedts for initidization datad), the CART sarver. If MTWS is communicating with the

Joint Command & Control Attack System (JCAYS), a part of the JQUAD system, MSC
sends datato JQUAD. See Operating with the Joint Training Confeder ation in Chapter
4 for discussion of JQUAD congiderations. All of the above are socket-based Transmisson
Control Protocol/Internet Protocol (TCP/IP) communications. In addition, Maui hosts use
File Transfer Protocal (ftp) servicesto send filesto (e.g., parametric datafiles), and to
retrieve files from (e.g. batch files) the MSC.

MAN hosts perform smulation processing. Each MAN host receives data from (e.g.,
commands), and sends data to (e.g., database updates), the MSC hogt. If two MAN hosts
are used, each MAN host passes database updates to the other MAN hogt, so that their
databases stay synchronized. If MTWSis running as part of the Joint Training

Confederation (JTC, formerly known as the Aggregate Level Smulation Protocol (ALSP)
confederation), one MAN host sends datato (e.g., MTWS database updates), and receives
datafrom (e.g., other model’ s updates), the JTC. See Operating with the Joint Training
Confederation in Chapter 4 for discusson of JTC considerations. All of the above are
socket-based TCP/IP communications.

The CART server host records and retrieves exercise data. The CART server host receives
data from (e.g., database updates), and sends data to (e.g., requests for initidization deta),
the MSC. The CART server host receives data from (e.g., database queries), and sends data
to (e.g., query results), CART client hosts. Communications with the MSC are socket-

based TCP/IP communications. Communications with CART client hosts are via Open
Database Connectivity (ODBC) drivers, and Hypertext Transfer Protocol (HTTP).

letc/hosts or the Name Service Database

As described in the preceding operating system ingtallation sections, the /etc/hosts file must be
configured to support inter-connectivity between MTWS components. MTWS will operate
correctly with ether file-based name service through /etc/hosts, or with the Digtributed Name
Service (DNS) protocol. File-based name service through /etc/hostsis recommended since DNS
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can incur a performance penalty. Note that MTWS is not compatible with Network Information
Service (NIS) name databases.

Thefollowing gppliesto /etc/host entriesfor al MTWS components. Note that al entries are
case-sendtive.

a. dl hostnames must be six (6) characters long.
b. thename of the MSC host must be “msc001”.
c. thenameof aMAN host must be either “man001” or “man002”.

d. thenameof aMaui host must be “mdsxxx”, where ‘X’ islower case
aphanumeric.

e. thenameof aCART sarver host must be avaid Mau hosgname and it must
have the dlias “ cartserver”

f.  the“msc001”, “man00X”, “mdsxxx” name mugt the primary hostname; it cannot
be an dias.

g. each /etc/hostsfile mugt have a“locahodt” entry in the format:
127.0.0.1 local host.localdomain locahost
h. each /etc/hostsfile must have the host’s own IP address, in the format:

<IP address> myhosname  <dias, if desired>

On the MSC host, /etc/hosts must contain an entry for each MAN host; each Maui host; and the
CART saver, if CART isto be used. If MTWS is communicating with the JQUAD system,
MSC’s /etc/hostsfile mugt contain an entry in the format:

<IP address> jquadhost

See section Oper ating with the Joint Training Confeder ation in Chapter 4 for discussion of
JQUAD congiderations

On aMAN hogt, /etc/hosts mugt contain an entry for MSC; and for the other MAN host, if
goplicable. If MTWS s running as part of the Joint Training Confederation (JTC), the MAN host
on which the ALSP gpplication is running must contain an entry in the format:

<IP address> jtchost

See section Operating with the Joint Training Confeder ation in Chapter 4 for ALSP
consderations.
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On aCART hogt, /etc/hosts must contain an entry for MSC; and for each CART client.

/etc/services

MTWS uses socket-based Transmission Control Protocol/Internet Protocol (TCP/IP) to
pass messages among components; e.g., between MAN and M SC, between MSC and
CART, etc. Ensure that /etc/services on eech MAN, MSC, and CART host contains the
following entry.

Mtws 12753/tcp # generd MTWS communications

If MTWS is communicating with the JQUAD system, MSC's /etc/services file must
contain an entry in the format:

JQUAD  2000/tcp jquad

See section Oper ating with the Joint Training Confederation in Chapter 4 for JQUAD
consderations

If MTWSis running as part of the Joint Training Confederation (JTC), /etc/services on the MAN
host on which the ALSP gpplication is running must contain entriesin the formet:

alsp_base port 3000/tcp alsp base
asp_monitor_port 3000/tcp asp_base

See section Oper ating with the Joint Training Confederation in Chapter 4 for ALSP
consderations.

letc/ sysconfig/networ k

Ensure that, in the /etc/sysconfig/network file on each MAN, MSC, and CART hog,
“HOSTNAME” exactly matches the corresponding entry in /etc/hosts If it does not match,
meake the appropriate change. For example, change:

HOSTNAME=msc001.localdomain
to:

HOSTNAME=msc001
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/etc/ftpaccess

Thisfollowing isrequired to support File Transfer Protocol (ftp) operations on the MSC
host. However, for convenience, we recommend that the /etc/ftpaccess fileon dl MSC,
MAN, and CART hogts adhere to the following example.

class dl red,guest,anonymous *
email root@localhost

loginfails 5

reedme README* login

reedme README* cwd=*

message /wecomemsy login

message .message cwd=*

compress yes al

tar yes dl

chmod no guest,anonymous
delete no gues,anonymous
overwrite no guest,anonymous
rename no guest,anonymous

log transfers anonymous,red inbound,outbound
shutdown /etc/shutmsy

passwd-check rfc822 warn

letc/ ftphosts

Thisfollowing is required to support File Transfer Protocol (ftp) operations on the MSC
host. However, for convenience, we recommend thet the /etc/ftphostsfile on al MSC,
MAN, and CART hosts adhere to the following example.

# Example hogt accessfile

# Everything after a'# is treated as comment,
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# empty lines are ignored
allow root 192.6.24.*
alow root 192.6.25.*
dlow soc 192.6.24.*
allow soc 192.6.25.*
alow mds 192.6.24.*

alow mds 192.6.25.*

letc/ ftpusers

Thisfollowing is recommended to support File Transfer Protocol (ftp) operations on the
MSC host. However, for convenience, we recommend that the /etc/ftpusers file ondl
MSC, MAN, and CART hosts adhere to the following example (the line containing “root”
should be deleted). Note that usersidentified in thisfile are denied ftp access.

bin

shutdown
hdlt

mall
news
uucp
operator
games

nobody
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[.rhosts

The/.rhostsfile dlows the super-user to log on to any of the Linux hosts without
supplying apassword. This can gregtly aid the Ste administrator in the set-up of each
Linux host Since a script can be used to update system files. Every MTWS Linux
hostname (e.g., man002) should be listed in the /.rhostsfile on eech MTWS Linux hogt.
The hostname may include a domain name for networked indalations. These changes are
not necessary for actual MTWS operdtion.

letclfstab

The /etc/fstab file containsthe list of both loca and networked file systems that should be
mounted at boot time. For each networked file system, access must be alowed (i.e,
exported to ) each man host. For security, unlimited access to al hosts should not be
dlowed. For al other hogts, the file will contain Network File System (NFS) mounting
information used to access the file systems on the M SC.

NOTE

Thisfilemay not be the samefor all non-M SC hosts since the device
address of the boot disk may vary.

/etc/group

The /etc/group file defines vaid group names for the workstation. All MTWS user names
(e.9., soc) require the group miws. The group ID isleft to the Ste administrator's
discretion, but must be the same across dl MTWS workgtations. Failure to properly set the
group name and group id will result in MTWS falures while reading and writing the /mtws
file sysems. Normadly, the group file may be set up on the MSC and copied to dl other
MTWS hosts.

/etc/passwd

The /etc/passwd file defines vaid user names and passwords for the workstation. MTWS
requires the user names defined in Table 1. The user IDs and passwords are lft to the Site
adminigtrator's discretion, but must be the same across dl MTWS workstations. Failure to
properly set the user name and user id will result in MTWS fallures while reading and
writing the/mtws file systems. Passwords should be selected so they are a minimum of 8
charactersin length. They should contain one or more numeric or specia characters. They
should not be based on words or names. The /etc/group file must be set up prior to adding
the user names to the passwd file. Normally, the password file may be set up onthe MSC
and copied to dl other MTWS hosts.
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Table1l. Required MTWS User Names

User Name Home Group Start-up Login
Program Environment
SoC /mitws/soc mtws /bin/bash Sl
mds /mtws/mds mtws /bin/bash Sl
[etc/shells

The sysem file /etc/shells defines which shells are considered valid by the system. For
remate logins (indluding ftp), if the shel isnot found in /etc/shells, the login will be
rejected. MTWS is based on the /bin/bash shell. /etc/shells must be present on every
MAN, MSC, and CART hogt with the following contents:

/ bin/sh

/ bi n/ bash
/ bi n/ bash2
/ bin/ash

/ bi n/ bsh
/bin/tcsh
/ bin/csh

/ bi n/ ksh

Creating and Configuring M TWS File Systems

MTWS software and data files may be distributed across one or more disks on the MSC.
The MAN boxes use Network File System (NFS) to accessthisdata. Each Maui
workgtation uses its own internal disk; and uses ftp network servicesto retrieve and store
files from/to the MSC. The recommended minimum for MSC and MAN disk spaceis
18GB.

The MSC /mtws file sysem must be mounted to the MAN hogts. This mounting requires
that the file system be exported from the M SC for use by remote hosts; and mounted
locally on each workstation that requires the file system.

Exporting M SC File Systems

File systems that require mounting on the MAN workstations must first be exported on the
MSC. This exporting operation results in changes to the system file /etc/exports. The
seps for exporting afile system on the MSC are:

a. Edit thefile/etc/exports
b. Addthefalowing to thefileif it is not dready there and save the changes:

/mtws  man001(rw,no_root_squash,insecure)
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c. Fromthe command ling, typein: exportfs -a—v {enter}

Mounting Remote File Systems

These ingructions apply only to MAN hosts. The operator must be on the network in
order to create mount points.

a Editthefile/etc/fstab

b. Add thefollowing to thefileif it is not dready there and save the changes.
msc00L:/mtws  /miws nfs exec,dev,suidrw 11

c. From the command ling, typein: mount /mtws {enter}

Synchronizing Time

Network Time Protocol (NTP) services can be used to synchronize the system times used
by the MSC, MAN, and CART hosts. To configure NTP, set up the MSC asthe NTP
sarver, and the MAN and CART servers as clients by doing the following:

a

On the MSC only, change the date and time to the correct dateltime group by typing
in:  date MMDDhhmm {enter}
where MM=month DD=date hh=hour mm=minute

Edit thefile /etc/ntp.conf on the MSC, MAN, and CART servers.

Add thefollowing to thefileif it is not dready there and save the changes:
saver  XXXXXX XXX XXX (IP address of MSC)

Edit the file /etc/ntp/step-tickers on the MSC, MAN, and CART servers.

Add the fallowing to thefileif it is not dready there and save the changes
XXX XXX XXX XXX (IP address of MSC)

From the command line on each sarver,
typein: chkconfig—-evel 5ntpd on {enter}

From the command line on eech server, typein: service ntpd start {enter}; or re-
boot the systemsin order: MSC, MAN, CART.
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Third-Party Support Software

Perl

Perl verson 5.6.0 isincluded with Red Hat Linux verson 7.2. Perl isrequired on the MSC
host for batch file converson. For further information about Perl, see http:/mww.perl.com
and the Red Hat documentation.

Linux CD Burning Software-- X-CD-Roast
The following rpms need to be ingdled to use aCD-RW drive in RedHat version 7.2, they are
located in the MTWS Support folder of the MTWS RPM CD.

cdrtools-cdda2wav-1.11a21-1.i386.rpm
cdrtools-cdrecord-1.11a21-1.i386.rpm
cdrtools-libsog-1.11821-1.i386.rpm
cdrtools-mkisofs-1.11a21-1.i386.rpm
xcdroast-0.98a phal0- 1.i386.rpm

Onceingalled, the software needs to be configured as follows.

Click on 'Main Menu' --> 'Programs --> 'Applications --> 'X-CD-Roast'
A GUI will gppear. Click on "Launch X-CD-Roagt" to begin the configuration.
Another window will gppear dating:

"No root configuration file found!

Please enter Setup and don't forget to add users who may aso use X-CD-Roast”

Click on "OK" to continue.
The X-CD-Roast main menu GUI will gppesar.
Click on "Setup".

Click on the"CD Settings' Tab and change the "CD Writer Configuration” to the following:
CD Writer Device: 'Set to type of CD Writer'
CD Writer Mode:  'Autodetect’
CD Writer Speed:  'Set to preferred speed of writer and blank CD's
CD Writer FIFO-Buffer-Size: 'Set to value you would like to use for buffer sze

Click onthe "HD Settings' Tab
Enter in apath you would like to use for Temporary Image Storage Directory':
example create adirectory caled /X-CD-Roast and enter it in the
'Path: window box and click on the "Add" button.

Click on the"Options' Tab and check the 'Windows style list selections box
and make sure the 'Default Write Options is set to "Disk-At-Once (DAO)"

The defaults for everything else should befine,
Now click on the "Save configuration” button and the "OK™ button of the pop up window
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and then click the "OK" button for the 'Setup’ GUI.
To creste a CD:

1. Click onthe 'Create CD' button
2. Click on the'Master Tracks button

and uncheck the 'Digplay directories only' box.

3. Inthe'Master source' tab 'File/Directory view' box, choose the directory or files
you wish to write to CD.

4. Click onthe"Add" button. A popup window will gppear. Chooseif you would
like full path names or just the file/directory name to be written to disk

and click on "OK"

5. If thisis abootable CD you are creating, click on the '‘Boot options tab and
select what type of boot options you would like.
6. Click on the 'Create sesson/image' tab

a) make sure the 'Cdculate automaticaly' check box is checked

b) check the 'Create multi sesson CD' check box if you want to write to the
end of your CD, otherwise keep the rest of the defaults.

c) If you have a CD-RW disk, click on "Blank CD-RW" button to clean up disk. The default
isgood enough in any case, but if youd prefer to fully blank your CD-RW you can,
but it takeslonger. Click on the popup window 'Blank CD-RW' button to continue.

d) Towriteto your CD, click on the "Master and write on-the-fly" button.

The CD will gect dfter it isfinished.
7. Click on the "Back to main menu'” button
8. Click on the"Exit" button when finished.

M aui Hosts

The recommended operating system is Windows 2000/Office 2000. Each Maui host that is
to be used asa CART client workstation must have Microsoft Internet Explorer verson 5.5
or later.

If Windows 2000/Office 2000 is not available, Windows NT Service Pack 5 or later, with
Office 97, can be used instead.

Operating System Ingtallation — Maui Hosts

Each Maui host requires the Windows NT, Service Pack 5 or later; or Windows 2000
operating system. Microsoft Office 97 or Office 2000 is also required. Each Maui hogt that
isto be used asa CART dlient workstation must have Microsoft Internet Explorer version
5.5 or later. See Microsoft’s documentation for ingtructions on how to ingtd| this software.
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Additional Operating System Configuration —Maui Hosts

Following the basic inddlation of the operating system, severd additiond steps are
necessary before the workstation is ready to support Maui. Most of these Seps are
performed as part of the Maui ingtalation process as described in section 3.3. The
falowing describes some additiona, optiona configuration issues, which are not
addressed as part of the Maui ingtdlation.

Maui User Account

For convenience and smplicity, the username for the workstation should be mds, a
username required by MTWS. The password should be the same as the user mds password
on the MSC host.

Shared Network Data

To st up aMaui network to share data files such as ADRG maps, or overlay files, sdlect a
Maui workstation which will act as a"data server” and create afolder called
\MauiData\Maps on a drive with enough disk space to support the expected number of
ADRG and TIFF mapsto be shared. Then creete the following sub-folders

<DRIVENAME>\MauiDataMaps\ADRG

<DRIVENAME>\MauiData\Maps\TIFF

<DRIVENAME>\MauiData\Maps\TRR

<DRIVENAME>\MauiData\Maps\El evation
Make the MauiData folder shared by sdecting the folder in Microsoft Explorer or "my
computer”, and right clicking to obtain the menu, then select properties which will open up
the properties sheet for thisfolder. Sdlect the Sharing tab and then select the Shared As
radio button. Enter the name MauiSharedData in the Shared Name field.

Then, on each workstation that will shared the “MauiSharedData’ folder, including the one
which contains the Maui SheredData folder, use network neighborhood to map a network
drive asfollows:

Drive Z:
Path: \mdsxxx\Maui SharedData

where mdsxxx is the workstation on which you created the shared folder.
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L ocal Data

If maps are be stored localy on each workstation, set up afolder to store the ADRG maps
by creating afolder on the drive in which Maui will beingdled. If you are going to inddl
Maui on the D drive, create afolder D:\MauiData\Maps\ADRG to hold the ADRG maps.
For each map ingtdled, create a sub-folder within the ADRG folder, and then copy the files
from the ADRG CD to the sub-folder. For example, if you are ingdling the Camp
Pendleton ADRG map, create afolder D:\ADRG\CampPendleton and then copy the
contents of the CD into the CampPendl eton folder.

Chapter 3- MTWSINSTALLATION
Section 1 - MAN/M SC Hosts

This section describes ingalation of the MAN and M SC gpplication software. The
ingallation is provided in a Red Hat Package Manager (rpm) format.

Ingtalling this software preserves the conterts of the directories listed below. If any other
directories/data should be saved, ensure that thisis done prior to performing this
ingdlation. The following directories are preserved.

/mtws/db/cmd_entry/batch ... this directory contains user-defined batch and master batch
files.

/mtws/db/man ... this directory contains exercise databases.
/mtws/db/parametric ... this directory contains parametric data.

/mtws/db/terrain ... thisdirectory contains digitized terrain data.

Backup DLT Tape Drive

DLT tapes (DLT 1 40/80GB tape) are used to back up system datafiles. The DLT tapes
should be labeled and stored in a safe place.

Toremovethe DLT tape, pressthe EJECT button near the unit opening. The status lights
on the tape unit will begin to blink and the tape will be gected. To load aDLT tape, insert
it into the opening in the tape unit. If any resstance is encountered during insertion,
remove it and try again. When successfully inserted, the DLT tapeis pulled into the unit
and some gatus lights on the unit begin to blink. When the lights stop blinking and remain
steadily on, the tape is operationa and ready for immediate use.
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The“tar” commands are used to backup/restore files to atape drive. Tar can be used to archive a
group of filesinto another file or more commonly to write/restore a group of filesto atape drive.

o | e

c create aarchive (write to tape)
t disolay files on archive (view only)
x ext.ract frqm archive (read from tape and
write to disk)
v verbose - display filenames
z compressfiles (usng gzip)
f device name or file name to write to
d re(ﬁlc;ry or directory or fileto use

Note: The following examples assume the device name of your tape drive is /dev/90 (Default
name of tape drive).

tar cvf /dev/st0 /mtws backup the entire MTWS
directory to tape

tar tvf /dev/st0 view the contents of atape

tar xvf /dev/9t0 restore the entire contents of
the tape

The “mt” commands can be used to erase, data compression, status and more. Please see the
man pages for other options for the mt command.

Note: The following examples assume the device name of your tape drive is /dev/90 (Default
name of tape drive).
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T T

fusr/sbimt -f /dev/st0
daus

Gives tape satus

fusr/sbin/mt -f /dev/stO

Er
erase asestape

Turn data compresson on. This
will make a40GB tape an 80GB

tape.

Jusr/sbin/mt -f /dev/tO
datcompression

Ingdl the software asfollows.

Login to the MAN host as “root”.

Insert the MTWS ingdlation CD into the CD-ROM drive.

Bring up aterm window and check to see if the CD-ROM mounted by entering:
df —h.

If there is no reference to /mnt/cdrom, mount the drive manudly by entering:
mount /mnt/cdrom {Enter}

Once the drive is mounted, change directory to /mnt/cdromVYMAN-RPM-Ingdl

To gart the ingdlation, enter:
J/Setup-MAN-Ingdl {Enter}

Once the command prompt returns, reboot the server by entering:
reboot { Enter}

Repeat the above steps for each MAN hogt. Note that the MAN rpm ingtallation is required
thefirg timev3.0 isingdled. However, if v3.0 isre-inddled a some later time, this Step

is not necessary. The MAN rpm ingallation only establishes the system configuration

needed to run the MAN software. It does not ingtall the MAN application software itsdf.
The MAN and M SC gpplications are ingdled by the following steps.

Login to the MSC hogt as “root”.

Insert the MTWS ingdlation CD into the CD-ROM drive.

Bring up aterm window and check to see if the CD-ROM mounted by entering:
df —h.
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If there is no reference to /mnt/cdrom, mount the drive manudly by entering:
mount /mnt/cdrom { Enter}

Once the drive is mounted, change directory to /mnt/cdronVM SC-RPM-Ingdl /

To gat the MTWS ingdlation, enter:
JSetup-MSC-Indd| {Enter}

Once the command prompt returns, reboot the server by entering:
reboot { Enter}

Section 2 - CART Server Host

This section describes ingdlation of the CART server gpplication software. The
ingallation is provided in a Red Hat Package Manager (rpm) format. The CART Server is
necessary for support of after-action review of the exercise. MTWS does not require a
CART Server. If you do not intend to use CART, you can skip this section.

CART requires the following packages (or later versons of these packages) to be instaled
onto the CART server:

apache-1.3.20-16
gpacheconf-0.8.1-1

mysl-3.23.49-3.i386
mysgldientd-3.23.22-6.i386
mysgl-server-3.23.49-3.i386
postgresgl-libs-7.2.1-5.i386

perl-5.6.1-34.99.6.i386
perl-CGlI-2.752-34.99.6.i386
perl-DBD-MySQL-1.2219-6.1386
perl-DBI-1.21-1.i386
libdbi-0.6.4-2.i386
libdbi-dbd-mysql-0.6.4-2.i386
gcc-2.96-98

flex-2.5.4a-15

bison-1.28-7

These packages are provided on the MTWS Ingallation CD. Y ou may check for the
presence of a package by entering the following command into a commeand shell:

rpm --query <package>
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For example:

% rpm —query apache

gpache-1.3.23-11

If your system returns a message “ Package <package> is not ingtdled”, the rpm command
can be used to ingdl the package as follows:

rpm —ingal <files>

eg.

cd /mnt/cdrom/CART-RPM-Inddl

rpm—inddl apache-1.3.20-16.i386.rpm

The CART ingdlation software is supplied on the MTWS V3.0 CD. To ingal CART onto the
CART server perform the following steps.

1

2
3
4

a1

Login as root
Insert the MTWS ingdlation CD into the CART server CD-ROM
Openagshdl.
Check to see if the CD-ROM mounted by entering:
a df-h
If thereis no reference to /mnt/cdrom, then mount the drive manudly by entering:
a mount /mnt/cdrom
Enter the following commands:
a. cd/mnt/cdrom/MTWS-CART-RPM-Ingdl
b. ./Setup-CART-Ingdl

The software for creating the reports are ingtaled into the default gpache directory structure
Narlwww. The exercise datais stored in the directory var/lib/mysgl. The remaining softwareis
in/mtwg/

Environment Variablesin MTWS

The MTWS environment includes a set of key varigbles that the system uses to find
resources, store files, and the like. These variables are listed in Tables 2 and 3 according to
the MTWS component that uses them. All of these variables have been st to their defaults
in the supplied files

Table2. MAN Environmentd Variables

Defined in: /mtws/bin/MAN/Sart. MAN

Name Function Default Parameter
XAPPLRESDIR Directory containing MAN X /mtws/bin/app-
resource files defaults/man-app-defaults
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EXERCISE_PATH

Directory in which MTWS
exercisesresde

/mtws/db/man/

Table 3. MSC Environmenta Variables

Defined in: /mtws/soc/.profile

Name Function Default Parameter
MTWS_ROOT Base directory for MTWS program /mtws
ingtallation.
MTWS DATA Directory for storage of MTWS /mtws/db
datafiles
MTWS DEFAULT Directory for MTWS defaults /mitws/db/default
XAPPLRESDIR Directory containing MSC X /mtws/bin/app-defaults/msc-
resource files app-defaults/
HELP DIR path to hdp filesand /mtws/hel p/
RELEASE NOTES
ALSP HOME AL SP home directory path /mtws/bin/ALSP/
ALSPBIN AL SP executables directory path $ALSP HOME
MDS BITMAP _DIR Bitmap directory for MDS /mtws/bin/app-
gpplications defaults/bitmaps/
EXERCISE_PATH Directory in which MTWS /mtws/db/man/
exercisesresde
TO _CONTROLLER P | Path to controllersitxt file /mtws/db/current/configs/

ATH

BASELINE PATH

Basdline parametric data directory

/mtws/db/parametric/baseline/

USER _DEFINED_PA
TH

User-defined parametric data
directory

/mtws/db/parametric/user _defi
ned/

PARA_DATA_PATH

Directory in which Command
Entry finds parametric data
information

/mtws/db/current/cmd_entry/p
ara_data/

SR_WORK

Directory containing Solicited
report formats

Imtws/dbirg/

Section 3 - Maui Hosts

This section describes ingdlation of the Maui software suite. To ingdl this software you
must be user ADMINISTRATOR, or auser that has ADMINISTRATOR privileges.

There are two folders of particular importance in the ingtalation process. Thefirgt isthe
folder in which you ingdl the software. The default, provided by the ingtdlation software,
isMtws. If both C: and D: drives are available, the default is D:\Mtws if only aC: driveis
available, the default is C:\Mtws. If the default is accepted, and if no \Mtws folder exists on
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the drive, the ingtdlation will create it. We strongly recommend accepting this default; or
selecting the drive with the most available space.

We drongly recommend accepting this default. The folder chosen at thistime will be
completely removed when Maui isre-ingtalled. The reason for providing the \Mtws default
is so that the re-ingtdlation process does not interfere with other software on the system —
i.e, the Maui software, and only the Maui software, resdesin that folder. In the
discussons that follow, “the MTWS path” and “the MTWS folder” refer to the path/folder
in which the software isingaled.

The second folder of interest is\MauiData. This folder and its sub-folders contain various
datafiles, including maps; overlays, reports, and log files generated during execution of

the Maui software. If they do not aready exigt, the folders \MauiDataMDMData and
\MauiData\Snhapshots are cregted by the ingtdlation on the drive on which the ingdlation

is performed. For example, if D:\Mtws is chosen as recommended above,
D:\MauiDataMDMData and D:\Maui Data\Shapshots will be created if they do not
dready exis. The MDMData folder contains World Vector Shoreline maps, the Shapshots
folder contains an example snapshot (aview of the tactica display database) included with
the ingdlation.

Much of the Maui software is written in Java, and therefore requires a Java Run-time
Environment (JRE) in which to execute. If the JRE is not found on the workstation during
Maui ingdlation, the inddlation program will attempt to ingdl it. By default, the RE is
ingalled on the drive defined by the TEMP environment varigble. For example, if TEMPis
set to D:\TEMP, the JRE isingtdled on the D: drive. If that drive does not have enough
spaceto ingdl the JRE, but does have enough space to launch the indalation program,
amessage is digplayed, indicating that there is not enough room to ingdl the JRE.

If this problem occurs, do not continue with the ingtdlation. If you were to continue,
portions of the ingtalation would not be completed properly without the JRE. Insteed,
correct this problem by changing the TEMP environment varigble to use a drive which has
adequate space to ingall the JRE and Maui; and to hold data files such as maps, overlays,
€tc.

Saving Old Data

Ingtaling Maui completely removesthe MTWS path; i.e, dl filesin that path are deleted. If
you wish to preserve any datafilesin that path, copy them to alocation outsde the MTWS
folder prior to ingtaling Maui. If you get an error message saying thereis an access violation
or locked file detected, make sure that you are NOT:

- Running any Maui software suite component.
- Pointing to the MTWS folder or sub-folders with any other gpplication program

- Pointing to the MTWS folder or sub-foldersin a DOS window
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- Currently editing, or have an editor open which has afile from the MTWS folder or
ub-foldersin its history list (e.g. Word, NotePad)

If dl dsefails, reboot the machine. Thiswill remove dl exiging linksto filesin the
MTWS path on the drive in which Maui isindaled. When the files you want to keep are
backed up or moved from the MTWS folder or sub-folders, you can start or restart the
ingtallation process.

Ingtalling from an ingallation CD

a. Insert the CD into the CD-ROM drive. If the Ingtalation program does not Sartup
automaticaly, from the Start menu, select the 'Run’ option and typein the CDROM drive
letter followed by: <drivel etter>\v3.0-mb030212\Setup.exe. eq.. if the drive letter is
'E, typeinthefalowing: E\v3.0-mb030212\Setup.exe

b. If theingdlation program automaticaly starts, go to Paragrgph b in Section “Launching
the Ingdlation Program”.

c. If theingdlation program does not automatically start, select the Start button on the
Windows taskbar, then choose Run. In the Run didog box, type XASETUP, where X is
the letter of your CD-ROM drive; then sdlect the OK button.

d. Goto Paragraph b in Section “Launching the Indtdlation Program’”.

Ingtalling from a networked drive

a.  Open Network Neighborhood by double-clicking on the Network Neighborhood icon on
your desktop.

b. Locate the workstation computer name and shared folder containing the Maui
ingdlation program.

c. Findthefile named Setup.exe.

d. Goto Paragraph b in Section “Launching the Ingtdlation Program’”.

Ingtalling from your local drive

NOTE

Theingallation medium may be copied from a CD, or acrossthe
network, to your hard drivefor an easer and faster ingtallation. The
entirefolder in which the Setup.exe fileresides must be copied to your
local drivein order for theingtallation program to work properly.
Make sureto removethisfolder to free up this disk space when the
installation has successfully completed.
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Use Microsoft Explorer to find the file named Setup.exe.

Go to Paragraph b in Section “Launching the Ingtdlation Program”.

L aunching the Ingallation program

a

b.

Double-click on Setup.exe to launch the instalation program.

Theingdlation program will recognize aprevioudy ingdled verson of Maui. Itemsd-h
describe how to uningdl a previous ingalation. If thereis no previoudy ingaled version
on your computer, skip to Step i, otherwise go to the next step.

Even if you have deleted or renamed your MTWS folder, the installation program will
determineif thereis previoudy ingtaled verson on your machine, and provide you with
three radio button options to [Modify], [Repair], or [Remove] the previous ingalation.

NOTE

Putting a new Maui ingallation on your machinerequires uningalling,
iIf it exists, the previoudy installed version. Thisun-installation process
deletesthe current installation's M TWSfolder and all of its contents
and sub-folders. If you want to save any or all of the contents of your
MTWSfolder, follow the instructionsin the Saving Old Data section
above.

Select the [Remove] radio button option and then the [Next >] button.

A confirmation dialog box will appear asking if you redly want to completely remove the
selected application and all its components. Sdlect the [OK] button.

Theingdlation program will remove the previoudy ingdled files from their location on
your hard drive. If you have moved the files to alocation outside of the MTWS path,
these fileswill not be disturbed by this un-ingal. The configuration settings will o be
removed.

If, for any reason, the ingdlation program cannot remove afile, it will ask you whether
you want to Reboot” "Ignore”’ "Retry™ and "Cancd". Select the [Cancel] option and
make sure that you do NOT have any files locked as described in the Saving Old Data
section above.

Resdlect the Setup.exe program from this instalation program folder to restart the
ingalation program a second time.

Maui Inddlation

At this point the ingalation program should not encounter a previoudy instaled verson
if Maui on your machine. The indalation program will provide the series of scripted
pages described below.
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Uninddling the JRE

If the wrong verson of the JRE isfound, the Maui ingtdlation will first require thet you
to uningall the JRE. Follow the JREHd p.txt ingtructions provided by the Maui
ingdlation to uningdl the current JRE.

Ingalling the JRE

If no JRE is nat found, the Maui ingdlation will firgt require thet you inddl the JRE.
Follow the JRE ingdlation ingtructions. When complete continue with the Mauii
ingalation Welcome step.

Welcome:

Sdlect the [Next >] button to continue.

Warning/Informetion:

Select the [Next >] button to continue.

User Information:

Name: Accept the default, or enter another name; any name is vaid.

Company: Accept the default, or enter your company name. If blank, provide a
company name. Theingdlation will not continue without an entry in the field.

Select the [Next >] button to continue.
Choose the Destination Location:

We gtrongly recommend accepting the default location (d:\MTWS). Use the [Browse]
button to select adifferent location. Select the [Next >] button to continue.

WARNING !!

If you choose alocation other than the default location, make sureto
specify adrive and atarget folder name, eg., d\myMTWS or
c:\myMaui.

Omission of the folder name along with the drive name can cause
serious problemswhen reinstalling Maui at a future date because
reinstallsremovethe currently installed version starting at itsinstalled
folder. If theinstalled folder istheroot folder, ALL filesin theroot
folder will be REMOVED!!!
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Setup Type:

NOTE
DEFAULTSTO NO CART CLIENT INSTALLATION

If you wish toingtall the CART Client application, you must select the
[Custom] setup and then select the CART component. The CART
Client application isNOT ingtalled under the [Typical] setup.

NOTE

NO TERRAIN GENERATOR INSTALLATION WHEN ONLY ONE
HARD DRIVE

Duetoalimitation in the Terrain Generator software, if only one
physical or logical hard driveis present on thetarget installation
system, TerrGen will not be installed, otherwiseit will, by default be
installed on the samedrive astherest of the Maui Softwar e Suite.

Most users should select the [Typical] setup type. If computer spaceis criticaly short,
the [Compact] setup type can be selected.

If you want to selectively ingal portions of the Maui software suite, sdlect the
[Custom] setup type.

Custom will display a screen with the check boxes for the components.
Select the [Next >] button to continue.

Sdlect the components you wish to ingtal and desdect the components you wish to
omit.

Select the [Next >] button to continue.
Setup Status:

This screen should display the Setup Statusligt of filesbeing inddled aswell asa
datus meter providing percent complete information.

During the setup, the ingdlation program will:
- Ingdl dl required files for the selected MTWS gpplications
- Set the appropriate file access attributes

- Adds shortcut icons to the desktop and Start menu
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9) Security Adminigtrator Configuration window

The Security Adminigtrator Configuration interface alows you to set up the Security
Adminigtrator user name and password. The default Security Name isthe user
account name of the currently logged in user. It is advised that you use this default
account name and enter in that account's password in the " Security Password” field
and the "Confirm Password" field. A ‘ Security Adminigtrator’ account name should
be entered in if you require a different account (from the system administrator
account) to adminisgtrator security related system operations. If you choose a different
user name, be sureit isavalid account name for the loca computer and/or domain.
The only way to modify the password isto know the origind password or to reingall
Maui.

See Appendix C for more information on Maui security administration.

10) Sdection of configuration options:

A window will appear with checkbox options for the following:
- Modify HOSTS
- Check TEMP disk space
- Check Maui log file usage (option available only for Maui)
- Edit Maui resource data (option available only for Maui)
- Setup Communications (option available only for Apex and/or Maui)
- Send Command Entry Rulefilesto the MSC

- Display hep on these options

Sdect any, dl, or none of these options.

Select the [Next >] button to continue.

NOTE

If you select Display help on these options, a help window providesyou
with information about using these options. The help window will not
close on itsown; the help window should be closed when no longer
needed.
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11) Modify HOSTS

Thisoption brings up the file: C:\WINNT\system32\driver s\etc\HOSTS in a text editor.
Thisfile mugt contain entries as specified in /etc/hosts or the Name Service Databasein
section 2. If the workstation will connect to the MSC (i.e,, isnot soldly a CART client
workgtation), it must have an entry for the MSC. If the workstation isto be used asa
CART client, it must have an entry for the CART server.

12) Check TEMP disk space

This option brings up an Information window with the current System Environment
Variable setting for TEMP, the disk usage for the al drives.

Press the [OK] button.
Thiswill bring up a Change Sysem TEMP Environment Variable didog box.
Pressthe[Y eg] button to change the TEMP environment variable.

If you sdlect [ Y es] the Sdlection of Maui configuration options window is displayed with
the available drives for the TEMP directory with the current TEMP drive sdlected.

Press the [Next>] button.

Thiswill bring up the System Properties interface, dlowing you to modify the TEMP
environment variable via the environment tab. In the System Properties window, modify
the TEMP and TMP variables by sdecting the Environment tab.

In the System Variables areg, verify that the list includes avariable for TEMP and TMP.

If it does not, create these variables by sdecting any available variable from the System list
and then modifying the name and vaue in the Variable and Vdue text fidd areasin the
lower portion of the Environment tab.

Then click the [Set] button in the Environment Tab.

Also click on the [Apply] button at the bottom of the System Properties window. It is
highly recommended that the TEMP and TMP System variables are both set to afolder
caled TEMP on adrive with a least 1GB of disk space that can be dedicated to Maui
runtime swap space. This should be the drive on which Maui isingalled.

For example, if you have ingaled Maui on your 'D' drive, both TEMP and TMP variables
should have avaue of DATEMP. Y ou do not need User Variables TEMP or TMP, but if
they are defined, they should be set to the same drive asthe TEMP and TMP System
Variables.
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NOTE

After installing Maui, all other user accountsthat may use Maui should
be checked to seeif they have TEMP and TMP User Variable settings
defined. If they are defined, make surethey are set to the samedrive as
the System Variable settings. If they are not defined, the System
Variablesfor TEMP and TMP will be used.

13) Check Maui log file usage

This option displays awindow with the current log sub-folders.

- Pressthe [Next >] button to delete al log sub-folders and files.

- Pressthe [< Back] button to continue the ingtalation without removing log files.

14) Edit Resource Data

Sdecting this option will invoke the Resources Editor. Thistool provides you with a
means to modify or view resource settings (also called key-value pairs). Key-vaue pairs
with section labels in blue are modifiable, such as M SC hosthame, Maui print definitions,

and port settings.

Key-vaue pars with section labelsin gray are read-only and provided primarily for
information as to the file paths for data files used by Maui. It is strongly advised not to
modify the MTWS\Maui\resour ces.dat file directly. This could result in undesirable
behaviors during execution of the software.

Thefollowing isabrief description of the modifigble fidds

KEY

Attribute

Description

MSC_HOSTNAME

MSC001

Host name of MSC to which this
workstation is connected.

HIGH_SPEED LINE_SERVER

Name of the server for the networked
high speed printer. Default isno high
Speed printer, so no vaueis entered in
for thiskey.

HIGH_SPEED LINE_PRINTER

Name of the printer for the networked
high speed printer. Default isno high
speed printer, o no valueis entered in
for thiskey.

LINE_PRINTER_PORT

LPT1

Port name for thislocd line printer.
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LASER_PRINTER_ENABLED

N

A laser printer is accessible and
enabled for thisworksation (Y); or is
not accessible/enabled (N).

CLIENT_REMOTE_PORT

12753

TCP/IP port number. This vaue must
meatch the ‘mtws entry in the
letc/servicesfile on the MSC. See
/etc/servicesin section 2.

SERVER _LOCAL_PORT

12753

TCP/IP port number. This vaue must
meatch the ‘mtws entry inthe
[etc/services fileonthe MSC. See
/etc/servicesin section 2.

MAPVIEWLIMIT

Maximum number of map windows
(internd to the main map window)
that can be displayed a onetime. As
the number increases, workstation
performance will decrease.

MAX_REPORTS

10

Maximum number of solicited report
windows that can be open a onetime.

MAX_SP_LINES

400

Number of lines displayed in Spot
Report window before old reportsfall
off the top of thelig.

MAX_ALERT_LINES

1000

Number of lines displayed in Alert
window before old dertsfal off the
top of thelidt.

ONLINE_TIMEOUT

20000

Number of milliseconds after which
an attempt to go online to the MSC
will timeout.

OFFLINE_TIMEOUT

20000

Number of milliseconds after which
an attempt to go offline from the MSC
will timeot.

TRANSMIT_TIMEOUT

120000

Number of milliseconds after which
an attempit to receive a command or
report request response will timeouit.

MAX_CE_WINDOWS

Maximum number of command entry
formsthat can be displayed at one
time.
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MAX_MR_WINDOWS 5 Maximum number of solicited report
request formsthat can be displayed at
onetime.

MAX_COC_REPORT_WINDOWS 2 Maximum number of chain-of-
command report windows that can be
displayed at onetime.

MAX_RIGHT_CLICK_ITEMS 20 The maximum number of objects that
can be accessed by aright-button
mouse click.

REUSE BROWSER WIN Y Use an open browser (Y), or open a

new one (N), when starting a CART
client report browser.

SERVER DATABASE jdoc:mysgl://car | The database to which the CART
tserver/cart client connects.
USER cart The user name with whichthe CART

client connects.

MAX_CART_STEP 60 The number of minutes of data for
which the CART dlient queriesthe
server. Larger vauesresult in higher
memory utilization; smaler vaues
result in dightly longer query times.

NOTE
Thisprogram isavailable only if you install Maui.

After Maui isingtalled, this program can also be run from the shortcuts
created at install time. A shortcut isavailablefor it in the MTWS Tools
folder or from the Programs-> MTWS-> Maui -> Mau Resour ces
Editor option from the Start menu.

15) Setup Communications
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Thisoption is sdlected by default. It runs Apex Login (if Apex isingaled) and Maui
Login (if Maui isingdled) tools, which set up the Apex-to-M SC and Maui-to-M SC
login/password files.

Apex Login:

When ingdling Apex without a networked MTWS suite available, click on the Cancel
button and go to the next step.

Use the default user name of soc and enter in the soc password for your site. This
establishes the username/password dataset used by Apex for connectivity to the MSC as
user soc.

NOTE
Thisprogram isrun automatically only if you install Apex.

After Apexisinstalled, thisprogram can also berun from the shortcuts
created at install time. A shortcut isavailablefor it in the MTWS Tools
folder or from the Programs-> M TWS-> Apex -> Apex L ogin option
from the Start menu.

Maui Login:

When ingaling Maui without a networked MTWS suite available, click on the Cancd
button and go the next step. Otherwise, use the default user name mds and enter in the
mds password for your Site.

This establishes the username/password dataset used by Maui for connectivity to the MSC
as user mds.

NOTE
This program isrun automatically only if you install Maui.

After Maui isingalled, this program can also berun from theshortcuts
created at ingtall time. A shortcut isavailablefor it in the MTWS Tools
folder or from the Programs-> MTWS-> Maui -> Maui Login option
from the Start menu.

16) Send Command Entry Rulefilesto the MSC

Batch file converson isrequired for thisinstdlation. Use the utility program, Send
RuleFiles, to send the uncompressad rule files and command entry filesto the MSC. This
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need only be run once to place the files on the MSC for the batch file conversion program
to access.

17) Setup Complete:

Theingdlation program will then ask whether you wish to reboot your system. Sdlect the
[Yes, | want to restart my computer now.] radio button; then select the [Finish] button to
reboot your machine. This insures acomplete Maui ingalation and correct configuration.

Section 4 - Parametric Data

Following ingtdlation of the MAN, MSC, CART, and Maui software, basdline parametric
data must be made available to the MAN and MSC software. If thisingtalation isan
upgrade from a previous verson, al user-defined parametric data sets must be converted
before they are usable by this verson.

Note that, because of their parametric data, pre-v3.0 exercises are incompatible with v3.0.
Converting a pre-v3.0 parametric data set makes that data set compatible with v3.0; but
pre-v3.0 exercises —i.e., those defined with parametric data prior to conversion to v3.0 —
are dill not compatible with v3.0. These exercises should be archived offline. Please
contact MTWSHe p@titan.com for assstance in making a pre-v3.0 exercise compatible
with v3.0.

Basdline parametric datais a component of Apex. It isthe data set with which Apex is
ingtaled. The following steps must be taken in order to make it available to the MAN and
MSC applications.

- Run Apex as administrator

- Launch Apex from a shortcut on the desktop, the MTWS Tools folder, or
the Programs -> MTWS -> Apex -> Apex option from the Start menu.

- Sdect the Import/Export button from the main window.
- Sdect the Send button from the Import/Export window

- Sdect the ' Apex Basdline to MSC Basdlineg option and click the ‘OK’
button.

- Click the*OK’ button in the (Warning! This function will overwrite the
contents of your database!) diaog.

- Wait for the delete, populate and extract background operations to
complete and then click on the * Submit’ button in the Send (Apex
Basdine to MSC Basdline) window.
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Click the*OK’ button in the Apex warning “Are you sure you want to
overwrite the directory /mtws/db/parametric/basding’ message window.

In the “Send Apex Basdline to MSC Basdling’ window, when the status
bar digplays the message, “Done sending files’, click the *Cancd’ button.

Thefollowing steps must be taken in order to convert user-defined parametric data sets, so
thet they are useable by this verson of MTWS.

Back up the entire /mtws/db/parametric/user _defined directory on the
Linux Sde.

To insure aclean import, make sure the Inbox is empty.
On Apex, select Import/Export; select Retrieve.

In Apex’s Retrieve Didog, sdect MSC User-defined to Apex Inbox; and
from the pull-down menu, select the name of the parametric data st to be
retrieved/converted.

Select Submit.

Select Populate. Use the pre-set Apex Inbox radio button, and click on
OK.

Onthe Linux dde, delete the contents of the parametric data directory
being converted.

To insure a clean export, make sure the Outbox is empty.
Sdlect Extract. Select OK, which extracts the database to Apex’ s outbox.

Select Send. Use the pre-set Apex Outbox to user-defined radio button,
and click on OK.

In the Send didog, from the pull-down menu, sdect the name of the
parametric data directory to which the datawill be sent.

Sdlect Submit.

Perform the above steps for each user-defined parametric data set.

Depending upon the version of the data set being converted, a message may be displayed
during the conversion process, indicating that one or more files are missing from the data
<. If this happens, the corresponding v3.0 basdine datais subdtituted for the missing data

48



The MTWS Documentation Suite— Volume IV
MTWS System Adminidiration

When the conversion processis complete, adiaog is displayed, from which a Populate
Report is available. This report identifies changes made to the data during the converson
process to make it competible with v3.0.

Only one parametric data set can reside in Apex at any point in time. Over time, userstend
to create multiple versons of user-defined parametric data. M SC becomes the repository
for these data sets. A user-defined data set can be created from BASELINE; or from
another user-defined data set. The procedures described above for converting user-defined
data setsfor v3.0 compatibility use the same genera procedures as those for cregting or
modifying a parametric data set. The following describes these procedures in generd.

Sdlect Import/Export->Retrieve on the main Apex screen to begin the process of bringing
either basdline, or a user-defined, data set from the MSC to Apex. Once the desired data set
is chosen, and the Submit button is selected, Apex begins the process of populating its
“inbox” with the the data set. Once in Apex’ sinbox, its database must be “populated” with
the data; this is done via the Import/Export->Popul ate option on the main Apex screen.
After Apex’s database has been populated, the data can be modified, reports can be
obtained, etc. Once the desired modifications have been made, the data must be sent to the
MSC, 0 that is can be used by the smulation. Thefirst step in doing thisisto “extract” the
datato Apex’s outbox; thisis done viathe Import/Export->Extract option on themain
Apex screen. Once the data resides in Apex’ s outbox, it can sent to the MSC, viathe
Import/Export->Send option on the main Apex screen. Note that this option supports over-
writing an exigting data s&t; as well as cregting a new deata set.

TIFF Map Files (* if)

Once ingtdled on the MSC, the TIFF map files can be downloaded from the MSC to the
Maui Workstation. Using an FTP program on the workgtations, ‘get’ the * tif files from the
/mtws/maps directory on the MSC and place them into the \Maui Data\Maps\TI FF folder
on the workgtation. These files are then immediatdly available for use by Maui. For hep
on using FTP on aworkstation, consult Windows Help.

Terrain Data Files (*.trr)

Once ingalled on the MSC, the TRR terrain files can be downloaded from the MSC to the
Maui workgtation. Using an FTP program on the workstation, ‘get’ the TRR files from the
/mtws/db/terrain directory and subdirectories on the MSC; and place them into the
\MauiData\Maps\TRR folder and corresponding subfolders on the workstation. Once
there, use the Elevator application to convert them to TIFF images, which can then be
loaded into Maui. The convention for files converted from TRR to TIFF isto place them
into the \Maui Data\Maps\Elevation folder and corresponding subfolders. For help on
using FTP on aworkstation, consult Windows Help.
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Chapter 4 - Operating Procedures

Materid in this paragraph is presented from a functiona perspective; it identifiesthe
operations a system operator can perform and describes how to do them. Generdly, topics
are discussed in the context of running an exercise from beginning to end.

Thefollowing conventions gpply throughout:

a. Thesyntax "Menultem Sub-menultem--> Sub-sub-menultem -->..." means.

1)
2)

3)

f.

Menultemisvishble on some (X-Windows) interface

When M enultem is selected with the cursor, Sub-menul tem becomes visible on the
interface

When Sub-menultemis sdected with the cursor, Sub-sub-menul tem becomes
vishle on the interface, and o on.

Sdlect means go to that menu item/button and click on it.
Click on means position the cursor on the item/button and press the left mouse button.
When the terms hogt, station, and workstation are used; they al mean computer.

Tectica database means exercise entities created by the user by entry of commands
(units, missions, etc.).

Sysop means System Operations.

Login Sequence

At the login screen, enter soc for the user name. At the password prompt, enter the
password for user soc that you have defined for your ste. See Additional Operating
System Configuration — MAN/M SC/CART, etc/passwd in Chapter 2,

Specifying Mapping Datums
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A file named /mtws/bin/MAN/sphere_config is used by MAN, MSC, and Maui software to
control the conversion of geographic locations between latitude/longitude, and Military

Grid Reference System (MGRS), coordinate systems. (MGRS is often mistakenly referred
to as Universal Transverse Mercator (UTM) format. There are references throughout
MTWSto “UTM”, which should properly be “MGRS’.) The following procedure
determines whether locations within a given spheroid will be converted usng WGS84
mapping datum, or aloca datum.

Thisfileisread by the MAN/M SC/Maui software at start-up timeonly. If any MTWS
softwareis currently running, it must be shut down prior to performing this
procedure.

If not aready logged into the MSC station, do so. Note that the M SC application software
must not yet be started. Using atext editor, edit the file /mtws/bin/MAN/sphere_config.
Note that there isalist of spheroid names, and a corresponding vaue for eech. A vaue of 0
(zero) means “use loca datum”; avaue of 1 (one) means “use WGS34 datum”. For
example, if the value for the Bessd spheroid is 1, and dl other vaues are O, locations
within the Bessd spheroid will be converted usng WGS-84 datum; and dl other locations
will be converted using their loca datum. To determine the gppropriate vaues for the
relevant spheroids, examine the set of maps being used to support the exercise. Each map
typicaly identifies the datum on which it is based.

Asindaled, loca datum is used for dl spheroids—i.e, dl vduesareO. If thisfileis
modified to support a particular exercise, consgder making a copy of the modified file. This
practice is recommended because thisfile is not exercise-gpecific. Making exercise-
specific copies of thisfile facilitates exercise management. For example, if an exerciseis
re-run severa months after itsinitia run, and other exercises usng other spheroid vaues
have been run since then, the spheroid values used in the initial run can be easly restored.
If this practice is followed, each copy of the sphere_config file should be kept inits
corresponding exercise directory. The /mtws/bin/MAN/ directory is overwritten by anew
ingalation; but the /mtws/db/mary/... exercise directories are not overwritten.

Starting M SC Software
To initiate execution of the MSC software, perform the following steps.
a. Log on to the MSC dation as described above.

b. If MTWSisto beruninanonALSP configuration, sdect the Start MTW S icon on
the task bar. In an ALSP configuration, select the Start AL SPicon on the task bar.

c. Sdect System Control --> Admin --> Start M SC from the System Operations
window to start the remaining MSC programs.
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Wait for a response to appear in the System Operations window indiceting that MSC
has started.

The Exer cise Status display will indicate that the MDS net is down; i.e., no MDS can
communicate with any MSC or MAN host. The MDS net can be enabled only after the
Start Applications step. Refer to paragraph “MDS Interface’.

Select the desired display/print reports festuresin the Station Control interface.

Creating an Exercise

To create anew exercise, perform the following steps.

a

b.

Start the MSC software as described above.

Select Exercise Control --> Database --> Exer cise --> Create from the Sysem
Operationswindow. The exercise creste interface will appesr.

Enter the desired exer cise name, art time and zone, parametric data set, and
terrain area(s) in the templates provided.

The vaues sdlected in step ¢ can never be changed, except as described in paragraph
“Saving an Exercisg’. If, & somelater time, adifferent parametric data set or terrain
values are desired, a separate exercise must be created.

NOTE

When creating an exercise for AL SP, use the basgline parametric
database. Thisdatabase isdesigned to support AL SP confeder ation
exer Cises.

To create the exercise, click on the Apply and Close button on the exercise create
interface after al desired values have been entered in step ¢. To abort the exercise
cregtion, click on the Cancel and Close button instead.

Wait for aresponse to appear in the Systern Operations window indicating thet the
exercise has been created.

For discussion of another way to create an exercise, deriving one exercise from another,
see paragraph “ Saving an Exercise.”

Starting or Restarting an Exercise

To dart an exercise, perform the following steps.

a

b.

Start the MSC software as described above.

If desired, create an exercise as described above.
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. Sdlect System Controal --> Applications--> Load MAN from the System Operations
window to begin execution of the MAN software on the desired host(s). The MAN
hostnames interface will appear with only valid hostnames sdectable.

. Sdect the hosthame(s) on which the MAN softwareisto run.

. Select the OK button in the System Operations window.

Wait for respons(s) to appear in the System Operations window indicating that the
Load MAN step is complete each of the designated host(s). Thereis one such response
for each MAN. The MAN monitorswill remain at the login screen.

. Sdlect Exercise Control --> Database--> Exercise--> Load. Theexerciseload

interface will appear.

. Sdect the desired exercise from those listed in the exercise load interface.

Sdect the New, Start, Time, or End button in the exercise load interface. If Time is
chosen, enter the exer cise time a which the exerciseisto be loaded. The
consequences of each choice are discussed individudly in sections “ Starting or
Regtarting and Exercise through Restarting an Exercise— End”. If the exercise has
never been loaded, New must be selected.

Click onthe OK button on the exercise load interface, confirming the choices made in
depi.

. To abort the exercise load, click on the Cancel button on the exercise load interface.

Ingpect and verify the message displayed in the System Operations window identifying
the exercise name and the New/Start/ Time/End option chosen in gepsh andi. If any
of information isincorrect, click on the Cancd button in the System Operations
window.

. Toload the exercise, click onthe OK' button on the System Operations window. To
abort the exercise load, click on the Cancel button on the System Operations window.
If thisoption is chosen, steps (g) - () can be repeated.

. Wait for response(s) to appear in the System Operations window indicating that the
exercise has been |oaded on the MAN host(s) designated in step (d).

. Sdect System Control --> Applications--> Start App from the System Operations
window to assign MAN functions to the desired host(s). The application/host mapping
interface will appear with alist of MAN hosts and a button for each gpplication. A
default mapping of gpplicationsto MAN hodsis provided. This default mapping isthe
recommended distribution for atypical land/sealair exercise.
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p. To change the host for a selected application, sdlect the desired MAN host by clicking
on the MAN host sdlector. Oncethe MAN is sdlected, click on the gpplication button
for each application that is to run on the selected hogt.

g. When an gpplication button is selected, the hostname label corresponding to that button
changes to reflect the selected host.

r.  Applications distribution should be selected to maximize CPU usage and minimize
message traffic. A dow running gpplication should NOT necessarily berunon a
separate host. Metrics cycle times available from the MSC Status Window should be
used as a measure to achieve the best overal performance for the exercise.

s. If acceptable, select the OK button on the System Operations window.

t. To abort the gpplication sart, click on the Cancel button on the System Operations
window.

u.  Wait for response(s) to appear in the System Operations window indicating that the
gpplications have started on the MAN host(s) designated in step d.

v. At thispoint, Maui workstations can be alowed to connect to the MSC. Also, if datais
going to be output to CART, it may be gppropriate to start the CART server at this
time. See Enabling the M DS I nterface and Starting the CART Server sections
below.

w. If the New option was chosen in step i, establish the initid tactica database by entering
commands and/or submitting batch files.

1)  Then sdect Exercise Control --> Database --> Exer cise --> Initialize from the
System Operations window.

2)  Wait for aresponse to gppear in the System Operations window indicating thet
exercise initidization is complete.

X. Select Exercise Control --> Operation --> State --> Run from the System Operations
window.

1)  Thisstep must be performed or the database established in step v will be
lost.

2)  Putting the sysem into RUN state causes the exercise database to be saved to a
st of filesin the exercise directory. Thesefiles, and others like them, comprise
the data set used to initidize the exercise in subsequent loads.

Enabling the MDS Interface

The MDS interface should be enabled after the System Control e Applications e Start
App step has been completed, as described above. 1t cannot be enabled prior to thistime. If
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the exercise was loaded New, it is necessary to alow Maui workstations to come online, to
enter commands to establish the exercise database. If the exercise was loaded at Start,
Time, or End, then. Other than CART server considerations (see below), the exerciseis
reedy to run, and Maui workstations should typicaly come online a thistime.

To enablethe MDS interface, salect System Control & | nterfaceses M DS Net.e Start.
Note that the MDS interface icon on MSC' s exercise status window changesto relect the
changein taus.

Starting the CART Server

The CART sarver

Starting Maui Display Station Software
Toinitiate execution of the Maui MDS software, perform the following steps:

a. Log ontothe Maui Display Station. Once login has completed and the standard arrow
cursor gppears, the workstation is available for use.

b. Find the Maui icon on the desktop and double-click on it to start up the Maui software.
Once the software startup is complete, the four default Maui windows should appear:
Station Control, Exercise Status, Spot Reports, and the map window.

c. Inthe Station Control window:
-- Click onthe User Privilege Level: 2 radio button.
-- Enter thelevel 2 password in the template provided.

-- If the MDS dation is not to have leve 2 privilege, click onthe User Privilege
Level: ...0 or User Privilege Level: 1 radio button, as appropriate.

-- If the Line Printer has been configured via the Resources Editor tool, select the Print
to Line Printer features desired.

-- If the HSP has been configured via the Resources Editor tool, select the Print to
H SP features desired.

d. Inthe Spot Reportswindow:

-- Sdlect the Select Controllers button. The Controller Selection window will appesr
with the ligt of available controllers.

-- Sdlect the contraller(s) to be assigned to this MDS station.

-- Click on the OK button on the controller names interface.
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e. Inthe Maui map window:

-- Select Object Filters option from the Display Objects menu. The Object Filters
window will appesar.

-- Sdect the display settings desired for this display station.
-- Click onthe OK button in the Object Filters window.
f. Inthe Station Control window:

-- If the MDS dation is not to have leve 2 privilege, click on the User Privilege
Level: Oradio button or User Privilege Level: 1 radio button, as appropriate.

g After the M SC software has been started, activate the Station Control window and
click on the On/Offline: On button. This action enables Maui communications with
the MSC and with the exercise (MAN).

Starting an Exercise- New

When an exercise is loaded with the New option, only the parametric dataand terrain
specified at the time of exercise creation (see paragraph “ Creating an Exercise’) are
loaded; the exercise's entire tactica database (if any) isddeted. In this context, "tactica
database" refers to exercise entities created by the user through entry of commands -- units,
missions, etc. The exercisetimeis set to the exercise gart time specified a the time of
exercise cregtion.

When an exercise is loaded with the New option, step v in paragraph “ Starting or
Restarting an Exercisg’ (database initidize) is required.

New isthe only vadid way to load an exercise that has no tactical database.

New isaconvenient way to purge an exercises tactica database while retaining its
parametric data and terrain.

Restarting an Exercise- Start

When an exercise is|loaded with the Start option, the parametric data and terrain specified
at the time of exercise creation areloaded. The portions of the exercise's tactical database
that were established before entering the RUN state when the exercise was last run are dso
loaded; dl other portions of the tactical database are deleted. The exercisetimeis set to
the exercise sart time specified a the time of exercise creation.

As an example, congder the following Stuation:

¥ A new exerciseis cregted; then

¥ Steps athrough u in paragraph “ Starting or Restarting an Exercise” are performed,;
then
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A unit named UNIT _1 is defined; then

A unit named UNIT _2 is defined; then
The exercise is eventudly terminated.

K K K K

If this exercise were then (re-)loaded using the Start option, the tactical database would
consist of UNIT_1 only; UNIT_2 would be deleted.

Loading an exercise with this option is one form of what is commonly known asa
"redart”.

When an exercise is loaded with the Start option, step v in paragraph “ Starting or
Regtarting an Exercise’ (database initidize) is unnecessary and cannot be performed; the

Sepsv and w in paragraph “ Starting or Restarting an Exercise’ are performed; then

Exercise Control --> Database --> Exercise --> | nitialize menu sgection isdisabled in

the System Operations window.

Restarting an Exercise- Time

When an exercise is loaded with the Time option, the parametric data and terrain specified
at the time of exercise creation areloaded. The portions of the exercise's tactical database

that were established before the specified time are also loaded; dl other portions of the
tactical database are deleted. The exercisetime is st to the time specified during the
exercise load operation (see 3.4.5, step ).

NOTE

Consult the Release Notes for the version being run for restart time
congtraints. Asof thiswriting, the time specified should be one hour
plus9, 19, 29, 39, 49 or 59 minutes (e.g., 13:29, 23:09,0r 7:59) or an
even ten minuteinterval. Thehighest risk of restart failures occur with
timesendingin 7 or 8.

THISNOTE APPLIESTO ALL CASES

Certain changesto parametric data -- in particular to
/mtws/db/max_sizes-- may make an exer cise unloadable. Exerciseload
can fail if one or moredefinitionsin para _data max_sizesare smaller
than the corresponding definition at the time the exer cise database was
first defined. Using larger definitionsthan originally set in the exercise
database does not cause a problem. For an exerciseto berestarted
correctly, all valuesin /mtws/db/max_sizes should be equal to or
greater than those used when the exer cise was created.

Restarting an Exercise- End
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When an exercise isloaded with the End option, the parametric data and terrain specified

at the time of exercise cregtion are loaded. The entire tactical database that was established
when the exercise was last runisaso loaded. The exercisetime is set to one minute later
than the time at which the exercise was terminated the lagt time it was run. To understand
why the exercise time is determined this way, suppose an exercise was terminated at 1015.
When restarted at the end, events that happened at 1015 have aready occurred, and are
included in the restart. Therefore, the time must now be 1016. Loading an exercise with
thisoption is one form of restart.

WARNING: A restart at End should NOT be used if agraceful transition to SUSPEND
mode and ADMIN gtate could not be performed. In this case, arestart from atime at least
10 minutes prior to the end should be used.

When an exercise isloaded with the End option, step v in paragraph “ Starting or Restarting
an Exercisg’ (database initiaize) is unnecessary and cannot be performed; the Exer cise
Control --> Database --> Exer cise --> Initialize menu sdection is disabled in the System
Operations window.

Saving an Exercise

Once an exercise has been loaded it may be saved. This operation can be used to create a
new exercise with the same characterigtics as the loaded exercise, except that the start time
of the new exercise will be the current exercisetime. To save the currently loaded

exercise, perform the following steps:

a. If theexerciseisin RUN date, select Exer cise Control --> Operation --> Mode -->
Suspend from the System Operations window.

b. Seect the OK button on the System Operations window.

c. Whilethe sygem istrangtioning to Suspend mode, the MSC Status Window will flash
aydlow SUSPEND. When the mode displayed in the MSC Status Window transitions
to asolid red SUSPEND, thisindicates that the exercise has been suspended.

d. Seect Exercise Control --> Database --> Exer cise --> Save from the System
Operationswindow. The exercise save interface will appear.

e. Enter the name to be given to the saved exercise in the template provided on the
exercise save interface.

f. Sdect either the Overwrite or the Don't Overwrite option on the exercise save
interface.

NOTE

if the name entered in step eisthe same asthe name of the loaded
exercise and if Don't Overwriteis selected in step f, the command will be
r g ected.
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g Sdect the OK button on the System Operations window.

h. Wait for aresponse to gppear in the System Operations window indicating that the
exercise has been saved.

If the loaded exerciseis saved under a different name, anew exercise is created with the
same characteristics as the currently loaded exercise, except that the start time of the new
exerciseis st to the current exercise time. If the loaded exercise is saved under the name
of the currently loaded exercise and if the Overwrite option is sdected, the start time of the
(new) current exercise is changed to the current exercise time.

Exercise States and M odes

MTWS operates in three states -- Admin, Replay, and Run -- and two modes -- Suspend
and Normd. All operations described in sections “ Cresting an Exerciss” and “ Starting or
Regtarting an Exercisg’ take place in Admin state; this is the default/initid state of the
system when the software isinitiated. See paragraph “ Starting or Restarting an Exercise”
(w) for the discussion of initid entry into Rur/Normad.

Suspending an Exercise
To temporarily stop arunning exercise, perform the following steps.

a  Sdect Exercise Control --> Operation --> M ode --> Suspend from the Sysem
Operations window.

b. Sdect the OK button on the System Operations window.

c. Whilethe system is trangitioning to Suspend mode, the MSC Status Window will flash
aydlow SUSPEND. When the mode displayed in the MSC Status Window transitions
to asolid red SUSPEND, thisindicates that the exercise has been suspended.

This action causes the exercise clock to stop advancing, which effectively stops exercise
activity. Note, however, that dl exercise activity may not sop immediately after sep ¢ --
eg., new aerts may continue to appear in the Alert Window on the MSC host for a short
time (one minute or ) after this action has been performed. Thisisnorma and isdueto
the fact that some MAN software processing is cyclicd; if the exercise is suspended while
this software isin the middle of acycle, exercise activity will not cease until the cycleis
complete. The trangtion of the MSC Status Window display to asolid red SUSPEND
sgnifiesthe completion of dl cydes.

Resuming an Exercise
To resume norma operation of a suspended exercise, perform the following steps:

a. Sdect Exercise Control --> Operation --> Mode --> Resume from the System
Operations window.

b. Seect the OK button on the System Operations window.
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c. Wait for aresponse to appear in the System Operations window indicating thet the
exercise has been resumed.

d. Observethat dert(s) are displayed in the Alert Window on the MSC host that are
generated by the MAN host(s) and that include the current exercise time.

NOTE

If thereisnot one such alert from each active MAN hogt, the
resumption hasfailed. In thiscase, it isprobably necessary to put all
M DS stations off-line (see paragraph “ Controlling Interfaces’) and
then perform arestart (see sections “ Restarting an Exercise— Start”
through “ Restarting an Exercise— End").

Manipulating the Exer cise Clock

The MTWS system operator has two ways to control the rate at which exercisetime
advances - Clock Advance and Clock Rate. Both are most useful for advancing rapidly
through a portion of arunning exercise (e.g., a part of the exercise of relatively little
interest). Clock Rate may aso be used to run the exercise more dowly than normd.

Clock Advance

To advance the exercise clock, perform the following steps.

a.  Sdect Exercise Control --> Clock --> Advance from the System Operations window.
The clock advance interface will appear.

b. Enter thetime to which the clock should advance in the clock advance interface
template.

c. To suspend the exercise when the specified time has been reached, select Suspend on
the clock advance interface.

d. To continue norma running of the exercise when the specified time has been reached,
select Don't Suspend on the clock advance interface.

e. Click on OK in the System Operations window.

f.  Wait for aresponse to appear in the System Operations window indicating that the
clock advance has been accepted.

The exercise time will be advanced as rapidly as possible to the specified time. During this
time, al exercise activity will continue without omissons. When the specified timeis
reached, the clock rate is restored to the value it had before the Clock Advance operation.

Clock Rate
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To st the exercise clock advance rate, perform the following steps:

a  Sdect Exercise Control --> Clock --> Rate from the System Operations window.
The clock rate interface will appear.

b. Sdect thedesired clock rate on the clock rate interface.

c. If dedired, enter the duration for which the rate isto apply or the exercisetime at
which the rate is to expire on the clock rate interface.

NOTE

Thisparameter isoptional. If it isomitted, the specified rate will
remain in effect until therateis set to a different value.

d. Click on OK in the System Operations window.

e. Wait for aresponse to appear in the System Operations window indicating that the
clock rate has been accepted.

The exercise time will be advanced at the specified rate for aslong as specified. During
thistime, al exercise activity will continue without omissions.

Helpful Hints

Clock Rate and Clock Advance have equa precedence; i.e., if both operations are
performed, the last one performed overrides thefirgt. If a Clock Advance is done and
followed by setting the Clock Rate to less than redl-time, the exercise clock will advance at
the rate specified in the Clock Rate operation. If the Clock Rate operation is done first and
followed by the Clock Advance, the exercise clock will advance as rapidly as possible.

Contraolling Engagements
The system operator can suspend or resume an individud direct fire engagement.

Before performing these operations, the operator must obtain the identifier of the
engagement from the relevant spot report(s) or from the ground engagement status
solicited report.

While adirect fire engagement is suspended, no wegpons are fired and no ammunition is
expended. However, ground movements will continue and units may il join or leave the

engagement.
Suspending Engagements
To suspend an engagement, perform the following steps:

a. Sdect Exercise Control --> Engagement --> Suspend from the System Oper ations
window. The engagement suspend interface will appear.
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b. EnterthelD of the engagement.

c. If dedired, enter the duration for which the engagement isto be suspended.

NOTE

This parameter isoptional. If it isomitted, the engagement will remain
suspended until an engagement resume oper ation is perfor med.

d. Click on OK inthe System Operations window.

e. Wait for aresponse to appear in the System Operations window indicating that the
engagement suspension has been accepted.

Resuming Engagements
To resume an engagement, perform the following steps.

a  Sdect Exercise Control --> Engagement --> Resume from the System Operations
window. The engagement resume interface will appear.

b. Enter thelD of the engagement.
c. Click on OK in the System Operations window.

d. Wait for aresponse to appear in the System Operations window indicating that the
engagement resume has been accepted.

Controlling Interfaces

The system operator has control over the state of the MDS network interfaces, and the HSP
interface. This paragraph discusses operations to control the states of these interfaces. See
paragraph “MAN/MDS Hosts On+-Line’ for discussion of operations to view the status of
these interfaces.

The MDS interface must be enabled for an MDS dation to communicate with the MSC.
When the MSC software is started, the MDS net isdisabled. The MAN net is dways
enabled when the MSC is running.

MDS Interface

The MDS interface is disabled whenever an exerciseis being loaded. When the MAN
applications have been started, this interface should be enabled.

The MDS interface should be disabled whenever isit necessary to restart the MSC and
MAN software. The MDS interface will be auttomaticaly disabled if the MSC is shutdown
or restarted.

Disable MDS Interface
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To disable the MDS interface, perform the following steps:

a  Sdect System Control --> Interfaces--> M DS Net --> Halt from the System
Operations window.

b. Click on OK in the System Operations window.

c. Wait for aresponse to appear in the System Operations window indicating that the
interface has been hdted.

d. Observethat the MSC Status Window (or the MSC Connections window) shows no
usersontline

Enable MDS Interface
To enable the MDS interface, perform the following steps:

a. Sdlect System Control --> Interfaces--> M DS Net --> Start from the Sysem
Operations window.

b. Click on OK in the System Operations window.

c. Wait for aresponse to appear in the System Operations window indicating that the
interface has been Started.

Enabling this interface does not cause MDS gtations to be put on-line. Oncethisinterface
is enabled, each MDS station must be put on+-line individualy as described in 3.4.3.4(g).

MAN Interface

Asthere is no reasonto ever disable thisinterface, no mechanism is provided for doing o.
High-Speed Printer Interface
Enable HSP Interface

To enable the HSP interface, perform the following steps.

a. Sdect System Control --> Interfaces --> HSP --> Resume from the Sysem
Operations window.

b. Click on OK in the System Operations window.

c. Wait for aresponse to appear in the System Operations window indicating that the
interface has been enabled.

Disable HSP Interface

To disable the HSP interface, perform the following steps.
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a. Sdect System Control --> Interfaces --> HSP --> Suspend from the System
Operations window.

b. Click on OK in the System Operations window.

c. Wait for aresponse to appear in the System Operations window indicating thet the
interface has been disabled.

Clear HSP Print Queue
To clear dl pending print jobs from the HSP print queue, perform the following steps.

a. Sdlect System Control --> Interfaces --> HSP --> Clear from the System Operations
window.

b. Click on OK in the System Operations window.

c. Wait for aresponse to gppear in the System Operations window indicating that the
interface has been cleared.

Manipulating Terrain

Severd operations are available to the system operator to manipulate the digitized terrain
for an exercise. Note that these operations are in addition to the terrain definition portion
of the exercise definition operation (see paragraph “ Creating an Exercise’).

Digitized Terrain Data

Digitized terrain data was obtained from the Nationa Imagery and Mapping Agency
(NIMA). Theraw data contains devation and terrain festures and isin two formats:
Digita Terrain Elevation Data (DTED) and Digita Feature Analysis Data (DFAD).

The raw data (elevation and terrain features) are then converted to eevation, trafficability
and vegetation valuesin each 3-second (3") terrain data element. See Appendix A for
conversion procedures.

The distance between adjacent lines of longitude is greatest near the equator, and
diminishes toward the poles. Therefore, terrain data resolution is least near the equator.

a. From the equator to 50°, resolution is 3" latitude x 3" longitude.
b. From 50°to 70°, resolutionis 3" x 6".

c. From 70°to 80°, resolution is 3" x 9".

d. From 80°to 90, resolutionis 3" x 12",

MTWSterrain files normally contain data cells 1° latitude by 1° longitude or 1200 x 1200
eementsusing 3" resolution. Onefile corresponds to 1.44 million terrain data points.
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Any given exercise can incorporate data from severd files that are loaded into memory.
Up to 20 1° x 1° digitized terrain areas can be loaded, each of which is specified by two
pairs of coordinates bounding the selected area. The system responds by |oading the
corresponding 1° x 1°files.

MTWSisrequired to runin red time; it is recommended that no more than four million
terrain data points be resdent in memory a any giventime. Thisisequivaent to
approximately 200 by 200 kilometers at 100- meter resolution.

In addition to the digitized terrain areas, the computer system operator can define tabletop
terrain areas, areas with constant vaues of devetion, trafficability and vegetation.
Procedures to define these tabletop terrain areas are described in paragraph
“Loading/Removing Tabletop Terrain.”

If non-contiguous areas (specific digitized terrain areas and/or tabletop areas) are specified,
the system uses default terrain data for the unspecified areas. Default terrain data can be
modified as required by using the procedure for modifying functiona parametric data

The MTWS system alows amaximum of 20 terrain areas to be loaded in memory at any
given time; these can be any combination of specific digitized terrain areas and table-top
aress, e.g., eight specific digitized areas and 12 tabletops. If both digitized and tabletop
terrain are pecified for alocation, the digitized data will override the tabletop data.
Digitized terrain areas may occupy less disk space but will occupy the number of cdlsina
finite information table as tabletop aress.

The 3" latitude resolution data from 0 to 90° can be pre-processed in MTWS to provide
additiond lower resolution filesof 6" x 6" and 9" x 9". This provides the system operator
with the option of loading in various resolutions. Resolution levels are referenced in the
MTWS commands as High, Medium and Low, corresponding to 3" x 3", 6" x 6" and 9" x
9" resolutions, respectively. Lower resolution data may be used when high resolution is
not required or desired.

Under certain circumstances, this may aso have the effect of speeding up the system under
heavy loading conditions. In generd, use of lower resolution files should be consdered
when more than five digitized terrain areas are to be loaded. At 6" resolution, memory

requirements are haf that for 3" resolution; a 9" resolution, memory requirements are one-
third.

Refer to Appendix A for terrain generation procedures. The terrain data can aso be
indaled on aMaui Workstation for use with the Elevator utility. Once ingtdled on the

MSC, an FTP program can be run from a Maui Workstation to access and download these
MSC resident files. For help on using FTP on aMaui Workstation, consult the Windows
Help from the Start menu.

Loading Terrain
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To load one or more terrain areas, perform the following steps:

a Sdect Exercise Control --> Database --> Terrain --> L oad from the System
Operationswindow. The terrain load interface will appear.

b. Sdect Low -, Medium -, or High-Resolution from the terrain load interface.

c. Enter at least one pair of coordinates in the template provided in the terrain load
interface.

d. Click on OK in the System Operations window.

e. Wait for aresponse to appear in the System Operations window indicating that the
terrain definition has been accepted.

Removing Terrain

Terrain areas can dso be removed. When terrain is removed from an area, that areareverts
to the tabletop values defined in the parametric data for the exercise.

To remove one or more terrain areas, perform the following steps:

a. Sdect Exercise Control --> Database --> Terrain --> Remove from the Sysem
Operationswindow. The terrain remove interface will appear.

b. Sdect Low -, Medium -, or High Resolution from the terrain remove interface.

c. Enter at least one pair of coordinates in the template provided in the terrain remove
interface.

d. Click on OK in the System Operations window.

e. Wait for aresponse to appear in the System Operations window indicating thet the
terrain removal has been accepted.

L oading/Removing Tabletop Terrain

The system operator can assign tabletop characteristics to a specified area. Tabletop means
that dl terrain points within the specified area have the same trafficability, cover, and
eevation.

NOTE

Tabletop values defined by this operation can differ from those defined
in the parametric data for the exercise.

To assgn tabletop valuesto aterrain area or to restore an areds terrain vaues to those
defined in the parametric deta for the exercise, perform the following steps:
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a. Sdect Exercise Control --> Database --> Terrain --> TableT op from the System
Operations window.

The tabletop terrain interface will appeer.

b. Enter the locations and the action (LOAD or REM OVE) to be performed.

NOTE

If the REMOVE option is chosen, proceed to step (f). Asaresult of the
REMOVE, thetrafficability, cover, and elevation valuesfor theregion
revert to thetabletop values defined in the parametric data for the
exercise.

c. Enter the elevation to be assgned to dl points within the region defined by the
specified locations.

d. For each type of trafficability to be defined, sdlect atrafficability value from those
provided. Then click on the button(s) for each type of trafficability (foot, tracked,
whedled) which isto have the selected vaue.

NOTE

When a button isclicked, the label corresponding to that button
displaysthe selected trafficability value.

e. For each type of cover to be defined, select a cover value from those provided. Then
click on the button(s) for each type of cover (air, ground) which isto have the sdected
vaue

NOTE

When a button isclicked, the label corresponding to that button
displaysthe selected cover value.

f. Click on OK in the System Operations window.

0. Wait for aresponse to appear in the System Operations window indicating thet the
tabletop terrain load/remove has been accepted.

Monitoring an Exercise
The system operator has access to severd exercise monitoring operations.
Application Assgnment

To obtain areport identifying which MAN applications are running on each MAN hogt,
perform the following steps:
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a. Sdect System Control --> Applications --> Assignment Report from the System
Operations window.

b. Click on OK in the System Operations window.

Note that the information in this report can dso be obtained from the Exercise Status
window on the MSC host.

MAN/MDSHostsOn-Line
To determine which MAN or MDS hosts are ont-line, perform the following steps:

a. Sedlect the Users Online button on the MSC Statuswindow. Thiswill display the
Connections window which will display agraph of al open connections.

Terrain Status

To obtain areport identifying the area(s) for which digitized terrain has been loaded,
perform the following steps:

a. Sdlect Exercise Control --> Database --> Terrain --> Report from the Sysem
Operations window.

b. Click on OK in the System Operations window.

A window will gppear in which the coordinates of the lower-|eft and upper-right corner(s)
of each areafor which digitized terrain has been loaded are displayed.

Controller Assgnment

To obtain areport identifying the controller(s) assgned to each MDS and MSC hog,
perform the following steps:

a. Sdlect Exercise Control --> Controller --> Assgnment Report from the System
Operations window.

b. Click on OK in the System Operations window.

A window will gppear which digplays the name of each controller and the host(s) to which
each isassgned.

Exer cise Definition Summaries
Summary Report of Exercise Definition Parameters

To obtain a summary report of the exercise definition parameters (except terrain) for al
defined exercises, perform the following steps.

a. Sdect Exercise Control --> Database --> Exer cise --> Summary Report from the
System Operations window.
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b. Click on OK in the System Operations window.

A window will gppear which displays, for each exercise resding on the system, the
exercise name, dart time and zone, and parametric data set identifier.

Summary Report of Terrain Parameters for Defined Exercises

To obtain asummary report of the terrain parameters for al defined exercises, perform the
following steps.

a. Sdect Exercise Control --> Database --> Exercise--> Terrain Report from the
System Operations window.

b. Click on OK in the System Operations window.

A window will gppear which displays, for each exercise resding on the system, the
exercise name and the terrain values defined at the time the exercise was defined.

Operating with the Joint Training Confederation
Configuring MTWS/AL SP Mapping Tables

When MTWS isto run in ALSP mode, the MTWS-to-ALSP and ALSP-to-MTWS
enumerations mapping tables should be updated. These tables dlow the ALSP smulations
to agree on the definition for defined objects. MTWS is ddivered with tables derived from
the BASELINE parametric data set. The database builder should find out which ALSP
enumeration list will be used for their particular exercise. If the proper ALSP enumeration
ligt is unknown, the latest AL SP enumeration list can be downloaded at
http://ms.ie.org/alsp.

The trandation tables may be found in directory /mtws/bin/ALSP/tables. Generdly, you
can ignore the following tables because they don't change very often:

CAPABLE_STATUSAtoM CAPABLE_STATUSMtoA

FLIGHT_OPS. AtoM FLIGHT_OPS.MtoA
FORMATION.AtoM FORMATION.MtoA
MISSION.AtoM MISSION.MtoA
POSTURE.AtoM POSTURE.MtoA
ROLE.AtoM ROLE.MtoA
SIDE.AtoM SIDE.MtoA
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SIZE.AtoM SIZE.MtoA
STATUSAtoM STATUSMtoA
TARGETSAtoM TARGETS.MtoA

TY PE-Fuel.MtoA

Indl mapping files, if a“#’ (pound/number symboal) appearsin the first column of the
ling, itisacomment and is not an entry. No blank lines may appear in the files, otherwise
the rest of the entrieswill be ignored. Each vdid entry MUST dart with atab and is
ddimited by atab. If a“/” ispart of the mapping or starts with aperiod (.), the quote (*)
character must surround the mapping. For example:

# Thisis a comment.

#1tab tab
# | I
#V Y

MTWS MAPPING ALSP_MAPPING
“MTWSALSP’ “ALS”

#end of file

Note

Files starting with “PD_" or ending with “. TXT” can befound in the
/mtws/db/parametric/user _defined/<para data file set> directory.

The AMMO_TO_WEAPON file contains look-up vaues for MTWS ammunition and
weapon dependencies. Multiple weapons can fire the same ammunition. Theentirelig in
the PD_Ammo_IDsfile should be in the left column of thisfile. The right column should
contain the proper wegpon that can fire the ammunition. A listing can be found in the
WEPNB.TXT file.

The EMITTER-AIRCRAFT.MtoA file contains look-up vaues for the TY PE fidd of the
MTWS"EMITTER" atributein the"AIR" cdass. Since MTWS does not specify which
emitter is associated with a particular aircraft, this file provides the informetion for
tranamisson to ALSP. Theentirelist inthe PD_Aircraft_ Type IDsfile should bein the
left column of thisfile. The right column should contain the proper emitter enumeration
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from the AL SP enumerations list for object class AIRFIXEDWING, AIR.HELICOPTER,
AIR.CRUISE MISSILE of atribute EMITTER.RADAR.TY PE.

The EMITTER-ALLRAD.MtOA file contains look-up vauesfor the TY PE field of the
MTWS"EMITTER" attribute in the "GROUND.MANEUVER.ALLRAD" class. The
source file for the left columnisthe PD_PAR _Radar_IDsfile. All shipboard radars should
be removed. The right column should contain the proper emitter enumeration from the

AL SP enumeration list for object class GROUND.MANEUVER.ALLRAD of atribute
EMITTER.RADAR.TYPE.

The EMITTER-SHIP.MtoA file contains look-up vaues for the TY PE fidd of the MTWS
"EMITTER" dtribute in the"SEA.SURFACE.SHIP' dass. The sourcefilefor the left
columnisthePD_PAR_Radar_IDsfile. All nortshipboard radars should be removed.
Theright column should contain the proper emitter enumeration from the ALSP
enumeration list for object class SEA.SURFACE.SHIP of attribute
EMITTERRADAR.TYPE.

The UNIT_EQUIPMENT.AtoM file contains |ook-up vaues for the ALSP
“UNIT_EQUIPMENT” atributein the “GROUND.MANEUVER.COMBAT” class. The
source informetion for the left column isthe ALSP enumeration list for object class
GROUND.MANEUVER.COMBAT of attribute UNIT_EQUIPMENT.TYPE. Theright
column should contain the proper asset from the PD_Asset IDs and

PD_Aircraft_Type IDsfiles.

The UNIT_EQUIPMENT.MtoA file contains look-up vaues for the MTWS
“UNIT_EQUIPMENT” atribute in the“GROUND.MANEUVER.COMBAT” class. The
sourcefilefor the left column isthe PD_Aircraft Type IDsand PD_Assat IDsfiles. For
the PD_Asst |Dsfile, only the following heading need to be mapped: Amphibious,
Armored, Arty (Sdf-Propelled and Towed), Mobile Rocket Launchers, Transporter
Erector Launchers, Radars, Tanks Vehicles, Wegpons (Mortars, Infantry Weapons,
Antitank Dumb Wegpons, Antitank Guided Missiles, Suface-to- Surface Missiles and
Surface-to-Air Missles) and “TROOPS’. Theright column should contain the proper
asset enumeration from the ALSP enumeration list for object class
GROUND.MANEUVER.COMBAT of atribute UNIT_EQUIPMENT.TY PE.

The UNITTY PE-AD.MtoA file contains trandation information for the MTWS
"UNIT_TYPE" attribute in the "GROUND.MANEUVER ALLRAD" and
"GROUND.MANEUVER.SHORAD" class. The sourcefile for the left column isthe
PD_Assat IDsfile. Only the assets listed under “Wegpons - Surface-to-Air Missles’ need
to be mapped. The right column should contain the proper asset enumeration from the
ALSP enumeration list for object class GROUND.MANEUVER.ALLRAD of attribute
UNIT_TYPE.

The UNITTYPE-CM.AtoM file contains look-up vauesfor the ALSP“UNIT_TYPE’
atribute in the “AIR.CRUISE_MISSILE” class. The source information for the left
column isthe ALSP enumerdtion list for object class AIR.CRUISE_MISSILE of ttribute
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UNIT_TYPE. Theright column should contain the proper asset fromthe PD_Asset I1Ds
under the heading “Cruise Misslles’.

The UNITTY PE-CM.MtoA file contains trandation information for the MTWS
"UNIT_TYPE" atributein the "AIR.CRUISE_MISSILE" class. The sourcefilefor the
left columnisthe PD_Asset IDsfile. Only the assets listed under “Cruise Missiles’ need
to be mapped. The right column should contain the proper asset enumeration from the

AL SP enumeration list for object class AIR.CRUISE_MISSILE of attribute UNIT_TY PE.

The UNITTY PE-FIXEDWING.AtoM file contains look-up vaues for the ALSP
“UNIT_TYPE” datributein the“AIR.IFIXED_WING” class. The source information for
the left column isthe ALSP enumeration list for object class AIR.FIXED_WING of
attribute UNIT_TYPE. The right column should contain the proper asset from the
PD_Aircraft_Type IDs.

The UNITTY PE-FHIXEDWING.MtoA file contains trandation information for the MTWS
"UNIT_TYPE" atribute in the"AIRIFIXED_WING" class. The sourcefilefor the left
columnisthe PD_Aircraft Minus CMs IDsfile. Only fixed-wing assets need to be
mapped. Theright column should contain the proper asset enumeration from the ALSP
enumeration list for object class AIRIFIXED_WING of atribute UNIT_TYPE.

The UNITTYPE-HELO.AtoM file contains look-up vauesfor the ALSP“UNIT_TYPE’
atribute in the“AIRHELICOPTER” class. The source information for the left column is
the ALSP enumeration list for object class AIR.HELICOPTER of attribute UNIT_TY PE.
The right column should contain the proper asset from the PD_Aircraft Type IDs.

The UNITTY PE-HEL O.MtoA file contains trandation information for the MTWS
"UNIT_TYPE" atribute in the "AIRHELICOPTER" class. The sourcefile for the left
columnisthe PD_Aircraft Minus CMs IDsfile. Only rotary-wing assets need to be
mapped. The right column should contain the proper asset enumeration from the ALSP
enumeration list for object class AIRHELICOPTER of attribute UNIT_TY PE.

The UNITTYPE-SHIP.AtoM file contains look-up vaues for the ALSP“UNIT_TYPE”
attribute in the “ SEA.SURFACE.SHIP’ class. The source informetion for the left column
isthe ALSP enumeration list for object class SEA.SURFACE.SHIP of attribute
UNIT_TYPE. Theright column should contain the proper asset from the

PD_Aircraft_ Type IDs under the heading “ Ships’.

The UNITTY PE-SHIP.MtoA file contains trandation information for the MTWS
"UNIT_TYPE" dtribute in the "SEA.SURFACE.SHIP' class. The sourcefilefor the left
columnisthe PD_Asset IDsfile. Only the assets listed under “ Ships’ need to be mapped.
The right column should contain the proper asset enumeration from the ALSP enumeration
list for object class SEA.SURFACE.SHIP of attribute UNIT_TY PE.

The UNITTYPE-TBM.AtoM file contains look-up valuesfor the ALSP“UNIT_TYPE’

dtributein the“AIR.TBM” class. The source information for the left column isthe ALSP
enumeration list for object class AIRTBM of atribute UNIT_TYPE. Theright column
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should contain the proper asset from the PD_Asset_|Ds under the heading “Cruise
Missles'.

The WEAPON-AIirToAir.AtoM file contains look-up vaues for the ALSP “WEAPON”
parameter inthe " ENGAGEMENT.AIR_TO_AIR” interaction. The source information
for the left column isthe ALSP enumeration ligt for interaction parameter
ENGAGEMENT.AIR _TO_AIR of parameter WEAPON. The right column should
contain the proper air-to-air anmunition from the PD_Ammo_IDsfile under the “Ammao”
heading.

The WEAPON-AIirToAir.MtoA file contains trandation information for the MTWS
"WEAPON" attribute in the" ENGAGEMENT.AIR _TO_AIR " interaction. The source
filefor theleft columnisthe PD_Assat IDsfile. Only the air-to-air assets listed under
“Ammo” need to be mapped. Theright column should contain the proper asset
enumeration from the ALSP enumerdtion list for interaction parameter
ENGAGEMENT.AIR_TO_AIR of parameter WEAPON.

The WEAPON-AIrToSurface AtoM file contains look-up vaues for the ALSP
“WEAPON" parameter in the “ENGAGEMENT.AIR_TO_GROUND” interaction. The
source information for the left column isthe ALSP enumeration lit for interaction
parameter ENGAGEMENT.AIR_TO_GROUND of parameter WEAPON. Theright
column should contain the proper air-to-surface anmunition from the PD_Ammo_IDsfile
under the “Ammo” heading.

The WEAPON-AIirToSurface MtoA file contains trandation informetion for the MTWS
"WEAPON" dtributein the" ENGAGEMENT.AIR_TO_GROUND " interaction. The
source filefor theleft columnisthe PD_Asset IDsfile. Only the air-to-surface assets
listed under “Ammo” need to be mapped. The right column should contain the proper
ast enumeration from the AL SP enumeration list for interaction parameter
ENGAGEMENT.AIR_TO_GROUND of parameter WEAPON.

The WEAPON-GrdToAir.AtoM file contains |ook-up vaues for the ALSP “WEAPON”
parameter in the “ ENGAGEMENT.GROUND_TO_AIR” interaction. The source
information for the left column isthe AL SP enumeration list for interaction parameter
ENGAGEMENT.GROUND_TO_AIR of parameter WEAPON. The right column should
contain the proper surface-to-air anmunition from the PD_Ammo_|Dsfile under the
“Ammo” heading.

The WEAPON-GrdToAir.MtoA file contains trandation informetion for the MTWS
"WEAPON" attribute in the” ENGAGEMENT.GROUND_TO_AIR" interaction. The
sourcefilefor the left columnisthe PD_Asset IDsfile. Only the ground-based air
defense listed under “Weapons — Surface-to-Air Missles’ need to be mapped. The right
column should contain the proper asset enumeration from the ALSP enumeration list for
interaction parameter ENGAGEMENT.GROUND _TO_AIR of parameter WEAPON.

The WEAPON-GrdToGndArty.AtoM file contains look-up values for the ALSP
“WEAPON" parameter in the
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“ENGAGEMENT.GROUND_TO_GROUND.ARTILLERY” interaction. The source
information for the left column isthe ALSP enumeration ligt for interaction parameter
ENGAGEMENT.GROUND_TO GROUND.ARTILLERY of parameter WEAPON. The
right column shoud contain the proper land-based indirect ammunition from the
PD_Ammo_IDsfile under the*Ammo” heading.

The WEAPON-GrdToGndArty.MtoA file contains trandation information for the MTWS
"WEAPON" atribute in the” ENGAGEMENT.GROUND_TO_GOUND.ARTILLERY "
interaction. The sourcefilefor the left columnisthe PD_Asset IDsfile. Only the land-
based indirect ammunition listed under “Ammo” need to be mapped. The right column
should contain the proper asset enumeration from the ALSP enumeration list for

interaction parameter ENGAGEMENT.GROUND_TO_GROUND.ARTILLERY of
parameter WEAPON.

The WEAPON-GrdToGndCC.AtoM file contains look-up vaues for the ALSP
“WEAPON” parameter in the

“ENGAGEMENT.GROUND_TO _GROUND.CLOSE_COMBAT” interaction. The
source information for the left column isthe ALSP enumeration ligt for interaction

parameter ENGAGEMENT.GROUND_TO_GROUND.CLOSE_COMBAT of parameter
WEAPON. The right column should contain the proper direct-fire ammunition from the
PD_Ammo_IDsfile under the*Ammo” heading.

The WEAPON-GrdToGndCC.MtoA file contains trandation information for the MTWS
"WEAPON" atributein the "
ENGAGEMENT.GROUND_TO_GOUND.CLOSE_COMBAT " interaction. The source
filefor theleft columnisthe PD_Asset IDsfile. Only the direct-fire ammunition listed

under “Ammo” need to be mapped. The right column should contain the proper asset
enumeration from the ALSP enumeration ligt for interaction parameter
ENGAGEMENT.GROUND_TO GROUND.CLOSE _COMBAT of parameter WEAPON.

The WEAPON-GrdToShp.AtoM file contains look-up vauesfor the ALSP “WEAPON”
parameter in the “ ENGAGEMENT.GROUND_TO SHIP”’ interaction. The source
information for the left column isthe ALSP enumeration list for interaction parameter
ENGAGEMENT.GROUND_TO_SHIP of parameter WEAPON. The right column should
contain the proper indirect ammunition from the PD_Ammo_IDsfile under the “* Ammo
heading.

The WEAPON-GrdToShp.MtoA file contains trandation information for the MTWS
"WEAPON" attribute in the" ENGAGEMENT.GROUND_TO_SHIP" interaction. The
source filefor the left columnisthe PD_Asset IDsfile. Only the indirect ammunition
listed under “Ammo” need to be mapped. The right column should contain the proper
asset enumeration from the ALSP enumeration list for interaction parameter
ENGAGEMENT.GROUND_TO_SHIP of parameter WEAPON.

The WEAPON-ShpToAir.AtoM file contains look-up values for the ALSP “WEAPON”

parameter inthe “ENGAGEMENT.SHIP_TO_AIR” interaction. The source information
for theleft column isthe ALSP enumeration list for interaction parameter
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ENGAGEMENT.SHIP_TO_AIR of parameter WEAPON. The right column should
contain the proper surface-to-air anmunition from the PD_Ammo_|Dsfile under the
“Ammao’ heeding.

The WEAPON- ShpToAir.MtoA file contains trandation information for the MTWS
"WEAPON" attribute in the" ENGAGEMENT.SHIP_TO_AIR " interaction. The source
filefor the left column isthe PD_Asset IDsfile. Only the ship-based air defense listed
under “Wegpons — Surface-to-Air Missiles’ need to be mapped. Theright column should
contain the proper asset enumeration from the AL SP enumeration list for interaction
parameter ENGAGEMENT.SHIP_TO_AIR of parameter WEAPON.

The WEAPON-ShpToGrd.AtoM file contains look-up values for the ALSP “WEAPON”
parameter in the “ENGAGEMENT.SHIP_TO_GROUND” interaction. The source
information for the left column isthe ALSP enumeration ligt for interaction parameter
ENGAGEMENT.SHIP_TO_GROUND of parameter WEAPON. The right column should
contain the proper ship-based indirect ammunition from the PD_Ammo_IDsfile under the
“Ammo” heading.

The WEAPON-ShpToGrd.MtoA file contains trandation information for the MTWS
"WEAPON" attribute in the" ENGAGEMENT.SHIP_TO_GOUND " interaction. The
sourcefilefor the left columnisthe PD_Assat IDsfile. Only the ship-based indirect
ammunition listed under “Ammo” need to be mapped. The right column should contain
the proper asset enumeration from the ALSP enumerdtion list for interaction parameter
ENGAGEMENT.SHIP_TO_GROUND of parameter WEAPON.

The WEAPON- ShpToShp.AtoM file contains look-up vaues for the ALSP “WEAPON”
parameter in the*"ENGAGEMENT.SHIP_TO_SHIP”’ interaction. The source information
for theleft column isthe ALSP enumeration ligt for interaction parameter
ENGAGEMENT.SHIP_TO_SHIP of parameter WEAPON. The right column should
contain the proper ship-basad indirect ammunition from the PD_Ammo_IDsfile under the
“Ammo” heading.

The WEAPON- ShpToShp.MtoA file contains trandation information for the MTWS
"WEAPON" attribute inthe" ENGAGEMENT.SHIP_TO_SHIP " interaction. The source
file for the left column isthe PD_Asset IDsfile. Only the ship-based indirect anmunition
listed under “Ammo” need to be mapped. The right column should contain the proper

ast enumeration from the ALSP enumeration ligt for interaction parameter
ENGAGEMENT.SHIP_TO_SHIP of parameter WEAPON.

Decoding MTWSTEMPLATE_NAME Sent Over ALSP

The purpose of this section is to describe what MTWS sendsinthe TEMPLATE_NAME
atribute in an ALSP message.

a.  Unit defined, not usng TOTE:

The unit’'s name (up to 14 characters), followed by a“_T” issent in the
TEMPLATE _NAME attribute. For example, if the unit nameis“B/1/1” then “B/J/1 T” is
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sent. Likewisg, if the unit nameis“3RDINFANTRY SQUAD”, then
“3RDINFANTRYSQU_T” is sent.

b.  Unit defined, usng TOTE:

Thefadlowing istheligt of characteristics used to uniqudly identify a
TEMPLATE_NAME: Serviceg/Alliance/Country (up to eight characters), unit kind in
number format, hierarchy in number format, and unit subtype in number format. For
example, if an USMC tank company of subtype M1A1 is defined, using the tables below,

“USMC_0304080".
Table 4 — Unit Kind Lookup
0 1 | 2 | 3 4 5 6 [ 7 | 8 | 9
Air M otorized
Ship Civilian  |Artillery  [Tank Infantry Mortar Motor Transport [Squadron [Light Armor Rifle
/A ssault AIir Electronic
IX[Engineer |Supply  |Medical |Maintenance [Amphibian |Reconnaissance |Anti-tank Defense  |Communication [Warfare
2X|CSS
Table 5 — Hierarchy Lookup
0 1 2 3 4 5 6 7 8 9
OX[Team |Squad  [Section|Platoon  [Company [Battery |Battalion Squadron MEU Regiment
IXIMAG |Brigade |[MEB |Divison |MAW |Group |MEF Corps Civilian
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Table 4 — Unit Subtype Lookup

0 1 2 3 4 5 6 7 8 9
BELKNAP_OBURKE_CLAS
ox|LASS S CA CLASS CARGO CRRC DET_SHIP FRUNZE_CLASS [HQ SHIP UFK_CLASS KARA CLA
KASHIN_CL
1XASS ~  |KIDD_CLASS |KIEV_CLASS KIROV_CLASS|KRESTA 2 CLASS |KRIVAC 1 CLASS [KRIVAC 3 CLASS |LCAC Lce LHA
2X|LHD LPD LPD_AG CLASS  |LPH LSD LST LST AG_CLASS |MOSKVA_CLASS |NIMITZ_CLASS  |OILER
PERRY_CL/ SOVRENMNY |
3x[ss RRC SLAVA CLASS CLASS ISPRUANCE_CLASS [SUPPORT SHIP [TICO CLASS  [TRUXTON_CLASS[UDALOY CLASS [VA CLASS
4X[SHP 1 [sHIP 2 SHIP 3 SHIP 4 SHIP 5 SHIP_6 SHIP_7 SHIP_8 SHIP_9 SHIP_10
5X|ARTY_105T|ARTY 122SP [ARTY 122SP SNI  |ARTY 122T |ARTY_122T ABN  |ARTY 152SP  |ARTY_152T ARTY 155SP  |ARTY_155T ARTY_203¢
6XARTY_M19§COMPOSIT |DET ARTY HQ ARTY  |MLRS MRL_SNI MRL RL_ABN ARTY 1 ARTY 2
7XARTY 3 |ARTY 4 [ARTY 5 ARTY 6 ARTY 7 ARTY 8 ARTY 9 ARTY 10 DET_TANK HQ_TANK
sx|M1A1 62 T64 172 TANK_ABN TK TK_LAI TK_MRR TK_SCOUT TK_SNI
OXTK TR [TANK 1 [TANK 2 TANK 3 TANK 4 TANK 5 TANK_6 TANK 7 TANK_8 TANK 9
OXTANK_10 |ABN_BMD  |AIRBORNE ANTI_ARMOR [DET_IFY HMG_IFY HQ_IFY IFY 3 IFY 4 MG
1X|MOTORIZEOMP_DIV MP_FSSG SNI TRUCK_IFY PN IFY_11 IFY_12 IFY_13 IFY_14
MTR_120_/
xFy 15 |IFY 16 IFY 17 IFY 18 IFY 19 IFY 20 DET MTR HQ MTR MTR_120 N
3\MTR 60 [MTR 81  |MTR 81 LAI MTR 82 MTR 82 SNI MTR 1 MTR 2 MTR 3 MTR 4 MTR 5
XMTR 6  [MTR_7 MTR_8 MTR_9 MTR_10 DET_MT DS_TRANS GS_LVS GS_TRANS HQ MT
MSSG_MOT
5XOR T MT _AMMO |MT_CARGO MT_POL TRANS_LVS TRUCK TRUCK_DS TRUCK_GS MT 1 MT 2
COMP_HEL
sX|MT 3 MT 4 MT 5 MT 6 MT 7 MT 8 MT 9 MT 10 COMP HELO | SOC
7XDET_AS  |HMA HMH HVH DET  HML HMLA HMLA_DET HMM HQ_AS MASS
sX|MATC MA VMA_DET MAAW MFA AS 1 AS 2 AS 3 AS 4 AS 5
oxjas 6 AS 7 AS 8 AS 9 AS 10 DET LA HQ LA LAI LAl AD LAI_MTR
OX|LA_TOW [LALWPN  [LAR LAR_AD LAR_MTR LAR_TOW LAR_ WPN LA 1 LA 2 LA 3
XA 4 LA 5 LA 6 LA 7 LA 8 LA 9 LA_10 AAAV_MECH  [AAV_MECH BMP
2xBMP_WPN [BRADLEY  [BTR BTR WPN  |DET MR HMG HMG_MECH HQ MR MR 1 MR 2
3X|MR_3 MR_4 MR_5 MR_6 MR_7 MR_8 MR_9 MR_10 ASLT MR BULK_FUE
4X|CMB_ENG [DET ENG  [ENG_ABN ENG_BRIDGE [ENG_EQUIP ENG_FSSG ENG_MR ENG_MRR ENG_SNI HQ_ENG
s\ Mwss  [ENG 1 ENG 2 ENG 3 ENG 4 ENG 5 ENG_6 ENG 7 ENG_8 ENG 9
6XENG_10  |AIR_DELVRY |ARTY AV_ORD BEACH_OPS BSSG DET_SUP HQ_sup LANDING_SUPP  [MAT_SUP
7XMsSG  [MSSG_SUP |[Mwss_Fw MWSS_RW  [ORD ORD_GS Sup SUP_MR SUP_SNI SUP_TD
sx|sup 1 [sup 2 SUP 3 SuP 4 SuP 5 SUP 6 Sup_7 SuP 8 SUP 9 SUP_10
9X[cOL_CLR |[pS_MED  |[FLD_HOSP GS_MED HQ_MED MCSSD_MED  |MED_DET MSSG_MED SHOCK_TRAUMA [SURG_SPT
oX\MED 1 |MED_2 MED_3 MED_4 MED_5 MED_6 MED_7 MED_8 MED_9 MED_10
1Xjaanv AAAV_SPT  [AAV AAV SPT  [DET AAV HQ AAV AAV 1 AAV 2 AAV 3 AAV 4
FORCE_RE
XAAV 5 ARV 6 AAV 7 AAV 8 AAV 9 AAV_10 CHEM DET RECON DIV_RECON on
3XHQ_RECON|LAI_RECON |[RECON_BMP RECON_BRDM[RECON_BTR RECON_DA RECON_MR RECON_MTZD  |RECON_RR RECON_S!
4XRECON_T64RECON_1  [RECON_2 RECON_ 3  |RECON_4 RECON 5 RECON_6 RECON_7 RECON_8 RECON_9
5XRECON_10 [ASLT ATK 76 ATK ABN  |ATK_LAI ATK_MR ATK_MRR ATK_SNI DET AT DRAGON
sXHQ AT [Tow AT 1 AT 2 AT 3 AT 4 AT 5 AT 6 AT 7 AT 8
7X|AT 9 AT 10 AAA AAA 145  [MAA 37 AD_14 5 AD_ABN AD_BMP AD_BTR AD_MR
8XDET AD  |HQ AD LAAD LAAD_A LAAM MACS MSL_TECH PATRIOT SA 2 SA 3
9x[sA 6 SA 8 SA 9 AD_1 AD 2 AD 3 AD_4 AD 5 AD_6 AD_7
ox|AD_8 AD 9 AD_10 DET_EW HQ EW RDF RI EW 1 Ew 2 Ew 3
1w 4 Ew 5 EW 6 Ew 7 Ew 8 Ew 9 EW 10 Ccssb_css CSSE DET CSS
2Xps_css  [FssG GSs_css HQ_CSS MCSSD_CSS MSSG_CSS CSS_1 Css_2 Css_3 css_4
3xcss 5 [css 6 CsS_7 Css_8 Css_9 css_10 CSSD_MAINT  |DET_MAINT DS_MAINT GS_MAINT
4XHQ_MAINT [MALS FW  |MALS RW MCSSD_MAINTMSSG_MAINT MAINT 1 MAINT 2 MAINT 3 MAINT 4 MAINT 5
5MAINT 6 |MAINT 7 |MAINT 8 MAINT 9 |MAINT_10 DET_COMM HQ_COMM RELAY_SITE COMM_1 comMMm_2
sxcomm 3 [comm 4 [comm 5 coMm 6 [comm 7 comm 8 COMM_9 lcomm_10 DISPLACED EPW
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Starting MTWSand ALSP Trandator Software

I nitiate Execution of M SC Software

To initiate execution of the MSC software, perform the following steps:

a. Logontothe MSC dation and select Applications --> Start Sysop

--> AL SP from the root menu. See paragraph “ Accessing the Root Menu” for
procedures to access the root menu.

Sdlect System Control --> Admin --> Start M SC from the System Operations
window to start the remaining MSC programs.

Wait for aresponse to gppear in the System Operations window indicating that MSC
has started.

Sdlect System Control --> Applications--> Load MAN from the System Operations
window to start execution of the MAN software on the desired host(s). The MAN
hostnames interface will appesr.

Sdlect the hostname(s) on which the MAN software isto run.

Click on OK button on the System Operations window.

Wait for r esponse(s) to agppear in the System Oper ations window indicating thet the
MAN software has started on the designated host(s). There is one such response for
each MAN host.

Select Exercise Control --> Database --> Exercise--> Load. Theexerciseload
interface will appesar.

Sdlect the dedired exercise from those listed in the exercise load interface.

Sdect the New, Sart, Time, or End button in the exercise load interface. If Time is
chosen, enter the exercise time at which the exercise is to be loaded.

NOTE

The consequences of each choice ar e discussed individually in
paragraphs*” Starting an Exercise— Start” through “ Starting an
Exercise—End”.
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. When the desired choices have been madge, click on the OK button on the exercise load

interface.

NOTE

To abort the exerciseload, click on the Cancd button on the exercise
load interface.

Inspect and verify the message digplayed in the System Operations window, which
identifies the exercise name and the New/Start/Time/End option chosen in stepsi and |.
If thisinformation isincorrect or if an operator error occurred in selecting values from
the exercise load interface, refer to the note in the following step.

. To load the exercise, click on the OK button on the System Operations window.

NOTE

To abort the exercise load, click on the Cancel button on the System
Operationswindow. If thisoption ischosen, steps g through k can be
repeated.

. Wait for response(s) to appear in the System Operations window indicating that the
exercise has been loaded on the MAN hosi(s) designated in step d.

. Sdect System Control --> Applications--> Sart App from the System Operations
window to assgn MAN functions to the desired host(s). The application/host mapping
interface will appear with alist of MAN hosts and a button for each application. A
default mapping of applicationsto MAN hostsis provided. This default mapping isthe
recommended distribution for atypical land/sealair exercise.

. The ALSP windows will display by default onthe MSC. They may be disolayed on
the ALSP MAN host by logging in to that MAN as user soc before selecting Start
App. A second desktop has been provided on the MSC for use with AL SP.

. To change the host for a selected gpplication, select the desred MAN host by clicking
on the MAN host selector. Once the MAN is selected, click on the application button
for each gpplication which isto run on the selected hogt.

Click on the OK button on the System Operations window.

NOTE

To abort the application start, click on the Cancel button on the System
Operations window.

Wait for respons(s) to appear in the System Operations window indicating that the
gpplications have started on the MAN host(s) designated in step d.
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Activate the MDS Station Control interface and click on the On/Offline; ... On
button.

Proceed with loading any MTWS Batch Files that are to be loaded while in the Admin
State.

NOTE

Units built without the TO/TE parametric data will not be assigned
AL SP identification numbers or appear on other simulation sysems as
ghosted units UNL ESS the Asset Update command is used to update
unitswith complex assets or troops befor e initializing the database.

I nitiate Execution of ALSP Trandator

To initiate execution of the ALSP Trandator, perform the following steps.

a

1)
2)
3)
4)
5)

6)

If the ALSP windows are being displayed on MSC, move the AL SP window to the
AL SP desktop by clicking the left or right mouse button with the pointer over the icon.
Select Occupy Workspace --> ALSP Control. Restore the front pand (the bottom
left icon) to allow convenient access to both desktops.

Inspect the al sp window on the MSC or MAN.
The parameters displayed are:

LOOK AHEAD =0.0167

ACTOR#=6

NODE = (MAN number host)

CONFED =1

START TIME =0.00

ACTOR NAME = MTWS.

Some of these defaults may be set by editing
/mtws/bin/AL SP/Config.dat.

The Look Ahead and Start Time units of measure are hours, so the look-ahead timeis set
to one minute (one hour divided by 60 minutes = 0.0167). The Start Timeis changed only
when joining an AL SP confederation exercise a a different time than the default MTWS
exercise dart time.

The register/filter box at the top of the asp window displays the default register and filter
data that are selected to be sent to the astream window. The register/filter atribute list
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contains the information of which class, interactions, and object attributes to display or
dlow. Theligt can be added to by using the register/filter menu or deleted from using the
Delete selected button.

d.

1

2)

3)

Click onthe Start button in the asp window of the ALSP MAN. The astream,
mstream, and database windows will appear on the ALSP MAN.

The astream window is used to join the AL SP confederation network, log ALSP
messages, and display AL SP message traffic.

The mstream window is used to recover MTWS and ghosted objects and to enable
the MTWS mscO0L1 interface.

The database window is used to display a count of MTWS and AL SP (ghosted)
objects. The count of MTWS entities will be equa to the number of objects defined
inthe MTWS database that are assgned identification numbers after object
regigration. The ALSP Entities Count will be the tota of the Air.Count, Sea.Count,
and Ground.Count objects after object registration.

On the astream window menu, sdlect Log_File --> OPEN --> logs directory
(/mtwsbindALSPlogs). (Thisisan optiond step, useful for troubleshooting)

Define a unique file name with the extenson ".log" to capture the AL SP message
treffic to the named particular log file for historical purposes.

Click on the Connect button in the astream window of the ALSP MAN.

Click on the Join button in the astream window of the ALSP MAN. Observethe Join
message appear in the astream message window with the join parameters defined in the
asp window.

Wait for the | D_REQUEST message to gppear in the astream window.

Click on the Send button in the dsp window to send filter information. The filter
information will gopear in the astream message traffic window.

Click on the red interface arr owin the mstream window and observe that the arrow is
now green and pointing upward.

If the New option was chosen when loading the exercise, establish the initid tactica
database by sdecting Exercise Control --> Database --> Exer cise --> I nitialize from
the System Operations window.,

Wait for aresponse to appear in the System Operations window indicating that exercise
initidization is complete.

When MTWSis ready to pass objects to the AL SP confederation, select RECOVER --
> OWNED from the mstream menu.
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0. If other confederation systems have joined the confederation, sdlect RECOVER -->
GHOSTED from the mstream menu. The database window of the ALSP MAN will
reflect the total count of AL SP entities in addition to a breakdown by Air.Count,
Sea.Count, and Ground.Count. Ghosted objects should appear on the MDS if it is on
line.

p. Sdect Exercise Control --> Clock --> Synchronization from the System Operations
window. The clock synchronization interface will gppear. The current clock
synchronization setting is shown as being selected in this interface,

g. Clock Synchronization overrides Clock Advance and Clock Rate settings which are
faster than redl-time. For example, if the Clock Rate has been set to twice redl-time,
exercise time will advance a twice red-time only if al MAN functions are capable of
doing s0. Otherwise, exercise time will advance at less than twice red-time.

r. Select ENABLED from the clock synchronization interface, then click on OK in the
System Operations window.

s. Ifitisdedred to run the exercise at this point, select Exer cise Control --> Operation -
-> State --> Run from the System Operations window.

Ghogted objects (air missons, ships, and ground units from other smulation systems) will

be displayed on the MDS as an MTWS-type object with agrey outline. Aswithan MTWS
object, the object name for an AL SP object is assigned by the MTWS system and may be
used intargeting. The format is ALSP_annnnn where ais the remote actor number and
nnNNN is a sequence of five digitsthat 1D the object. This number increments with each

new object.

Spot reports can be received by assigning controller ALSP_CONT _1 to the MDS display.
The ALSP object identification number is a different assgnment which occurs for

outgoing MTWS abjects and incoming confederation objects. The numbers are only
viewed in the ALSP Message Tratffic box in the astream window on the ALSP MAN. This
is the identification number assigned during object regigtration (create) and used in object
updates and deletions. The formet is ID(nnnnnn) where the firg digit is the Actor Number
(from the adsp window) followed by the new object's ID.

Suspend and Resume MTWSAL SP

The Suspend and Resume operations of the MTWS system while operating in a
confederation are identical to those executed in an MTWS stand-aone sysem. During a
Suspend, the data received and displayed in the astream message traffic box is hated.
When the Resume command is executed, data processing and display will continue.

WARNING !

Due to the ALSP Confederation's unique system status, the Suspend
command will halt the entire confederation.
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Obtain permission from Confeder ation staff before
suspending the MTWS system.

Resign and Rejoin an AL SP Confederation

The Resign and Rejoin operations of the MTWS/ALSP system are critical processes that
must be executed with care.

When resigning from a confederation, it is not normally required to halt the MTWS

sysem. The Resign operation deletes the AL SP identification numbers for dl MTWS
objectsin the confederation and therefore removes MTWS from any further confederation
interaction. The ALSP Trandator process isterminated and dl four of the ALSP windows
are closed on the ALSP MAN. The update and display of al ghosted objects on the MDS
is halted.

The Rgoin operation is Smilar to an initid join operation except that the M TWS database
is aready established and only the ALSP MAN processes need to be started.

NOTE

Resigning from the Confederation may have an impact on other
exer cise participants. Always obtain permission from the
Confederation staff beforeresigning.

I nitiate Execution of a Resign from AL SP Confederation

To initiate execution of a Resign from the AL SP confederation without restarting the
MSC, perform the following steps:

a. Sdect Exercise Control --> Operation --> M ode --> Suspend.
b. Click onthe OK button on the System Operations window.

c. Wait for aresponse to appear in the System Operations window indicating that the
exercise has been suspended.

d. Click onthe Resign button in the asp window of the ALSP MAN. A seriesof Delete
messages will be sent to and displayed on the astream message traffic box. Thedsp,
astream, mstream, and database windows will disappear on the ALSP MAN.

e. Click on and close the Trandator processicon on the MAN.

f.  If MTWS must dso be hdted, continue with terminating the exercise as described in
paragraph “ Suspending an Exercise’.

| NOTE |
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If MTWSishalted, the procedurefor starting AL SP must be repeated.
(See paragraph “Initiate Execution of M SC Software”)

Initiate Execution of a Rgjoin to AL SP Confederation
To initiate execution of a Rejoin to the AL SP confederation, perform the following steps.
a.  Onthe ALSP MAN, open aterminad window from the root menu.

b. At the Unix prompt, change directory to /mtws/bin/ALSP/ by typing cd
/mtws/bin/AL SP at the prompt.

c. Todatthe Trandator, execute the Start_Trandator command at the Unix prompt.
The dsp window will appear. Minimize the Unix window.

d. Inspect the dsp window on the ALSP MAN. The parameters displayed are:
1) LOOK AHEAD =0.0167
2) ACTOR#=6
3) NODE = (MAN number host)
4) CONFED=1
5  START TIME=0.00
6) ACTORNAME=MTWS.

e. MTWS should rgjoin the ALSP confederation at atime dightly ahead of the current
exercise time so that confederation time will continue to advance and MTWS will wait
ashort time to tart processng. Otherwise, if MTWS s behind the current exercise
time, dl other confederation sysems will be placed in await Satus while MTWS
advances to the play time.

NOTE

The AL SP confederation staff should be consulted when an MTWS
regjoin operation isto take place. The staff will supply the current game
time and coor dinate with other confederation member s before granting

permission tojoin.

f. Setthe Start Time ahead of the confederation elapsed exercise time (e.g., ten minutes
or .17) in theformat n.nn. For example, if the confederation has been operating for
three hours and 45 minutes, the Start Time to enter would be 03.920 (add .17 to 3.75
hours to produce the decimal number of 3.92).
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g. Click onthe Start button in the sp window of the ALSP MAN. The astream,
mstream, and database windows will appear on the ALSP MAN.

h.  On the astream window menu, sdect Log_File --> OPEN --> logs directory
(/mtws/bin/ALSP/logs/). (This step is optiond).

i. Defineaunique file name with the extension ."log" to capture the AL SP message
traffic to the named particular log file for historical purposes.

j. Click on the Connect button in the astream window of the ALSP MAN.

k. Click on the Join button in the astream window of the ALSP MAN. Observe the Join
message gppear in the astream message window with the join parameters defined in the
asp window.

I.  WaitfortheID_REQUEST message to appear in the astream window.

m. Click on the Send button in the g window to send filter information, which will
appear in the astream message traffic window.

n. Click ontheredinterface arrowin the mstream window and observe that the arrow is
now green and pointing upward.

0. Sdect RECOVER --> OWNED from the mstream menu.

p. If other confederation systems have joined the confederation, sdect RECOVER -->
GHOSTED from the mstream menu.

g. Select Exercise Control --> Operation --> State --> Run from the System Operations
window.

Terminating an Exercise
To terminate an exercise gracefully, perform the following steps:
a.  Suspend the exercise as defined in paragraph * Suspending an Exercisg’. MDS inputs
should be disabled as soon as possble after the MDS hosts have been notified of the

SUSPEND. SUSPEND may dtill be flashing yellow onthe MSC. All on-line MDS
hogts have been notified when the following dert gppears.

INFO : MAN_Control - For New advance rate of 0.000 , Current timeis...
b. Disable the MDS interface as described in paragraph “Disable MDS Interface”

c. Sdect Exercise Control --> Operation --> State --> Admin from the System
Operations window.

d. Wait for the MSC Status Window to indicate that Admin state has been entered.
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e. Sdect Sysem Control --> Applications --> Halt MAN from the System Operations
window.

f.  Wait for response(s) to appear in the System Operations window indicating thet the
MAN applications have hated.

g. Logout of the MSC or restart MTWS by pressing the left or right mouse button on the
root window.

After performing steps athrough f, it is il possible to perform various exercise-related
functions

a. The (terminated) exercise can be saved as described in paragraph “ Saving an Exercise’
b. The MDS interface can be enabled as described in paragraph “MDS Interface’.

c. Solicited reports can then be obtained from the MDS stations.

NOTE

At this paint, although the MAN softwar e is still technically active (the
MAN processes are still running), it is effectively terminated -- the
MAN can do nothing until this softwar e (and the M SC software€) is

restarted as described in paragraph “Installing from your local drive’.

JQUAD Interface

The JQUAD interfaceis used to pass battle damage assessment (BDA) air misson
information directly to JCAS (Joint Command & Control Attack System), one of four joint
modelsin the JQUAD system. The other three modelsin JQUAD are: JECEWS, Joint
Electronic Combat Electronic Warfare Smulation; JOISIM, Joint Operationa Intelligence
Simulation; and INETS, Joint Network Simulation. The JQUAD interface can only be
used in JTC exercises where both MTWS and JQUAD are members of the confederation.

The MTWS-JQUAD communications interface is a TCP/IP socket connection between the
MSC and the JQUAD host. To enable thisinterface, select System Control --> Interfaces
--> JQUAD --> Start. To dissble thisinterface, sdect System Control --> I nter faces-->
JQUAD --> Halt. Thisinterface can be enabled/disabled as many times as is needed.

Security Administrator Configuration
As described in section 3.3.3, during Maui ingtalation, a new Security Administrator

Configuration window alows the setup of a security adminigtrator's user name and
password. For norma users (non-security administrator account user), the security
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adminigrator's user name and password isrequired in order to continue running Mati
when data (e.g.: the loading of araster map) isintroduced into Maui at a higher
classfication leve than Maui's current dassfication level.

MTWS exercise classfication levels are set by the MSC. These classification level data
sets are exercise-gpecific, copied to the exercise directory when creating an exercise. The
security level of an exercise is defined at exercise creation time using the MSC's
classfication data. Thisdatais controlled by the MSC's System Operations (Sysop)
interface and should not be manualy modified.

The security classfication datais comprised of tuplets of

1. Classfication leve.

2. Red,Green,Blue (RGB) vaues which set the color of this classfication levd.
3. Ligt of 0 or more diases, names which equate to this classfication leve.

These classification levels are listed from low to high. That is, the lowest classification
leve (d=0 the default dlassfication leve) isthe firgt entry in thefile the highest
classfication levd isthe lagt entry in thefile

Atinitid ingdl of MTWS and Maui, Maui has aloca copy of the MSC's security
classfication levels.

At artup, Maui retrieves the currently loaded exercise’ s security classification data from
the MSC. It renames and overwrites the loca copy. If Maui cannot accessthe MSC's
security classfications data, an dert islogged to the Maui dertslog and adidog box is
displayed warning the user that the security dlassfication file could not be found and
alowing the user to continue at risk. Maui will useitsloca security classfications data
However, the fact that Maui could not retrieve the security classfications data from the
MSC is symptometic of the following possible problems:

- Maui started up before the exercise was |oaded on the MSC (check to make sure the
exercise|load is complete, then restart Maui)

- Thereisaproblem with FTP between Maui and the MSC (check the Alertslog)
- Not sure? (see your Maui Security/System administrator)

Security classfication checks are made based on security classification level comparisons
between MTWS and Maui and between Maui and MTWS externd inputs (e.g.: C4l or
loading of raster maps into Maui).

To manudly st the dassfication levd in Maui:
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- Start up Maui under the Security Administrator account (If you are not running Maui
under the Security Administrator account you will not get the option to change the security
classfication level within the profile preference interface).

- Set Maui'suser leve to 2
- Sdect the 'Profile Preferences... option from the Tools menu.

- Sdlect the 'Display’ tab from the 'Preference’ window. If you are properly running Maui
under the 'security adminigtrator' account you should see a'Security Classifications
selection box.

- Toset Maui's dassfication leve to the lowest classfication leve, select the first entry in
the drop down ligt.

- To st Maui's classfication leve to the highest classification leve, sdlect the last entry in
the drop down ligt. (Again, as previoudy mentioned, levels are listed from lowest to
highest)

The exercisg's classification level can be modified during runtime, viathe MSC's System
Operationswindow. Note thet, currently, Maui is not notified of this exercise security
level change without going offline and back online.

To modify the exercisgs classfication level during run time, from the Sysop interface,
select the exercise->modify menu option and then sdect the 'new' exercise security levd.
Remember to notify al Maui operators to put their Maui's off and then on line to have this
security level modification take affect on each Maui.

The Security Adminigtrator Configuration tool which islaunched when ingaling Maui
(seethe section on INSTALLATION) isavailable in from the " Security Adminigtration
Configuration” shortcut in the "MTWS Tools' folder on the desktop or the Programs-
>MTWS->Toals from the Start Menu.

Y ou must be logged under the Security Administrator user account in order to use thistool.
If you try to run thistool under any other account a"User Name Error” didog window will
appear and you will not be able to run the toal.

You can use thistool to modify the security administrator account should the password
become compromised. Launch the tool and enter in the new security administrator account
and/or new password.

If you change the " Security Name' a"User Name Warning" dialog will be displayed
warning you that you are about to change the account name from <oldname> to <new

name> and that only the <new name> will be able to change the security username and
password (from here on in).

Sdlect the"Yes' option if you wish to continue.
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The"Security Admin Login" didog will gppear when a security violation such as
introduction of datainto an “onling’ Maui which isa ahigher levd than thet of the
currently running exercise.

When the" Security Admin Login® dialog will appears the follow can occur:
1. Security Login Successful

Enter the current name and password of the security administrator's account, (set up a
ingdl time, or modified via the security administrator configuration tool) and dlick the
"OK" button. If correct, the login didog window will go awvay dlowing you to continue to
use Maui or take any further corrective actions necessary.

2. Security Lockout

Y ou are given 3 atempts to enter the correct current name and password of the security
adminigtrator's account. After the third attempt, Maui will be shut down, if running. Any
subsequent attempt at starting up Maui will bring the Security Login interface up and
require the correct name and password of the security administrator's account be entered in
before Maui can be successfully started up.

3. Security Login Cancdled

If you cancd out of the Security Login interface, Maui will be shut down, if running, and
any subsequent attempt at starting up Maui will bring the Security Login interface up and
require the correct name and password of the security administrator's account be entered in
before Maui can be successfully started up.

4. Security Adminigtrator's account is not properly configured

If the security administrator account is not properly configured a didog window will be
displayed with the following warning: " Security adminisiration has not been set up
properly. Proceeding in this state may pose a security violation.

Are you sure you want to continue?

[Yes] [No]"

This state can occur if the security adminigtration configuration step is skipped
(Cancded) during ingdlation.

If you continue (click "Yes' button) you may have problemswith Maui should a security
violation occur. To remedy this problem, click the"No" button and run the Security
Adminigtrator Configuration tool to set up the security administrator account as described
in Appendix C of this document.
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5. Security Adminisgtrator Account is Corrupt

If the security administrator account becomes corrupt, Maui starts up or a security
violation occurs, adiaog window will be displayed.

To remedy this situation run the Security Adminigtrator Configuration tool to set up the
security administrator account as described in the in Appendix C of this document.

Security didog messages can occur under the following conditions:

1. Maui is set to alower leve than the current exercise (same results/response whether
under security administrator user or non security administrator account).

date:  Maui isoffline.
action: Click the"On" button attempt to go online.
results. The "Classfication Modification” diaog appears with the warning:
"The current MTWS exercise's dassfication leve isat ahigher leve than Maui.
Maui's classification level has been raised from <old level> to <new level>."
response: Click the "OK" button and, provided the MDS net is enabled,

Maui's security classfication leve israised to the security classfication leve of
the current exercise.

2. Maui is set to ahigher leve than the current exercise  (same results/response whether
under security administrator user or non security administrator account)

date  Maui isoffline
action: Click the"On" button attempt to go online.

results The"Status. Onling" text isydlow and blinks until atimeout occurs. At this
time Maui's satus text will change to "Status: Offline" in red text and adidog
box will be displayed which sates:

"Maui timed out while going online.
Please see your Maui system adminigtrator for further assistance.”
response: Click the"OK™ button.

When running Maui under the Security Administrator account, you can modify the security
classficaion levd viathe profile preferences.
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3a Introduction of higher level datainto Maui while online
(under security administrator user account).

date  Maui isonline and at the sasme levd as the current exercise.

action:  An attempt is made to load a map or Maui receives CAl data at a higher level
than the current exercise.

results 1. Maui's satus text will change to "Status: Offline" in red text

2. The " Security Violaion" didog appears with the message:

"A security violation has occurred.

Maui has encountered data a a higher classfication level than the current
exercise. Maui has been forced offline and its classfication leve will now be
raised from <old level> to <new leve>.

Please dert your syslem administrator.”

3. A"SECURITY VIOLATION !!" didog will gppear on the MSC with the
hostname of the offending Maui box as well as the time of the violation.

response: Click the "OK" button in the Security Violation dialog on the Maui and the

"OK" button in the Security Violation didog on the MSC, and proceed as
specified by your Site security administration procedures.

3b. Introduction of higher level datainto Maui while online
(under non security administrator user account)

dae  Maui isonline and at the same level asthe current exercise

action: An attempt is made to load a map or Maui receives C4l data a a higher level
than the current exercise.

results. 1. Maui's status text will changeto "Status: Offling” in red text

2. The"Security Violaion" didog appears with the message:

"A security violation has occurred.
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Maui has encountered data at a higher classfication level than the current
exercie. Maui has been forced offline and its classfication leve will now be
rased from <old levd> to <new levd>.

Please dert your system adminigtrator.”

3. A"SECURITY VIOLATION !!" didog will appear on the MSC with the
hostname of the offending Maui box as wdll asthe time of the violation.

response; Click the "OK™ button in the Security Violation dialog on the Maui and the

"OK" button in the Security Violation didog on the MSC. Because a security
violation has occurred, the " Security Admin Login" diaog will gppear.

The security administrator account login name and password must be entered to
be able to continue to use Maui.

Enter in the security administrator account login name and password that were

entered in a ingalation time (the security adminigtrator should know this
information).

4a Loading a higher level map when offline (under security administrator user account)
dae  Maui isoffline,

action:  An atempt ismade to load amap at ahigher level than Maui's current
classfication level.

results The"Classfication Modification” diaog gppears with the warning:

"The data being loaded into Maui has a classfication leve which isa ahigher

levd than Maui. Maui's classfication level has been raised from <old level> to
<new leve>."

response: Click the "OK" button and the Maui's security classification level israised to
the map's security classfication leve.

4b. Loading a higher level map loading when offline (under non security adminisirator
user account)

dae Mauiisoffline

action: An attempt ismadeto load amap a ahigher levd than Maui's current
clagfication leve.

results. The "Classfication Modification" diadog appears with the warning:

"The data being loaded into Maui has a dassfication leve
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which isat ahigher level than Maui. Maui's classification level has been raised
from <old level> to <new level>."

response: Click the"OK™ button and the Maui security classfication leve israised to
the map's security classfication level, however, the Security Administrator
Login dialog window appears requiring the Security Adminigtrator to enter in
their user name and password before the user can continue.
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Chapter 5- CART Operating Procedures.
Starting the CART Software.

The software needed to run the CART Server is started up during the CART Server boot
process. No additiona user action is required other than switching on the machine and
waiting for the boot process to complete. Once booted, the CART Server is capable of
recording exercises (see section Error! Reference sour ce not found.) and serving
information to the CART clients (see Volume V of the MTWS Documentation Suite).

Using CART reportson the CART Server.

Managing exercises and the access permissions for workstations may be performed from
the CART Server. To gart the reports.

Start the Mozillaweb browser on the CART Server.

Type: “hitp:/localhost/cgi-bin/index.pl” into the address bar and press return.

From the menu bar sdect Edit->Preferences.

In the Preferences didog box click on the button marked “Use Current Page’ and then
click “OK”.

Monitoring and Managing the CART Exercises.

Exercise Status.

To view the exercise ate, perform the following steps.
1 logininto the CART sarver.
2 dart the internet browser.
3 Inthe address bar, type ‘locahost/cgi-bin/index.pl’ and pressreturn.

4 Your browser will display amenu of options. From the Menu page sdlect “Exercise
Satus’.

A report page such as that shown below will be presented:
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Server Status

Up

Connected

mdscrt

159.62.131.60

Exercise Data

TEST

210800UJANO3

220259UJANO3

UNCLASSIFIED

BASELINE

CART release i3.0
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The firdt table titled Server Status, shows which services are up. The database should aways
be‘up’. If the database is not up, there is a problem with the system that must be corrected
before CART will work. See Section ?? for more information on the CART database.

CART Data Capture shows whether the CART server is currently connected to MTWS. I
this shows as connected then CART is recording an exercise from the MSC. The CART
clients may connect to CART whether or not the CART data capture is connected.

The exercise data shows information on the current exercise (if any.) When CART isfirg
ingtaled, no database is selected and this table is not shown. The table shows:

1 Execisename CART records the name used when origindly creating the exercise on
the MSC.

2 Starttime The game time that the exercise started.

3 Mog recent update: The most recent complete minute of data that has been received
from the MSC. Typicdly thisis updated on CART just after the M SC has changed
minute, but is one minute behind the time shown on the MSC. NOTE: Until an exercise
has run for a complete minute thistime is not available. CART clients cannot connect
to the CART Server until thistimeis shown.

4 Clasdfication: The classfication shows the exercise’ s classfication as defined when
cregting the exercise.

5 Parametric Data The Parametric Data used for the exercise, ether ‘BASELINE' or the
name of the user defined parametric data.

6 Thebuild of CART that recorded the exercise. The current build of CART will show
“CART reease v3.0". Future CART clients may not be compatible with exercises
recorded with the current CART saver.

This screen will update every 15 seconds.
Exercise Manager.

From the CART Reports Main Menu click on “Exercise Manager”.

A report showing information such as the following. is displayed:

EXERCISE MANAGER

PARAMETRIC CART

EXERCISENAME CLASSIFICATION DATA VERSION

TEST (active) UNCLASSIFIED BASELINE CART 54; 210800UJANO3  [210901UJANO3
Release V3.02003
CART Tue Jan 21
TEST (TEST v001) UNCLASSIFIED BASELINE Release V3.0[11:23:18  [080800UNOV02  [081148UNOV02
003
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PARAMETRIC | CART
EXERCISE NAME CLASSIFICATION SATA DATE VIERE G } START
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CART Wed Jan 22
TEST (TEST_v002) UNCLASSIFIED BASELINE Release V3.0/15:39:33 210800UJANO3 220259UJANO3
2003
CART Thu Jan 16
Ej LF_DEMO (LF_DEMO) UNCLASSIFIED BASELINE 14:44:41 232032UOCT02  [232353U0CT02
Release V3.02003
Thu Dec 12
LF DEMO CART B4
(LF_DEMO_v002) UNCLASSIFIED BASELINE Release V3.0 %6524.50 120901UDEC02 131112UDEC02
Fri Dec 13
3.0-STRESS CART .
(V3 0_STRESS_v003) UNCLASSIFIED BASELINE Release V3. 023.0121.50 110300UDEC02 110445UDEC02
CART Thu Dec 19
STRESS (STRESS_v008) [UNCLASSIFIED BASELINE Release V3 007:21:53 110300UDEC02 110337UDEC02

Activate Delete

The form shows the databases that have been saved to the CART server. Each line
describes information about a Sngle database. Exercises are listed aphabeticaly except for
thefirg, which isthe currently selected exercise. Thefidds are the same asthoselisted in
the Exercise Status form described above.

To ddete an exercise sdect the radio button to the | eft of the exercise name and click the
“Ddete’ button. To select a different exercise, sdect the radio button to the left of the
exercise name and saect Activate,

When the CART Data Capture is running, the “ Activate’ button is disabled to prevent the
system database becoming corrupted.

Controlling Accessto CART Reports.

When firgt ingtdled only the CART server is permitted to run the CART reports, and only
through the network loopback address *127.0.0.1'. The following steps will enable CART
Clients to access the reports:

Permitting machinesto accessthe CART Reports.

1. Determine and make anote of the IP address of the CART client. If you do not know
the machines IP address each of the following steps should provide the information:

a On the Windows Desktop click on the“CART Reports’ Icon.
If the machine has not been added to the CART access list, a security message
will be shown. The bottom line of the message will show the machines | P address.

b. From Maui or the CART dlient sdlect the menu Help->About

... On the about box click on the*System Info ...” button. The IP address of the
client is shown on the third line of the “System Info” didog box.
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C. Start a“ Command Prompt” from the Windows Start Menu by
selecting “ Programs->A ccessories->Command Prompt”. Type “ipconfig” into
the window and press return. The IP addressis shown in the resulting output.

2. Onthe CART Sarver gart the Mozilla Web Browser.

3. Fromthe CART Reports main menu sdlect the “Add Workstation to Access Ligt”
link.

4. A new page will be shown. In this new window type the I P address noted from step
1.

5. Check the “Reports’ box.
6. Click the Enable box.

7. Reports from the Client will beimmediately enabled, and the | P address will be
added to the table shown on the current form.

Workstations can aso be assigned permissions to change the security settings, and to
manage exercises by selecting the “ Security”, and “ Adminigtration” check boxes. In
generd, thisis not necessary. The ability to manage exercisesis a powerful but dso
potentialy very destructive feature and should be limited inits use.

Removing report access from a workstation.

1 Using the steps described in Step 1 of the previous
section determine the | P address of the CART Client.

2. On the CART Sarver salect “Remove Workstation from
AccessLis”.

3. In the form enter the |P Address of the CART client.

4, Click on the’ Remove access for computer” button.

Miscellaneous Security features.

From the Report Generator main menu, the link “ Access Permissons by Termind” shows
al theterminadsthat are able to accessthe CART reports.

Thelink “ Reset Access Permissions’ will ask for confirmation, and if accepted will
remove access to the CART reports from al machines. After executing this function, no
meachine will be able to access the reports. To enable the cart server to alocate access
permissions again, sart ashell on the CART server and type:

/ mtws/ bi n/dbcreat e/ addUser 127.0.0.1
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Chapter 6 - Diagnosing System Problems

This paragraph discusses some common system problems, how to diagnose them, and, in
some cases, how to solve them. This discussion is ot exhaudtive.

Section 1 - Alerts

Each primary MSC host has an Alert Window interface to display messages (derts) which
inform the viewer of avariety of sysem conditions. Typicdly, an dert conssts of two

lines of text: thefird line contains the textud informeation; the second includes the time,

date, process ID, and hostname on which the dert was generated. The MSC Alert Window
displays derts generated by the MSC host and by the MAN host(s).

Each dert messageis prefaced by INFO, WARN, or ERROR. Generdly, only those
prefaced by ERROR should be of concern to the system operator.

Alert Log Files

All derts displayed by agiven host are saved in an "dert log' file the full path name of
thisfileis/var/tmp/alertlog. Each time the MSC software is initiated on that hogt, the
dertlog fileis copied to afile whose full path nameis /var /tmp/<timestamp>alertlog.bak
and anew (initidly empty) /var/tmp/alertlog fileis created. At thispoint on the MSC
host, /var [tmp/<timestamp>alertlog.bak containsthe MAN and MSC derts from the
previous exercise and /var /tmp/alertlog contains the MAN and MSC dertsfor the current
exercise. All filesinthe/usr/... directories areloca to each host.

Viewing the Alert Log

To view the contents of /var/tmp/dertiog, display the MTWS root menu and select Alert
L og --> Examine L og on the root menu. See paragraph “ Accessing the Root Menu” for
procedures to access the root menu. A window will appear displaying the beginning of the
file

Printing the Alert Log

To print the contents of /usr/tmp/aertlog, sdlect display the MTWS root menu and select
Alert Log --> Print Log on the root menu

Noteson Alerts

During system start-up, severa derts may be diplayed, theinitia text of which is given
below; ignore them.,

ERROR: Trace Support ... NAME_ERROR ..
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ERROR: Para_Data Max_Sizes... NAME_ERROR ..

Each MAN and M SC software component generates an dert which identifiesthe verson
of the software which isrunning. These derts have the form:

INFO: ... RELEASE xxx DD MM YY ...

where "xxx" istherdease ID; "DD MMM YY" are the day, month, and year that this
version of the software was created. Since each MAN and M SC software component
generates this dert, there will be severd of these generated on each host.

Maui and CART Client Alerts

The Maui software generates its own dertslog, system error log , and system output log
locd to the Maui Display Station on which the gpplication isrunning. The dertslog file
can be accessed by sdlecting the Alerts L og... option from the Help menu in the Mavi
Map window. Thisfile aswell asthe Sysem Err.log and System Out.log files can be
found in the ingdled drive s\MauiData\Logs\Maui folder for Maui; and in
\MauiData\lLogs\CART for CART logs. At each startup of Maui, any exigting log filesin
thisfolder are moved to a backup folder with afolder name determined by the date and
time a& which the log files were origindly created.

Note: These log files should be cleared out periodicaly, or when no longer needed. The
option to remove them is aso made when ingdling the Maui software,

CART Diagnostic Files

The CART Software generates the following Alert logs.

The Raw Data Processor (RDP), which communicates with the MSC and generates the database,
creates the following files

?? Imtws/bin/output. Thisfile contains the contents of messages sent from the MSC to
CART, dong with any diagnostics and error messages generated by the RDP.

In generd thisfile should contain only the following:

CART messages descriptions and contents of message datai.e.

Message recieved with MUI=76 ((null)) 1114 bytes of data.L ength of inStr=1115
inStr=300800UJANO3

troop,new,-436776326, 1417: 37, 1401: 6; 1402:INITIAL; 1403: 358; 1404 O; 1405: O; 1406: O;
1407: G;

A recurring warning message that states “ db_interface.c: No object class assgned:
XXX,

The presence of other messagesin thisfiletsisan indication of a possible error or
mafunction. Note the contents of thisfile can be edited to re-generate a CART database
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and can be useful for diagnosing purposes. If reporting apossible CART problem to
Titan, please keep a copy of the CART output file.

?? lan_xmit.log, lan_listener.log: contain diagnostics related to setting up, transmitting and
recalving information to the MSC.

?? Restart CART.output, Restart CART.log: contain information, diagnostics, and errors
relaing to setting up new databases.

Each of these filesis ddeted each time the system is started.

The Report Generator logs errorsin the file /var/log/httpd/error_log, and records an entry for
every web page served in thefile /var/log/httpd/access |og. Thesefiles are archived every
week. Archived files are stored for 4 weeks and then deleted.

Mysgl maintainsalog filein /var/log/mysgld.log. It is archived every week and the archived
fileisremoved after amonth.

CART Alets

During normd operation, CART will generate ‘Info’ messages describing connection and
disconnection processing. These are routed to the MSC and can be seen in the normal MSC
dertswindow if ‘INFO' messages are being shown.

Section 2 - MTWS Diagnostic Utilities

M essage Queue M onitor

To invoke the message queue monitor (Qmon) on any MTWS Unix host, open atermind
window and enter /mtws/bin/M SC/Qmon. Qmon periodicaly examines the message
queues that pertain to the host on which it is running and updates its display to reflect the
number of bytes (byte count) in each queue. Qmon displays a series of color-coded
vertical scales |abeled with the queue capacities (in bytes) and the current byte count for
each queue. Each scaeisdisplayed in green, yellow, or red, depending on whether the
queue's byte count is rdatively low, medium, or high, repectively. This gpplication
should be used with caution during an actua exercise.

To terminate Qmon, select Close from its window menu, which is accessed by dlicking on
the button in the upper left corner of the window.
Disk Utilization Monitor

A disk utilization monitor program named chkdsk runs automaticaly on the MSC host
whenever the MSC softwareisinitiated. This program periodicaly monitors the disk
utilization on MSC; if cagpacity utilization (the percentage of the disk that isin use) exceeds
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athreshold value, ared termind window is displayed which ligs the utilization of each
disk mounted on MSC. Otherwise, this window remains iconified.

If disk utilization on the MSC root disk exceeds the threshold value, one of the following
actions may be appropriate.

a. Sdect Clean-up log files from the root menu. This cleans up old copies of dert logs
and update logs. It will not affect any exercise saved on disk.

b. Remove any extra exercise directories, excluding the current exercise. This can be
done ether by writing the directory(ies) to tape and then deleting them or by moving
the directories to another disk. Smply deleting these directoriesis not recommended.
All exercises are in the directory path /mtws/db/man.

For example, if there are two exercises, E1 and E2, with E1 the current exercise, exercise
E2 can be written to tape with the command tar cv /mtws/db/man/E2. E2 can then be
removed with the command rm -rf /mtws/db/man/E2.

To restore an exercise directory from atape written using the tar command described
above, enter the command tar xv.

c. Remove any other unneeded files from the disk (e.g., corefiles).

d. Back-up older snap-shot filesfor the current exercise to disk. For extremely long
exercises with gnificant activity, the exercise directory in /mtws/d/man may begin to
consume the entire disk. The files with older time stamps may be archived to tape.
Under no circumstances should anything saved over the last hour be removed from the
exercise directory or arestart of the exercise will not be possible.

The red termina window displayed by chkdsk can be re-iconified. However, unless some
action istaken to reduce the percentage utilization of the disk, the window will be
continudly re-displayed each time chkdsk does its periodic check. If the disk thet is
causing the re-display of the window isirrdevant to the conduct of the exercise, the best
solution is to move the window so that most of it is off the screen and is therefore not
obscuring the remaining MSC windows.

Connection Monitoring

If MSC is unable to transmit to an MDS dation for an extended period of time, MSC will
put that MDS station off-line. Click the Users-Online button on the MSC status window.
A window showing MAN/MDS connections with the MSC isdisplayed. All active
connections are shown in green; inactive connections are shown in red.

Metrics Screens

Metrics are collected for the MTWS system which show current quantities and levels of
activity across the system. Metrics are collected for dl MAN periodics and for each host
communicating with the MSC. Database and Cycler metrics are available by clicking on
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the respective button in the MSC status window. Host and connection metrics are
available by sdecting clicking on any host button or connection line in the Connections
Window (see 4.2.3). Detailed information on the information displayed is available
through the help interface on each of the metrics screens.

Section 3 - MAN Software

General
On each active MAN hogt, the following processes should be running:

a man_dm-- the smulaion program
b. man_buffer — MAN 1/O buffer

c. lan ligener -- Input message processor. There will be more than one ingtance of this
Process.

d. lan xmit -- Output message processor
e. Lan Control -- network status report generator

The remainder of this paragraph refers to portions of the MAN process.

MAN Cyclical Applications

Many MAN applications are cyclicd; they tranamit start and finish messages to the MSC
esch time they processacycle. The information from these messagesis displayed in the
Cycler Metricswindow (see 4.2.4). Idedly, dl cycleswill complete in 60 seconds or less.
If any cycle time consstently exceeds 60 seconds, the task is not running as fast as desired.
If this happens, any of the following actions may be appropriate:

a. Ensure Clock Synchronization is enabled as described in paragraph “Manipulating the
Exercise Clock”.

b. Reduce the exercise Clock Rate as described in paragraph “ Clock Rate’.

c. Terminate the exercise gracefully as described in paragraph * Suspending an Exercise”
then redtart it at End, as described in paragraph “ Restarting an Exercise— End”,
choosing a different goplication/host mapping.

MAN Intelligence (IN) Application

The IN MAN application maintains severd databases which arefixed in Sze.
Consequently, ground detection anomalies sometimes occur. For example, sometimes a
ground detection does not occur, even though al required criteriaare met. If this happens,
look for the following dert on MSC:
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ERROR: Full_Store Errorin Grd _Intel_Tracks...

This means that the system has actualy made the detection, but is unable to store, report,
or digplay it because IN's database is full.

MAN Process Becomes | noper ative

If any MAN process dies or becomes inoperative, a system restart is the only solution;
thereis no way to restart only a portion of the MAN software.

MAN M essage Queues
On each MAN host there are three important message queues.

a TCP_XMIT - All message transmissons from aMAN host are buffered in the
TCP_XMIT queue.

b. MAN_COM - All messages received by aMAN host are buffered firg in the
MAN_COM queue.

It is sometimes useful to use Qmon to examine the Sate of these queuesiif:

a. Thetime between the entry of a command and receipt of the response seems unusudly
long or the responses are not received at dl. (NOTE: This does not gpply to solicited
report requests.)

b. Thereisasudden changein any of the MAN cycle times discussed above.
c. Oneor both of the MAN cycle times seem unusualy long.

If the TCP_XMIT queueisreatively full (colored red) and the byte count remains
constant, then that host is unable to send data to some other MAN host or to MSC. This
can cause processing in this host to cease; it isincapacitated (hung) trying to transmit. The
source of this problem usudly liesin the host to which it istrying to transmit.

The MAN_COM queue will often be relaively full. Aslong asthe byte count changes
over time, thereis usualy no problem. If the MAN_COM queue becomes full, then other
MAN hosts and M SC will be unable to send messages to that host -- their TCP_XMIT
queues will gart tofill.

If any MAN message queue becomes full and its byte count remains congtant for more
than one minute (gpproximately -- idedly, no message queue should exhibit this behavior
for more than ten seconds or s0), the most likely find result is that the systlem will need to
be restarted.
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Section 4 - M SC Software

General

MSC Host Configured to Receive Spot Reports

The MSC hogt is configured to receive all spot reports. The spot reports process
(mds_spot) saves al spot reports received by the gation in the file
ltmp/Spot_Report_L og. If ahard copy record of these reportsisdesired, it is often
convenient to configure the station to NOT print them automaticaly, but rather to wait
until the exercise is complete and then print thefile

ltmp/Spot_Report_Log. The advantage of doing thisis that the spot report print-out will
not be interspersed with extraneous data.

Processes Running on M SC Hosts

On each MSC hogt, the following processes should be running:

a. msc_dbm -- database manager and solicited report generator

b.

C.

msc_control-- message router

Sysop -- primary system operator interface
satus window-- exercise atus display
dation_control -- station control interface
spot_rpts— spot report processor
s0l_rpts-- solicited report processor
dert_ window -- derts display management

lan_ligtener -- input message processor; there will be more than one ingtance of this
process

lan_xmit -- output message processor

lan_control -- network status report generator

M SC M essage Queues

Each MSC host has three important message queues.

a. TCP_XMIT - All message transmissions from an MSC hogt are buffered in the

TCP_XMIT queue.
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b. MSC_CTRL - Most messages received by an MSC hogt are buffered firgt in
the MSC_CTRL queue.

c. MSC DBM. - Fromthe MSC_CTRL queue, messages destined for
MSC _DBM_Control are buffered inthe MSC_DBM queue.

It is sometimes ussful to use Qmon to examine the Sate of these queuesiif:

a. Thetime between the entry of acommand or solicited report request and receipt of the
response seems unusualy long or if the responses are not received & dl.

NOTE

Solicited reports are generated by MSC, not MAN.

b. AnMDS dation is unable to go on-line

If the TCP_XMIT queueis rdativey full (colored red) and the byte count remains
congtant, then MSC is unable to send data to some MAN or MDS hogt. This can cause
processing in MSC to cease (it is hung trying to tranamit). The source of this problem
usudly liesin the host to which it istrying to tranamit.

Section 5 - Maui Software

Processesrunning on Maui Hosts

When Maui is running, it uses the Java Runtime Environment as its parent process to
spawn the following tasks:

a. Maui map window

b. Station Control

C. Spot Reports

d. Exercise Status

e. Onetask for every window opened in Maui

To view these tasks, go to an open areain the task bar and click on the right mouse button.
Then sdlect Task Manager option from the resulting menu. Thiswill bring up the
Windows NT Task Manager window. The Applications tab should diplay, a aminimum,
the above mentioned tasks.

Select the Processes tab to view the Java Runtime Process (javaw.exe) CPU, CPU Time,
and Memory Usage.
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Sdlect the Performance tab to view the overal CPU Usage, CPU Usage History. Memory
Usage and Memory Usage History, and other Maui Display Station system dtatidtics. This
isaso aquick way to identify how many CPUs are being used by the Maui Display
Station. Note that MTWSMaui v2.3 requires the CPU limit to be set a 1 even if the
system is equipped with more than one processor.

Maui Troubleshooting

Beow are some solutions to common problems encountered while setting up and running
Maui. Inmost cases, check the Alertslog or System Error log ether before or after trying
the suggested solution(s).

Problem: When inddling Maui afad error window appears with the message, “Failed to
access kerndl”.

Solution: Check your TEMP drive space stting. If it istoo small, or non-existent, the
Maui Ingtdlation program will fall due to the lack of temp space required to runiit.

Problem: When dicking the Online button in the Station Control window Maui doesn't go
online.

Solution:

- Make sure the Maui hogt file (C\WINNT\system32\drivers\etc\hosts) has the
correct | P address for the mscOO1.

- Make sure the Maui resources file (accessed via the Maui Resources Editor,
available from the MTWS Tools desktop folder) has the Maui
CLIENT_REMOTE_PORT and SERVER LOCAL_PORT szt to the same mtws
service number as the one set on the MSC in the /etc/servicesfile.

- Onthe MSC, make sure the Maui Station in question has been added to the
letc/host file or, if DNS is used, that this station's IP and hostname have been added
to the name server.

- Make sure the MDS interface is enabled on the MSC.
Problem: When Maui successtully goes online, but no symbols appear.

Solution: Look at the Maui dertslog, accessble viathe *Help’ menu to bring up the
Alertswindow. Verify that there are no errors display relative to controller lists,
generating log files, or any other errors spdlling out problems with symbol definition.
Thelatter could be indicetive of a mismatch between Maui versons and MTWS
(Unix) versons.

Problem: In standalone mode, when trying to run the * static demo’, no symbols appear.
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Solution: Verifiy that the sandaone folder has a subfolder named Snapshot which
contains snapshot sample *.sos files and corresponding folders in its subfolder, data.

Problem: All Maui windows close at once and aWindows NT or Dr. Watson window
appears with the message that an access violation has occurred.

Solutiort At this point, the problem isfata for this run of Maui. Y ou will have to restart
Maui. Prior to restarting:

- Make sure that you are running in single processor mode, if you have a multiprocessor
sysem. |If s0, make sure to reboot your machine in single processor mode.

Also check your Alertslog and System Error log for possible other causes for this software
falure

Y ou must restart your Maui software,
Problem: Maui runs dower than normdl.

Solution: - Make sure that you have a multiprocessor sysem you are utilizing both
processors. Also verify that no extraneous applications such as Microsoft Office products,
C2PC, or Internet Explorer are running (potentialy robbing Maui of processor memory
and processing time). For the same reason, it isaso not advised to run any Java
gpplication which launches its own runtime environmen.

Problem: Maui runs dower and the hard drive makes lots of noise.

Solution: Check your TEMP drive space setting. If it istoo smdl and Maui isrunning a
memory intensive session, a high amount of paging (frequent swapping in and out of data
to the hard drive) will occur. Try cleaning up your hard drive of excessfiles both in your
temp drive and your other gpplication (e.g. Internet Explorer) temp space. If your TEMP
driveison adrive with minimal free gpace and you have another drive with more free
space, consider changing the location of your TEMP drive. This option is made available
toyou a ingdl time. Consult your Windows NT manud or online help for instructionson
changing/modifying your TEMP drive space. Also, see section 3.3.3.5.

Problem: A message gppearsthat says your sysemis running low on memory.

Solution: The minimum memory requirements are 512 MB RAM. If you get alow on
memory system message, check to see how many tasks and processes are running on your
system. Close any tasks that you do not need while running Maui. For example, close
Internet Explorer or other web-browsers, and Microsoft Office tools such as Excel, Word.
Disable any animated screen savers (the preferred screen saver setting for Maui Display
Sationsis Blank Screen).

Problem: Maui will not load, stating it can't load the color map.
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Solution: Check your Color Paette setting in the Settings tab of the Display Properties
window. Thiswindow can be accessed by clicking the right mouse button in an open area
of your desktop and sdlecting the Pr oper ties option from the drop down menu. Then,
select the Settings tab in the Display Properties window. Maui requiresthe display’s
color palette setting be set to 65536 or True Color in order to display its Raster Graphic
maps.

Problem: Maui doesn't remember window settings.

Solution: Make sure the read only file atribute is not set for thefile
MTWS\Maui\data\profile.default\profile

See Appendix B for additiond information related to Maui’ s C4l interface.

Section 6 - CART Troubleshooting

Normal operating state.

Processes:

When connected to MTWS the following processes, al owned by the MTWS user “soc”,
should be visble onthe CART server:

?Imtwsbin/Start. CART: Start. CART is the shdll script that starts (directly or
indirectly) al CART server processes. It isinvoked by the M SC after the user
sdects the Menu MTWS->CART->Start from the Sysop window.

derts-cart: routes dert messages to the MSC

??lan_ligener (multiple copies) and lan_xmit: These processes handle the
communications between CART and the MSC.

??rdp: The raw data processor crestes the CART database, trandates MTWS messages
and inserts exercise information into the database.

When attempting to identify the source of a problem, the command “ ps —augxw | grep soc”

should show all these processes. The absence of one or more of these processesis
indicative of a problem.

In addition, CART uses the third party, off-the-shelf software packages MySQL and
Apache.

The command “/etc/init.d/mysgld status’ should show alist of running processes. If the
MySQL deamon is not running, CART will be unable to add new data to the database, or
report on existing exercises. The root user should be able to start the MySQL deamon with
the command “/etc/init.d/mysgld start”. If thisfals, re-ingalation of mysgl should be
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consdered. If the mysgld can be arted, it islikely that the boot processis not sarting the
deamon. Add alink from the appropriate run level directory (etc/rc.d/rcX.d)_to the mysgld
filetofix this.

The operation of the Apache software can be tested by the command “/etc/init.d/httpd
datus’. Again alig of the running processes should be returned. If Apache is not running,
the CART Reports will not be available. Again “/etc/init.d/httpd start” should fix the
problem. Linking this script to the gppropriate run leve directory should ensure correct
dartup in future.

M essage Queues:
During norma operation the following queues should be present.

0x000007da
0x000003€e9
0x000007d1
0x000003e8
0x000003ea
0x000007d8

The command ‘ipcs—q' should show each of these queues, repeated operations of the
command should show that the queues are either empty or rapidly changing in Size (thet is,
messages are being placed on the queue and then immediately taken back off). At times of
heavy processng, and particularly while starting an exercise, asmdl backlog of messages
may show. Each queueis alocated 64K of memory and should use the mgority of this
dlocation very infrequently. Periods of more than afew seconds with alarge and
unchanging alocation of memory on the queue are indicative of a problem.

Memory Usage:

Server memory usage and CPU usageis typicaly smdl. Periodic use of “top” as described
below may be carried out by those interested.

Problemsduring Startup

When the MTWS->CART->Start option is selected from the Sysop window, after a brief
handshake CART needs to decide what to do with the current exercise.

If the exerciseisanew exercise, or an existing exercise is being loaded which is run from
‘Start’ the existing CART exercise database is archived and anew CART exercise
database is created.

If the exerciseis an exigting exercise and is being run from END, CART will check its
own end time. If the exercise end time recorded by MTWS is the same as that in the CART
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exercise database, the new data will be added to the existing CART exercise database.
Otherwise the exigting database is archived and anew CART exercise database is created.

If the exerciseis being run from the middle of an exercisei.e. from a specified time, then
the existing CART exercise database will be copied to create an archive, and the origina
exercise will be ddeted from the specified time through to the end of the exercise database.
The new datawill join with the preexisting exercise to form a coherent whole database.

In genera operation of these procedures should not create problems, but the archive
process is sendtive to the ownership of filesin the /mtws/bin directory and can fall if there
isinsufficient avalable disk space in the system. If a problem is noted when garting the
CART sarver, check the file/mtws/bin/Restart CART.output. Thefile's timestamp should
be fresh and the contents should be smilar to:

starting cart: Thu Jan 30 16:34:13 PST 2003

000210232032

DBD::mygl::s execute failed: Can't find file: "/cart/change _unit_init_flag.fr

m' (errno: 24) at cart_db.pm line 335.

DBD::mys::a execute falled: Fle 'var/libimysgl/cart/change_unit_front MY D'

not found (Errcode: 24) at cart_db.pm line 335.

RestartCART.pl 1 <BR>

startState=0

startMode=0

startTime=0210232032

Database archived successfully

The*DBD::mysgl” messages are norma warnings and do not impede operation. Note that
joining the end of an exercise does not require an archive operation.
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Chapter 7 - O/S Utilities
CPU Utilization

The Linux operating system includes a CPU utilization monitoring program caled "top".
This utility can be of genera use when diagnosing system problems. Refer to the relevant
Linux documentation for information on how to use top.

112



APPENDIX A

MTWSTERRAIN GENERATION PROCEDURES



The MTWS Documentation Suite— Volume IV
MTWS System Adminigtration

APPENDIX A: MTWSTERRAIN GENERATION PROCEDURES

Section 1 - Overview

The MTWS tearan database is a sat of files containing digitized terrain information for
wargaming smulation. These files contan teran devations, trafficability indexes for
various modes of travel, and vegetation indexes for ar and ground coverage. Produced from
Defense Map Agency (DMA) devation and features data, the terrain database is used by the
MTWS Application Network (MAN) smulation software to facilitste movement and
intelligence processing.

MTWS geographic data conssts of digitized DTED/DFAD (Digitd Terrain Elevation
DatalDigitd Feature Andlyss Data) terrain data files, and displayable map imagefiles. The
MAN software uses the digitized terrain data to support movement and intelligence processing.
The Maui software uses the map image files to support itstacticd display.

Severd software utilities support the creation and manipulation of these files.

(1) TerrGen - generates digitized DTED/DFAD terrain data (‘trr') files. These files support
MAN's movement and intelligence processng.

(2) Elevator - generates adisplayable imagefile, using a'trr' file asitsinput. This enablesthe
Maui user to have avisud depiction of the elevation datain the MAN's terrain database.

(3) smpadrg - converts an Arc Digitized Raster Graphic (ADRG) format map imageto a
Tagged Image File Format (TIFF) map image.

(4) MapGen - converts a Compressed ADRG (CADRG) format map image to a TIFF-format

map image. MapGen a so supports geo-regigration of TIFF maps - i.e., amap image can be
positioned anywhere on the earth's surface.

Section 2 - TERRGEN Terrain Creation

TerrGen Overview

An MTWS digitized terrain file contains terrain eevations, trafficability indexes for various
modes of travel, and vegetation indexes for air and ground coverage.

It contains terrain eevations, trafficability indexes for various modes of travel, and vegetetion
indexes for air and ground coverage. Produced from Defense Map Agency (DMA) eevation and
features data, the terrain database is used by the MTWS Application Network (MAN) simulation
software to facilitate movement and intelligence processing.
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The MTWS Terrain Database is generated by the TerrGen software package running on a
Windows PC such asaMaui Workstation. It is then transferred from the Windows PC to the
MAN network file syssem (NFS) using standard File Transfer Protocol (FTP) software running
on the PC.

The Terrain file generation is a 2- pass process through the TerrGen program.

The first pass creates an intermediate file, caled the CFE (Combined Features and Elevation)
file. If not DMA DFAD is not present on the CD or hard-drive a‘ default’ featuresfileis created.

The second pass through the TerrGen program uses the features file created in the first pass, to
create the terrain datafile (TRR).Currently MTWS only requires a mgjor feature code consisting
of basic soil features (codes 901-980). The minor feature code is for future expanson if another
st of featuresis aso required, such as urban areas. When ingtalled on a Windows PC, e.g.: on
the D drive, the MTWS Terrain Generator program isingalled in afolder caled Terrain.

Thisfolder, D\Terrain, contains the following:

Foldersin DATeran

combined
dev
features
font
mtws

Flesin DATeran

DOSAGW.EXE
FEA_XLAT.TBL
TERRGENS32.EXE
TERRGEN.BAT
TERRGEN.EXE

TerrGen Setup

The location of the DTED datais hard coded in the script D\Terran\TERRGEN.BAT, as
follows. SET CDROMDSK=d\DTED\

If necessary, correct the specified drive name (hard drive, CDROM drive) where the DTED data
exigs eg.. SET CDROMDSK=¢:

View the DTED data to make sure you have vaid E/W and N/S datafor agiven area. Note that
not every degree within arange of degrees is necessarily covered by agiven DTED database. For
example, the DTED dataset, TCD DTED111 36"E 54"N to 66"N 36"E to 72"E, may contain
56"N 69"E and 56"N 71"E, but not include 56*N 70"E.
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Find and note the desired degrees (E/W N/S) data cdll of interest and verify that it is contained
onthe CD, eg.: 43'E 64"N would be found at E\DTED\EO43\N63.DT1

Running TerrGen

Either from ados window or explorer window, go to the folder where TerrGen resides,
eg.: D\Terrain and launch TerrGen.bat.

Introductory informetion is displayed describing the MTWS Terrain Generator program.
Read and then ‘PRESS ANY KEY WHEN READY!" The screen will be split into 2
columng/pands. Theinitid menu will gppear on the left side and ablank map areaon the
right sde. Asthe mouse pointer is moved over the menu items they will change from green
to yelow and help information associated with a menu item will gppear below. Any time
the mouse is moved away from the menu area, generd help information for the entire
menu is displayed. SELECT OPERATION isthefirst menu pand displayed after the
initid window.

SELECT OPERATION menu provides you with the following options:

Select Terrain Data: sdect MTWS or MCC terrain datafile for display or build new
terrain file from combined files.

Select Combined File: select combined file (type'.CFE)) for display, or build new
combined file from DMA eevation and fegtures deta.

Exit: Return to DOS, Any operation in progress will be terminated.

From the SELECT OPERATION menu, click on the Select Oper ation option. Click
the Select Combined File option. The SELECT COMBINED FILE menu will gppear.
Click on the Create CFE File option.

SELECT COMBINED FILE: Sdect combined file (type .CFE) for display, or build
new combined file from DMA eevation and feature data. Provides you with the
following options:

Create CFE File: Create new CFE file for the one degree cell and feature codes

entered by the user. Lat/Lon degrees must be entered as integer vaues. File will be
crested on RAM disk, if available; otherwise hard disk will be used. PressESC to
abort the command.

Check CFE Files: Check CFE filesfor coverage of area entered by user, with the
gpecified features codes. May require multiple CFE files.

Load CFE File: Displaysdl CFE filesin the mgp areas. User will sdect desired file
by dlicking LEFT mouse button on filename.

Delete CFE File: Displaysdl CFE filesin the map areas. User will sdlect fileto
delete by dlicking LEFT mouse button on filename.
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Exit: Sdect combined file (type .CFE) for display, or build new combined file from
DMA devation and features data.

Creating the CFE featuresFile

After selecting the Create CFE File option. The operator will be prompted to enter the
following items into the keyboard input area a the lower left of digplay:

At lower Ieft corner of the screen, after the "prompt”: "Enter longitude of lower |eft
corner of one degree cell as nnnE[W] or [-]nnn". Enter the E/W one-degree cdll and
then hit return. eg. 117W.

At lower l€eft corner of the screen, after the "prompt”: "Enter latitude of lower left
corner of one degree cell asnNnN[S] or [-]nn". Enter the N/S one-degree cdll and then
hit return. eg.: 33N.

At lower |eft corner of the screen, after the "prompt”: "Enter mgjor features codesin
‘from-to’ format. Must be integers between 101-980." Enter the mgor feature
codesto be processed in the DMA fegtures file. Normaly this entry will be 901-980
to process basic soil types. See DMA documentation for al possible feature codes.

At lower |left corner of the screen, after the "prompt™: "Enter minor features codesin
‘from-to' format. Must be integers between 101-980."  Enter in the minor festures
codes to be processed. Normally there are none, so just press Enter.

At lower l€eft corner of the screen, after the "prompt™: "Enter default feature code.
Must be integer between 101 and 980. Enter the default feature code. It must be
given and isnormaly 901.

At lower |€eft corner of the screen, after the "prompt”: "Enter default eevation, or
press Enter to alow TerrGen to determine default elevation.” Enter default
eevation. If not given TerrGen will caculate average eevation for one-degree cell.
The default or average is used in case eevaion is not given for terrain eements.
Press Enter to accept TerrGen's defaullt.

Provides you with the following options Hard Disk: DMA devation data on hard
disk. CDROM: DMA €eevation dataon CDROM. Exit:  Select the appropriate
option, eg.: if itison aCDROM, sdect CDROM. It will pause a moment while it
processes the sdection, displaying the following ingructiona/status message in the
lower |eft corner of the screen: "CDROM load input - load elevation CDROM data
before menu." Make sure CDROM dataisin CDROM drive.

When ready, use your mouse to salect the Exit option. It will pause amoment while
it processes the selection, displaying the status message in the lower |eft corner of
the screen. When complete a fractal image will be displayed on the right pandl of the
screen and the FEATURES SOURCE menu is displayed in the left pandl as
described in the next step.
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Provides you with the following options Hard Disk: DMA features data on hard
disk. CDROM: DMA features data on CDROM. EXxit. Note, selecting either Hard
Disk or CDROM will generate the error... “No FEAPATH in environment”. You
must still select either Hard Disk or CDROM to continue. If not on the CD or hard-
drive a‘default’ featuresfile (.CFE) is crested. The menu pand will then change to
SELECT TERRAIN FILE menu: No DMA Fegtures found for thislocation. The
menu will then change back to Select CFE FILE.

When processing is done, a new prompt will appear: At lower |eft corner of the
screen, after the prompt, enter CFE filename (.CFE' appended). Use the format
e[W]NNNRN[s|NN. e.g.: w117n33, which will generate the CFE file, w117n33.cfe.

When processing is done, click the Exit option to return to the SELECT
OPERATION menu.

Creatingthe .Trr Terrain File

From the SELECT OPERATION menu, click on the Select Terrain Data option. The
SELECT TERRAIN FILE menu will gppear. Click on the Create Terrain File option.

SELECT TERRAIN FILE: provides you with the following options:

Create Terrain File: Create new MTWS terrain file for the one-degree cdll and
feature codes entered by the user. Lat/L on degrees must be entered as integer values.
Press ESC to abort the command.

Edit Terrain File Change MTWS terrain database elevation, trafficability, or
coverage data within a user defined area.

Delete Terrain File: (thisoption is not implemented). Display dl terrain filesin the
map area. Sdect file to delete by clicking RIGHT mouse button on the filename.

Verify Xlate Table: (this option is not implemented). The MTWS terrain data
trandation table will be checked for vaidity. See environmenta variable:
TRANSLATEFILE for path and filename.

Exit: Return to DOS

After selecting the Create Terrain File option. The operator will be prompted to enter the
following items into the keyboard input area a the lower left of display:

At lower left corner of the screen, after the prompt: Enter longitude of lower |eft
corner of one-degree cell as nnnE[W] or [-]nnn". Enter in the E/W one-degree cdll
and then hit return. eg.: 117W.

At lower |€eft corner of the screen, after the prompt: Enter |atitude of lower |eft corner

of one-degree cell asnnN[S] or [-]nn". Enter in the N/S one-degree cdl and then hit
return. e.g.: 33N.
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At lower left corner of the screen, after the prompt: Enter mgjor features codesin
‘from-to' format. Must be integers between 101-980. Enter the mgor fegture
codes to be processed in the DMA fegturesfile. Normaly this entry will be 901-980
to process basic soil types. See DMA documentation for al possible feature codes.

At lower left corner of the screen, after the prompt: Enter minor features codesin
from-to' format. Must be integers between 101-980.  Enter in the minor features
codes to be processed. Normally there are none, so just press Enter.

At lower left corner of the screen, after the prompt: Enter default festure code. Must
be integer between 101 and 980. Enter the default feature code. It must be given and
isnormally 901.

At lower left corner of the screen, after the prompt: Enter default elevation, or press
Enter to dlow TerGen to determine default eevation.” Enter default eevation. If
not given TerrGen will calculate average elevation for one-degree cdll. The default
or average is used in case devation is not given for terrain eements. Press Enter to
accept TerrGen's default. It will pause amoment while it processes the selection,
displaying the status message in the lower |eft corner of the screen.

Section 3- SELECT TERRAIN FILE

At lower l€eft corner of the screen, after the prompt: Enter MTWS Terrain Data filename

(\TRR' appended). Use the format efw]NNNRN[s]NN. e.g.: w117n33, which will generate
the TRR file, w117n33.trr.

Installing TerrGen TRR filesin the MTWS Terrain ‘Database'.

FTPthe . TRR file(s) generated from TerrGen on the Windows PC to the MSC
terrain database path, /mtws/db/terrain/high using FTP on the Windows PC.

After the terrain file has been transferred to the MTWS terrain database, the
terrain compression program, hosted on the HP/UX computer, must be run.

Running Terrain Compression.

This program performs two functions: Firgt it adjusts the foot, tracked and wheeled
trafficability factors according to the terrain gradient, that is, the sandard deviation of the
dope around the terrain point; and second, it compresses the high accuracy (normaly 3
seconds) terrain file into amedium accuracy (6 second) and/or low accuracy (9 second) files.
These compressed files are stored in the "/mtws/db/terrain/medium” and "/mtws/
db/terrain/low" directories, respectively. To run the terrain compression program enter the
command compress_terrain; and follow the prompts provided by the program. A sample run
is provided:

$ compress terrain
MTWS TERRAIN GRADIENT ANALYSIS
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Enter 'C' to continue, any other key to stop: ¢
Enter Terrain Compression Factor

Low (9 second)

Medium (6 second)

Both

:Both

Enter Lower Left coordinate of areato be andyzed.

Southern and Western hemispheres will be negative integers.

Enter Longitude: 118 and Latitude: 33.

Enter Upper Right coordinate of areato be analyzed.

Enter Longitude: 117 and Latitude: 34.

Processing Longitude: 118 and Latitude: 33.

Trafficability dready adjusted for database.

Start low (9 second) compression.

File Create Error - Can't write mediunvlow compressed file Terrain File Write Error.
Start medium (6 second) compression.

File Create Error - Can't write mediunvlow compressed file Terrain File Write Error.
Processing Longitude: 118 and Latitude: 34.

Trefficability dready adjusted for database.

Start low (9 second) compression.

File Create Error - Can't write mediunvlow compressed file Terrain File Write Error.
Start medium (6 second) compression.

File Create Error - Can't write mediunvlow compressed file Terrain File Write Error.
Processing Longitude: 117 and Latitude: 33.

Trefficability dready adjusted for database.

Start low (9 second) compression.

File Create Error - Can't write mediunv/low compressed file Terrain File Write Error.
Start medium (6 second) compression.

File Create Error - Can't write mediunv/low compressed file Terrain File Write Error.
Processing Longitude: 117 and Latitude: 34.

Trefficability already adjusted for database.

Start low (9 second) compression.

File Create Error - Can't write mediunvlow compressed file Terrain File Write Error.
Start medium (6 second) compression.

File Create Error - Can't write mediunmvlow compressed file Terrain File Write Error.

Cdls Processed: Enter 'C' to continue, any other key to stop: #.

Section 4 - TERRGEN Terrain Editor

To edit aterrain datafile, sart up TERRGEN as described in the previous section.

From the SELECT OPERATION menu, select the Select Terrain Data option.
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Then sdlect the EDIT TERRAIN FILE option.

EDIT TERRAIN FILE

Sdect MTWS Terrain Data file and image type, then define area with mouse and enter
modifications. Entire areawill be changed to the new vaueg(s).

Sdect Terrain File

MTWS Terrain Datafile and their locations, will be displayed in the map area.

Sdect desired file by dlicking left mouse button on filename.
File will be opened and devation image displayed.

Then select the Exit option to go back to the EDIT TERRAIN FILE menu.

Select Image
SHect Terrain Dataimeage for editing.
The devation image is the default image displayed when thefile is sdlected.
The options are:
- Display Elevation
- Display Features
- Display Combined
- Exit

Sdlect Display Elevation to display the elevation image for the terrain data file sdlected in
the previous step.

Then select the Exit option to go back to the EDIT TERRAIN FILE menu.

Line Definition
Defineslinear area of a specified width in meters.
The shapeis defined by connecting one or more vectors.
The options are:
- Enter Width
- Start Vectors
- End Vectors
- Cancdl

Enter Width

Enter width in meters. Vaue must be between 50-10000 meters.
Thisvaue must be entered fore Start Vectors is selected.

Press ESCAPE to abort inpuit.

- At lower |eft corner of the screen, after the "prompt™:

A-8



The MTWS Documentation Suite— Volume IV
MTWS System Adminigtration

"Enter width in meters'
Enter in the width in meters and then hit return.
e.g.: 1000

Then sdect Start Vectors location. Continue selecting vector end points by clicking left
mouse button on locations.

Sdect End Vectors when line defintion is complete

Shape Definition

Definesaformlessarea. The shape is generated by holding the left mouse button down at the
gart point and dragging the mouse around the area to be changed.

Modify Terrain Data
Enter change value for eev, traffic or cover.
These valug(s) will be entered for dl terrain dementsin the defined area.
Enter mass change vaue for terrain data item(s), then select 'Update Data Base
to generate new terrain data, o r'Cancel’. Press ESCPE to abort keyboard entry.

The options are:

- Elevation
Enter devation in meters.
Vaue must be between -5000 - 10000 meters.

This vaue will mass change dl devation entries in the enclosed area.
Enter -20000 to cancel prior entry.

- Foot Traffic

Enter foot traficability vaue as follows
-1 - Cancd change

0 - Water

1 - Impassable

2- Sow

3- Far

4 - Medium

5- Fast

This value mass changes enclosed area.

- Tracked Treffic
Enter tracked traficability vaue asfollows
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-1 - Cancd change

0 - Water

1 - Impassable

2- Sow

3- Far

4 - Medium

5 - Fast

This value mass changes enclosed area.

- Wheded Traffic

Enter wheded traficability vaue asfollows.
-1 - Cancd change

0 - Water

1 - Impassable

2 - Slow

3- Far

4 - Medium

5- Fast

This value mass changes enclosed area.

- Air Coverage
Enter air coverage vaue asfollows:
-1 - Cance change
0 - Open
1- Light
2 - Medium
3 - Dense
This value mass changes enclosed area.

- Ground Coverage

Enter ground coverage vaue as follows.
-1 - Cancd change

0 - Open

1- Light

2 - Medium

3 - Dense

This value mass changes enclosed area.

Update Database

Clicking on thisitem causes dl terrain eements in the enclosed area to be updated with the
selected mass change value(s)
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- Cancd

Cancds dl sdected mass change vaues.
Too late if 'Update Data Base' has alread been selected.
Returnsto prior menu.

Cancd

Cance Terrain File edit and return to prior menu.
Too late if area has dready been updated with changes.

Exit
Return to prior menu.

Note: For more information, see Appendix A of the v2.3 CSOM, DCN 16.

Manipulating Terrain

Severd operations are available to the system operator to manipulate the digitized terrain for an
exercise. Note that these operations are in addition to the terrain definition portion of the
exercise definition operation.

Loading Terrain
To load one or more terrain areas, perform the following steps:

Sdlect Exercise Control --> Database --> Terrain --> L oad from the System Operations
window. Theterrain load interface will appear.

Sdlect Low -, Medium -, or High-Resolution from the terrain load interface.
Enter & least one pair of coordinatesin the template provided in the terrain load interface.
Click on OK in the System Operations window.

Wait for aresponse to appear in the System Operations window indicating thet the terrain
definition has been accepted.

Removing Terrain

Terrain areas can d o be removed. When terrain is removed from an area, that areareverts to
the tabletop vaues defined in the parametric datafor the exercise.

To remove one or more terrain areas, perform the following steps:
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Sdlect Exercise Control --> Database --> Terrain --> Remove from the System Operations
window. Theterrain remove interface will appear.

Select Low -, Medium -, or High Resolution from the terrain remove interface.
Enter a least one pair of coordinatesin the template provided in the terrain remove interface.
Click on OK in the System Operations window.

Wait for aresponse to appear in the System Operations window indicating that the terrain
remova has been accepted.

L oading/Removing Tabletop Terrain

The system operator can assign tabletop characteristics to a specified area. Tabletop means that
al terrain points within the specified area have the same trafficability, cover, and eevation.

NOTE

Tabletop values defined by this operation can differ from
those defined in the parametric data for the exercise.

To assign tabletop values to aterrain area or to restore an areas terrain va ues to those defined in
the parametric data for the exercise, perform the following steps.

Select Exercise Control --> Database --> Terrain --> TableT op from the Sysem
Operations window.

The tabletop terrain interface will appesar.

Enter the locations and the action (LOAD or REM OVE) to be performed.

NOTE

If the REM OVE option ischosen, proceed to step (f). Asaresult of the
REMOVE, thetrafficability, cover, and elevation valuesfor the region
revert to the tabletop values defined in the parametric data for the
exercise.

Enter the elevation to be assgned to dl points within the region defined by the specified
locations.
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For each type of trafficability to be defined, sdlect atrafficability value from those provided.
Then click on the button(s) for each type of trafficability (foot, tracked, wheeled) whichisto
have the selected value.

NOTE

When a button isclicked, the label corresponding to that button
displays the selected trafficability value.

For each type of cover to be defined, select a cover value from those provided. Then click
on the button(s) for each type of cover (air, ground) which isto have the selected vaue.

NOTE

When a button isclicked, the label corresponding to that button
displaysthe selected cover value.

Click on OK in the System Operations window.

Wait for aresponse to appear in the System Operations window indicating that the tabletop
terrain load/remove has been accepted.

Section 5- Transferring MTWS Terrain Data Baseto MTW S Networ k

Files are tranderred to the MAN (MTWS Application Network) file system using the FTP
software in the PC.

The MTWS terrain database generated by TerrGen resides in the directory specified by the
MTWSPATH environment. Observe the current directory by displaying the file <regional
directory>.bat, contaning the current TerGen environment. This can be accomplished in
windows using NotePad and opening <regional directory>.bat.

In MS-DOS, enter the command type <regional directory>.bat or enter the set command,
which displays the current environment. It is necessay to know the MTWSPATH
directory when running FTP. Following is the step by step procedure for transferring a
MTWS terrain data base to the MTWS Network:

(@D} Click on the Norton DOS icon; Windows will open a DOS window. Thisisa
good timeto find the MTWSPATH directory by entering the set command, if
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necessary.

Enter the command n to activate the network.

2

3

(4)

Q)

(6)

Make sure you are in the drive where the database files are located. Enter the
command ftp <host> where <host> is the name of a HP modd 400 computer
acting as a gateway on the MTWS network.

Examples: Computer names at the development site are mapper and hp5.

Other MTWS network computers can be used if they are listed as hods in
\etc\machine.db.

When the enter user prompt appears, enter avalid user name and the MTWS
password.

When accepted, FTP isready.(Do ftp for EACH file).

a Enter the command binary. It is imperative that this command is entered
to insure the file transfers correctly.

If not entered, the high order bit of each byte is dropped, because the data is
assumed to be text and data transfer will terminate when the firs Ctrl Z
(End of Text, byte value 026) is encountered.

b. Enter the command lcd <MTWSPATH directory>. This sats the locd
directory to the directory contaning the MTWS teran data base
Example:

lcd \terrain\mtws\wc_usa

Enter the command cd /mtws/db/terrain/save to sdect the MTWS network's
terrain directory.

Enter the command put <filename>.trr, where filename is the name entered
during TerrGen processing.

Example put wll7n32trr. The MTWS teran daa files are approximatey 6
Megabytes in Sze s0 the transfer may take up to 30 minutes, depending
upon the network load.

When trandfer is complete, enter the command quit to exit FTP. Then enter the
command exit to return to Windows.

Moving filesto MTWSterrain data base

@

Movethefilesjust entered from /mtws/db/terrain/save to /mtws/ db/terrain/high.
(In DOS shdl).

mv <filename> Imtws/db/terrain/high
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2 After the terrain file has been transferred to the MTWS terrain data base, the
terrain compression program, hosted on the HP700 computer, must be run.

Running Terrain Compression
This program performs two functions First it adjusts the foot, tracked and wheded
trefficability factors according to the terrain gradient, that is, the standard deviation of the
dope around the terrain point; and second, it compresses the high accuracy (normally 3
seconds) terrain file into a medium accuracy (6 second) and/or low accuracy (9 second)
files.

These compressed files are dored in the "/MTWS/dbteran/medium® and "/MTWS
db/terrain/low” directories, respectively.

To run the terrain compresson program enter the command compress terrain; further
operator entry is assisted by the program.

Section 6 - Editing MTWS Terrain Database

This feature of TerGen dlows the operator to modify regions of an exising MTWS
terrain data base. Essentidly the operator can change any or dl MTWS terain data items
for data eements within a user defined area.

The operator first defines the area to be changed, either a linear area consisting of vector(s)
of a specific width, or an amorphous shape drawn by dragging the mouse pointer around
the area

After defining the area to change, the operator sdects the data item change(s) within the
area. Specificaly, the operator may st dl eevations within the area to a congtant value, as
well as the trafficability factors--foot, tracked and wheeled--and the coverage indexes--ar
and ground.

After specifying the change(s), the defined area of the MTWS terran data base is
modified.

When the changes are complete, it is necessary to trandfer the modified MTWS terrain data
base to the MAN NFS using FTP (see section 6..) The modified MTWS terrain data base
can be restored to its origind date by performing the "Creste Terrain Datd' function again.

Since the associated CFE file should be avalable, this operation will only teke a few
minutes.

NOTE
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While TerrGen isin the edit mode, the longitude/latitude displaysin
the lower left of the screen whenever the mouse pointer isin theimage
area. Also, the operator can click the left mouse button to display the
elevation, trafficability and coverage indexesfor that location.

Following isthe step by step procedure for editing MTWS terrain data:

(1) From the initid menu dick on Select Terrain Data. The Sdect Teran Fle
menu is displayed

(2) Click on Edit Terrain File to disolay the Edit menu.

(3) The firgt required operation is to sdect the MTWS data base to be modified.
This is accomplished by dicking on Select Terrain File. The file names
of dl MTWS tearan daa bases currently avalable, dong with ther
locations, are displayed in the map area.

(4 Move the mouse pointer to the dedred filename (the filename will change
from red to ydlow) and click. If the associsted CFE file is avalable the
devation image will display; otherwise, an error message is displayed. If
the associated CFE is not avalable it must be regenerated by sdlecting
Select CFE File from the main menu.

(5 After displaying the eevation image, the operator has the option of sdecting
the features or combined image, if they are more appropriate for the type
of terrain editing. Thisis accomplished by clicking on Select Image.

When the desred image is displayed, the operator must decide which shape will best
define the area to be modified. The operator can choose Line Definition which enables
defining a linear shape of connecting vectors, a a specific width, or Shape Definition,
which defines an amorphous (formless) shape.

a If Line Definition is sdected, another menu is displayed, showing the sdections
required for defining alinear shape.

@ Click on Enter Width to enter the width of the linear shape, in meters.

2 Click on Start Vector to begin defining the linear shgpe. Then move the
mouse pointer to the location in the image where the linear shape begins.

3 Click the left mouse button at the dart location and a each successve
vector end point required to define the linear shape.

When the final vector end point is sdected, the operator has the choice of accepting the
linear definition by dicking on End Vector, or cancdling the definition by dicking on
Cancdl. If the definition is accepted then the shape is outlined with white vectors.
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b. If Shape Definition is selected, the operator is ingtructed to move the mouse to the
location where the shape begins, then "drag” (hold left button down while moving

the mouse) around the shape. After redeasing the left button, the shape is enclosed
and outlined in white.

The operator may cancd the shape definition by clicking on Cancel.

After defining the shape, the next step is to specify which terrain data item(s)
is(are) to be mass changed within the shape.

@ Click on Modify Terrain Data; another menu is displayed contaning
each terrain data item. The operator will click on each item to be modified and
enter the mass change vaue.

2 After dl items are chosen, sdect Update Terrain Data Base to mass
change the defined area in the MTWS terrain data base or Cancel to
cancel the operation.

3 Exit the edit function and return to the man menu. Accomplish this by
clicking on the last item of each menu.

Section 7- MTWS Terrain Database Gener ation

Table 7, “Trandation,” pecifies trafficability and cover indexes for use by MAN (MTWS
Application Network) gmulation software. The trefficablity indexes FT  (Foot
Trefficability), TT (Tracked Trafficability), and WT (Wheded Trafficability) may range in
vaue from O - 5, where zero is worst and 5 is best. The cover indexes AC (Air Cover), and
GC (Ground Cover) may range in vaue from O - 2, where zero is worst cover and 2 is best
cover.

NOTE

Thetrafficability indexesrepresent best movement rates over even
terrain. An adjusment in trafficability according to terrain conditions
in the direction of movement is necessary.

The MTWS features to trafficability/coverage indexes trandation table is specified by the
TerGen environmenta vaiable TRANSLATEFLE. It may be modified usng a text
editor.

After modification it is recommended that the table be verified by dicking on the "Verify
Xlate Table' item in the "Create Terrain File' menu before using to create a MTWS terrain
data base.
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FICTABLE: MTWSasof January 4, 1994
Table7: Trandation (Continued)

100: FT2,TT 2, WT 2, AC2 GC2
900: FT3,TT 3, WT 3, AC2 GC?2
901-902: FT5TT5WT5 ACO0,GCO
906: FT4,TT 4, WT 4,ACO0,GCO
907: FT3,TT 3, WT 2,AC0,GCO
908: FT1LTT2 WT2 AC1 GCO
909: FT1,TT1,WT1AC1GCO
910: FT3,TT2,WT2,AC0,GCO
911: FT3,TT 2, WT 2, ACO,GCO
912: FT3,TT2,WT 2, AC0,GC1
913: FT4,TT 4, WT 4,ACO0,GCO
914 FT2 TT1,WT1 ACO GC O
915: FTS5 TT5WT5 AC2 GC2
916. FT5TT5 WTS5 ACO0,GCO
920: FT4,TT4,WT4,AC1,GC1
921 FT3,TT 2, WT 2 ACO,GCO
922: FT2 TT1,WT1 ACO GCO
923: FT2, TT1,WT1 ACO,GC1
924 FT1,TT1,WT1 ACO0 GC1
925: FT4,TT 3, WT3,AC0,GCO
926: FT 4, TT 4 WT 4,AC0,GCO
927: FT 4, TT5 WT 4, AC0,GCO
928: FT5TT5 WTS5, AC2 GC2
929: FT5TT4,WT4,AC1GC1
930-933: FTO, TTO,WTO,ACO,GCO
934. FT1,TT1,WT1 ACO GCO
940-943: FTO, TT O, WTO,ACO,GCO
944 FTO, TTO,WTO,AC1,GC1
945. FT4,TT4,WT4,AC1GC1
946: FT2,TT3,WT 3,AC1,GC1
947. FT3,TT1,WT1 ACO GCO
948-949: FTO, TT O, WTO,ACO,GCO
950: FT 3, TT 3, WT 3,AC2, GC2
951 FT3,TT2,WT2 AC1, GC?2
052: FT3, TT2,WT 2, AC1GC1
953-954. FT3TT2,WT2 AC1GC1
955: FT3,TT4,WT4,AC1 GC1
956: FT3,TT2,WT2,AC1GC2
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960: FT3 TT4,WT4,AC1GC1
961 FT2, TT2,WT2,AC1 GC1
962: FT 2, TT 2, WT 2,AC0,GCO
963-967: FT1,TT1,WT1ACO0GCO
980: FT5TT5WT5 AC0, GCO
999:

FIC 100, the firg entry, is the default entry. If the feature code being processed is not in
this table then the FIC 100 entry will be used. "FIC TABLE:" is the table identifier and
must be on the firg ling the end table identifier is "999:". Anything following is ignored
by table processing and may be comments.
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Appendix B — C4l Interface Notes
Section 1 - Introduction

This Appendix describes aspects of the MTWS Command, Control, Communiceations,
Computers, Intdligence (CA4l) interface which are not directly addressed in Maui’s C4l Help
screens.

Section 2 - System Consider ations
The MTWS/CAI interface is implemented through the Maui user station.

Multiple smultaneous MTWS/C4I connections can be supported. Each Maui host can output
data to as many as six C4l hosts smultaneoudy. Each Maui host can receive data from one C4l
host. The number of C4l connections has no impact upon the smulation (MAN or MSC)
software. For example, thereis no known negative impact upon the performance of the
gmulation.

All messages sent to and received from C4l systems are logged locdly on the Maui host on
which the message was sent/received. These logs are the \MauiData\C4l\logs directory on the
disk on which the Maui software isingalled. This directory should be inspected periodicdly. As
explained in Maui’s C4l Help, the user can modify the names of the files to which messages are
logged. Therefore, multiple versons of these log files may accumulate over time.

Any C4l host should be configured to support inputs from asingle Maui only. Each Maui
generates message and object identifiers for the messages it outputs. From a C4l system
perspective, these identifiers should be unique. Since dl Maui’ s use the same dgorithm for
generating these identifiers, connecting multiple Maui’ sto asingle C4l system will generate
conflicting information in the C4l sysem — a given identifier may (and amost certainly will)
refer to different objects, depending upon the Maui from which it is received.

MTWS passes JUNIT/JPOS, CTC, DEL (delete unit/contact), and OPNOTE Over-the-horizon
Targeting GOLD (OTG) messages to C4l systems. All OTG messages from MTWS to C4l
systems are generated by the Maui software. Maui generates OTG messages only when directed
by the station operator, as described in Maui’s C4l Help.

MTWS passes INTREP, TACREP, TACELINT, SENREP, RECCEXREP, and IIR U.S.
Message Text Format (USMTF, or MTF) messagesto C4l systems. All MTF messages from
MTWSto C4l systems are generated by the smulation (i.e., the MAN) software, which passes
them to Maui, which in turn passes them on to the C4l syslem. The MAN software always
generates M TF messages, regardless of the presence or absence of an MTWS/C4l connection.
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Aswith OTG messages, Maui passes MTF messages to C4l only when directed by the station
operator.

MTWS receives and processes JUNIT/JPOS and DEL (unit) messages from C4l systems. No
other OTG messages are processed by MTWS.

MTWS aso receives and processes ATO (air tasking order) MTF messages from C4l systems.
The receiving Maui host passes an ATO message to the Smulation, which creates air missons as
specified in the ATO. The ATO software was written as a prototype to test the concept of
automatic generation of air missonsin MTWS. This software has sgnificant redtrictions; for
example, alimited set of aircraft typesis supported. This software has not been maintained. For
further information on MTWS ATO processing, please contact the MTWS Help line a Titan
Corporation, Tactica Systems Divison (619) 278-2030 or mailto:MTWSHe p@titan.com.

NOTE: the C4l-IN tab in Maui’s main C4l window has a Message Types button. This button
brings up the Enable C4l Messages by Type pane, which includes an ATO button. Thisbutton

should be dithered (non-functiona) but is not. C4l operators should be advised that the ATO
capability is not be used.

To the extent specified above, MTWS conforms to the Operationa Specification for Over-the-
horizon Targeting GOLD, Revison C, Change 2, September 1999; and to USMTF User
Formats, March 2000.
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APPENDIX C —MAUI SECURITY PROCEDURES

Section 1 - Overview

The Maui workstation is used to support exercise scenarios from the UNCLASSIFIED to the
SECRET levd of classfication. Security procedures and requirements for operating Maui
workgationsin a dassfied environment are described in this Appendix. All Maui workstations
should be configured to comply with these requirements for both unclassified and classified
EXErcises.

General Notes

1) These indructions only apply to Windows NT. Windows 2000 ingtructions are Smilar but
not the same.

2) In order for the registry ingtructions to work properly for adminigrators, administrator
account(s) must be configured to be in a different group or set of groups than user accounts.

For example, an adminigtrator's account should only be part of the /MDSXXX\Admingrators
group in thefallowing ligt:
BUILT INVAccount Unknown Specid Access
CREATOR OWNER Full Control
Everyone Specid Access
MDSXXX\Adminigrators  Full Control
MDSXXX\Power Users Specia Access
SYSTEM Full Control

Likewise, a user should not be part of the administrators group, but ether the group
Everyone, or a separate group such as USER. If an adminigtrator isin the same group asa
user, ingaling Maui will not work properly.

Section 2 - Security Procedures and Requirements

Passwords

Passwords should be aminimum of Sx characters, contain one or more numeric and one or more
specia characters, one upper case letter, and should not be based on words or names with these
features (such as Johnny-1).
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Ensure that accounts do not continue to have passwords that are easy to identify.
Steps:
1) Login as an adminigtrator.
2) Sdect Start -> Programs -> Adminigrator Tools (Common) -> User Manager.
3) Sdect Palicies -> Account from the menu
4) Sdlect "At Leadt..Characters' in Minimum Password Length section.
5) Sdlect "6" in character box.
6) Click "OK" button after you are done.

Thereisno GUI or logic in the system that helps to enforce part of this requirement. It isthe
respongbility of the Administrator who is setting the password to follow these rules.

Password Aging
Ensure that no user account is exempt from password aging policies.

Steps:

1) Login as an adminigrator.

2) Sdect Start -> Programs -> Adminigtrator Tools (Common) -> User Manager.
3) Sdect Policies-> Account from the menu

4) Sdect "Expiresin .. Days' in Maximum Password Age section.

5) Sdlect "180" (suggested vaue is 6 months or 180 days

6) Click "OK" button when done.

Account L ockout

Set the account lockout to a value that allows repested attempts in cases of typographica errors,
and yet prevents brute-force attacks. Set the lockout duration to a moderate value, such as 30
minutes
Steps.
1) Login as an adminigirator.
2) Sdect Start -> Programs -> Adminigrator Tools (Common) -> User Manager.
3) Sdlect Policies-> Account from the menu
4) Sdlect " Account lockout™
5) Sdlect "4" in "Lockout after..bad logon attempts' section
(Suggested vaueis 4 or less).
6) Sdect "30" in "Reset count after..minutes’ section as
(Suggested vaue is 30 minutes or more)
7) Click "OK" button after you are done.
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Unique Password Count
Use the system manager to set the unique-password count to avaue equa to or
greater than the system policy requiresto disallow reuse of passwords.

Steps:

1) Login as an adminigtrator.

2) Select Start -> Programs -> Adminigtrator Tools (Common) -> User Manager.
3) Sdect Palicies -> Account from the menu

4) Sedlect "Remember..Passwords’ in Password Uniqueness section.

5) Sdect "24" (suggested value)

6) Click "OK".

Notes:

For thisto be effective, an age vadue should be specified for Minimum Password Age (Allow
Immediate change should not be salected). In other words,

do security procedure 2.2 first before this procedure.

Active Administrator Account

Disdlow 'adminigtrator' account name by renaming the administrator account.
Steps:

1) Login as an adminigrator.

2) Sdect Start -> Programs -> Adminigrator Tools (Common) -> User Manager.
3) Sdect "rename’ on the User menu

4) Type anew adminigtrator namein "Change To:" text fidd.

5) Click "OK".

Note:

A user name cannot be identica to any other user or group name of the computer being
administered. It can contain up to 20 uppercase or lowercase characters except for the following:
"IN][] ;| =,+* ?<>". Ausanamecanot consst solely of periods (.) and spaces.

Adding Or Modifying Programs

Prevent users from adding or modifying programs executed on abnorma program termination.
Prevent users from adding or modifying programs executed on startup.
Prevent usersfrom adding or modifying programs executed during ingtalation or removal.
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Steps.

1) Select Start -> Run.

2) Typein regedt32 and click the OK button.

3) In the Registry Editor window, select the HKEY _LOCAL_MACHINE treeif not
aready selected.

4) Sdlect the Software\Microsoft\Windows NT\CurrentV erson\AeDebug folder
from the tree HKEY_LOCAL_MACHINE.

5) Sdlect Security -> Permissons... from the Registry Editor main menu.

6) Notice the list of users and groups in the Registry Permissions window:
BUILT INVAccount Unknown Specid Access
CREATOR OWNER Full Control
Everyone Specid Access
MDSXXX\Adminigrators  Full Control
MDSXXX\Power Users Specia Access
SYSTEM Full Control

7) Leave the Administrators, System, and Power Users done. For dl the other groups and users
that have atype of access equd to "Full Control”, sdect theitem and sdlect "Read” in the Type
of Access combobox.
8) Leave the Adminigtrators, System and Power Users done. For dl the other groups and users
that have atype of access equa to "Specia Access', double click on theitem. In the Specid
Access window, unsdect the following if they are sdlected:

St Vdue

Create Subkey

Create Link

Delete

Write DAC

Write Owner

Click the OK button when done in the Special Access window.
9) Click the OK button when done in the Registry Permissions window.

Cached Data Objects

Prevent cached data object hacking.

Steps:

1) Select Start -> Run.

2) Typein regedt32 and click the OK button.

3) In the Registry Editor window, select the HKEY _LOCAL_MACHINE treeif not
aready selected.

4) Sdect SY STEM \CurrentControl Set\Control\Sess onM anager
from the tree HKEY_LOCAL_MACHINE.
Note: Some workstations have two folders named Session Manager. Y ou should
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change both to ensure optimum performance.
5) Look for the following in the ligt of vaues:
"Protection Mode: REG_DWORD: 0x1". If thisvaue dready
exigts, then thisis dready implemented. If thisvaue aready
exigs but is not Ox1, double click on the item and go to step 9.
6) Sdect Edit -> Add Vdue... from the Registry Editor main menu.
7) Inthe Add VVadue window, type in "Protection Mode' for the Vaue

Name, and select "REG_DWORD" asthe Data Type.
8) Click the OK button when done in the Add Vaue window.

9) Typein"1" and then dlick the OK button when done in the DWORD
Editor window.

Notes:
The machine must be restarted for this change to take effect.

Preventing Malicious Commands

Prevent users from adding or modifying programs executed by the system.

Steps.

1) Select Start -> Run.

2) Typein "regedt32" and click the OK button.

3) In the Registry Editor window, sdect the HKEY_LOCAL_MACHINE treeif not
dready selected.

4) Select the Software\Classes\CL SID\
{ 000C103E-0000-0000- C000-000000000046} \INnProcServer32
folder from the tree HKEY _LOCAL_MACHINE.

5) Sdlect Security -> Permissons.. from the Registry Editor main menu.

6) Highlight the "INTERACTIVE" group.

7) Sdect "Read" in the Type of Access combobox.

8) Click the OK button when done in the Regisiry Permissions window.

Adding Print Drivers

Prevent mdicious users from adding Trojaned driversthat can divert data or possibly execute
malicious commands.

Steps.

1) Select Start -> Run.

2) Typein regedt32 and click the OK button.
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3) In the Registry Editor window, sdlect the HKEY _LOCAL_MACHINE treeif not
aready selected.
4) Sdect SY STEM \CurrentControl Set\Control\Print\Providers\LanMan Print
Servicesfrom thetree HKEY _LOCAL_MACHINE.

5) Look for the following in the list of values.
"AddPrinterDrivers REG_DWORD: 0x1". If thisvaue dready
exigs, then thisis dready implemented. If this vaue aready
exigs but is not 0x1, double click on the item and go to step 9.

6) Select Edit -> Add Vdue... from the Registry Editor main menu.

7) Inthe Add Vaue window, typein "AddPrinterDrivers' for the Vaue
Name, and select "REG_DWORD" as the Data Type.

8) Click the OK button when donein the Add Vadue window.

9) Typein"1" and then click the OK button when done in the DWORD
Editor window.

Notes:
The machine must be restarted for this change to take effect.

Anonymous FTP

Prevent users from using anonymous FTP to access amachine.

Stepsto determineif an FTP sarver is currently running on a machine:
1) Select Start -> Run.
2) Typein"cmd" and click the OK button.
3) Typein "ftp <IP address of this machine>" For example, "ftp 200.200.200.200"
4) If the responseis like the following then an FTP sarver is not running:
> ftp: connect: Connection refused
5) If the responseis asking for a password, type in "anonymous' and then press Enter. If thisis
alowed, anonymous FTPis being alowed and must be disabled.

Steps to prevent anonymous FTP.
1) Remove or uningal the FTP server.

Notes:

1) Even though an FTP server may not currently be running, it may gtill beingalled.

2) Because there are numerous FTP servers that can be ingtaled on amachine, removing
or uningdling an FTP server is goplication specific.
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Prevent Hacking Through FTP

Prevent users from hacking using FTP by preventing users from reading FTP versons.

Sepsto determine if an FTP sarver is currently running on a machine:
1) Select Start -> Run.
2) Typein"cmd" and click the OK button.
3) Typein "ftp <IP address of this machine>" For example, "ftp 200.200.200.200"
4) If the responseis like the following then an FTP server is not running:
> ftp: connect: Connection refused
5) If the response is asking for a password, typein "anonymous' and then press Enter. If thisis
alowed, anonymous FTPis being alowed and must be disabled.

Stepsto prevent FTP hacking:
1) Remove or uningd| the FTP server.

Notes:

1) Even though an FTP server may not currently be running, it may gill beingaled.

2) Because there are numerous FTP servers that can be ingtalled on a machine, removing or
uningaling an FTP server is gpplication specific.

Displayed SMTP Version

Prevent users from hacking using a mail server by removing the version from the SMTP banner.
Steps
1) Remove or uningd| the mail server.

Notes:
Because there are numerous mail serversthat can be installed on a machine, removing or
uningaling an mail server is gpplication specific.

Preventing NULL or AnonymousLogin

Prevent hackers from using aNULL or anonymous login to obtain useful information on account
policy.

Ensure that the account policy is set to good security vaues, such aslimiting the number of
unsuccessful logins and setting minimum password lengths. This may discourage
hackers that retrieve this information from the system. Note security procedures 2.1 through 2.4.

Restricting Access To Event L ogs
Prevent guests and unauthorized users from reading the System and Application
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event logs.

Stepsto prevent unauthorized access to System event log:
1) Select Start -> Run.
2) Typein regedt32 and click the OK button.
3) In the Registry Editor window, select the HKEY _LOCAL_MACHINE treeif not
aready selected.
4) Sdlect SY STEM\CurrentControl Set\Services\EventL og\System from the tree
HKEY_LOCAL_MACHINE.
5) Look for the following in the ligt of vaues:
"RedrictGuestAccess REG_ DWORD: 0x1". If thisvalue dready exigts, then thisis aready
implemented. If this value dready exists but is not Ox1, double click on the item and go to step
9.
6) Sdlect Edit -> Add Vaue... from the Registry Editor main menu.
7) Inthe Add Vaue window, type in "RestrictGuestAccess' for the Vaue Name, and sdect
"REG_DWORD" asthe Data Type.
8) Click the OK button when done in the Add Vaue window.
9) Typein"1" and then click the OK button when done in the DWORD Editor window.
Notes: The machine must berestarted for this changeto take effect.
Steps to prevent unauthorized access to Application event log:
1) Select Start -> Run.
2) Typein regedt32 and click the OK button.
3) In the Registry Editor window, select the HKEY _LOCAL_MACHINE treeif not
aready selected.
4) Sdect SY STEM \CurrentControl Set\Services\EventL og\A pplication
fromthe tree HKEY _LOCAL_MACHINE.
5) Look for the following in the list of values:
"RedrictGuestAccess REG_DWORD: 0x1". If thisvaue dready
exigs, then thisis dready implemented. If this vaue aready
exigts but is not Ox1, double click on the item and go to step 9.
6) Sdlect Edit -> Add Vaue... from the Registry Editor main menu.
7) Inthe Add VVaue window, type in "RedrictGuestAccess' for the Vaue
Name, and sdect "REG_DWORD" asthe Data Type.
8) Click the OK button when done in the Add Vaue window.
9) Typein"1" and then click the OK button when done in the DWORD
Editor window.

Notes. The machine must be restarted for this change to take effect.

Scheduling Priority Privilege

Remove rights to this privilege from al users and groups except administrators to prevent users
from dtering the norma scheduling of tasks.
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Steps:
1) Sdlect Start -> Programs -> Administrator Tools(Common) -> User Manager.
2) From the User Manager window, under Policies, select User Rights.
3) At the bottom of the User Rights Policy window, check the checkbox for
Show Advanced User Rights.
4) From the pull down menu located next to "Right:", select
"Increase Scheduling Priority”.
5) For dl users EXCEPT the adminigirators, select the user to highlight
them and then click the Remove button.
6) Click the OK button and exit the User Manager.

Closing Open Echo Port

Prevent malicious users from utilizing an open echo port in a DoS attack.

Steps.

1) From Windows explorer, open the following file:
CA\WINNT\system32\driversietc\Services using any editor such as Notepad.

2) Place a'# character in front of the 2 lines that have echo as their service name.

Closng Open Chargen Port

Prevent mdicious users from utilizing a chargen port in a DoS atack.

Steps:

1) From Windows explorer, open the following file: CA\WINNT\system32\drivers\etc\Services
using any editor such as Notepad.

2) Place a'# character in front of the 2 linesthat have chargen astheir service name.

Auditing Successful L ogons

Enable the auditing of successful logons using the NT system manager.
Steps:

1) Login as an adminigtrator.

2) Sdlect Start -> Programs -> Adminigrator Tools-> User Manager.

3) Sdect Policies-> Audit from the menu bar in the User Manager window.
4) Select "Audit These Events' radio button.

5) Sdect the "Success' check box for "Logon and Logoff".
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Auditing Successful Shutdowns
Enable the auditing of successful shutdowns using the NT system manager.

Steps.

1) Login as an adminigrator.

2) Sdlect Start -> Programs -> Adminigtrator Tools (Common) -> User Manager.
3) Sdect Policies-> Audit from the menu bar in the User Manager window.

4) Sdlect "Audit These Events' radio button.

5) Sdlect the "Success' check box for "Restart, Shutdown, and System” .

Auditing Successful Security Policy Changes

Enable the auditing of successful security policy changes using the NT system manager.
Steps.

1) Login as an adminigirator.

2) Sdect Start -> Programs -> Adminigrator Tools (Common) -> User Manager.

3) Sdect Policies -> Audit from the menu bar in the User Manager window.

4) Sdlect "Audit These Events' radio button.

5) Sdlect the "Success' check box for " Security Policy Changes'.

Auditing Successful User/Group Changes

Enable the auditing of successful user and group management changes using the NT system
manager.

Steps:

1) Login as an adminigrator.

2) Sdect Start -> Programs -> Adminigrator Tools (Common) -> User Manager.

3) Sdect Policies-> Audit from the menu bar in the User Manager window.

4) Sdect "Audit These Events' radio button.

5) Select the "Success' check box for "User and Group Management”.

Auditing Unsuccessful User/Group Changes

Enable the auditing of unsuccessful user and group management using the NT system manager.
Steps.

1) Login as an adminigtrator.

2) Sdect Start -> Programs -> Adminigrator Tools (Common) -> User Manager.
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3) Sdect Policies -> Audit from the menu bar in the User Manager window.
4) Sdlect "Audit These Events' radio button.
5) Select the "Failure’ check box for "User and Group Management”.

Auditing Unsuccessful File/Object Accesses

Enable the auditing of unsuccessful file/object accesses using the NT system manager.
Steps:

1) Login as an adminigrator.

2) Sdect Start -> Programs -> Adminigtrator Tools (Common) -> User Manager.

3) Sdect Policies -> Audit from the menu bar in the User Manager window.

4) Sdlect "Audit These Events' radio button.

5) Sdect the "Failure" check box for "File and Object Access'.

Auditing Unsuccessful L ogons

Enable the auditing of unsuccessful logons using the NT system manager.

Steps:

1) Login as an adminigrator.

2) Sdect Start -> Programs -> Adminigrator Tools (Common) -> User Manager.
3) Sdect Policies -> Audit from the menu bar in the User Manager window.

4) Sdect "Audit These Events' radio buiton.

5) Sdect the "Failure" check box for "Logon and Logoff".

Auditing Unsuccessful Process Tracking
Enable the auditing of unsuccessful process tracking using the NT syster manager.

Steps:

1) Login as an adminigrator.

2) Sdlect Start -> Programs -> Administrator Tools (Common) -> User Manager.
3) Sdect Policies -> Audit from the menu bar in the User Manager window.

4) Sdlect "Audit These Events' radio button.

5) Sdect the "Failure’ check box for "Process Tracking'.

Auditing Unsuccessful Restarts

Enable the auditing of unsuccessful shutdowns using the NT system manager.
Steps.

1) Login as an adminigirator.

2) Sdect Start -> Programs -> Adminigrator Tools (Common) -> User Manager.
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3) Sdect Policies -> Audit from the menu bar in the User Manager window.
4) Sdlect "Audit These Events' radio button.
5) Sdect the "Failure" check box for "Restart, Shutdown, and System'.

Auditing Unsuccessful Security Changes

Enable the auditing of unsuccessful security policy usng the NT system manager.
Steps:

1) Login as an adminigtrator.

2) Sdect Start -> Programs -> Adminigtrator Tools (Common) -> User Manager.

3) Sdect Policies-> Audit from the menu bar in the User Manager window.
4) Sdlect "Audit These Events' radio button.
5) Sdlect the "Failure" check box for " Security Policy Changes'.

Auditing Unsuccessful Users Rights Usage

Enable the auditing of unsuccessful user rights use through the NT system manager.
Steps:

1) Login as an adminigrator.

2) Sdlect Start -> Programs -> Adminigtrator Tools (Common) -> User Manager.
3) Sdect Policies -> Audit from the menu bar in the User Manager window.

4) Sdlect "Audit These Events' radio button.

5) Sdect the "Failure’ check box for "Use of User Rights'.

Auditing Unsuccessful User and Group M anagement

Enable the auditing of unsuccessful user and group management, using the NT system manager.
Steps:

1) Login as an adminigrator.

2) Sdect Start -> Programs -> Adminigtrator Tools (Common) -> User Manager.

3) Sdect Policies-> Audit from the menu bar in the User Manager window.

4) Sdect "Audit These Events' radio button.

5) Select the "Success' check box for "User and Group Management”.
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