	MAGTF Staff Training Program’s Network Information Sheet

The following information is required to build new Classified and Unclassified accounts for MSTP.

	1. NAME (Last, First, MI):


	2.  RANK/GRADE/SSN:

	3.  PHONE NUMBER:


	4.  TITLE:  

	5. OFFICE LOCATION: (Check one)

(     )   Barrett Hall                     (     )   BSTF               (    )   OTHER  _________________________________



	PERSONNEL

	6. CHECK ONE:  

         (     )   Military        (     )  Government Service       (     )   Contractor       (     )   Other:   __________________



	Justification: 

_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

	ACCOUNT TYPE

	(     )   NIPRNET              (       )   SIPRNET                    (If this is a temporary account, please complete the next two items)

a. Date of Account Activation: _______________________ (required to initiate account)

b. Date Account is to be Terminated: __________________ (required to initiate account)



	OFFICE USE ONLY

	Designated Approving Authority (DAA) or Security Manager approval:

Signature:                                                                         Date:



	SIGNATURES

	“I have read and understand MSTP’s “NIPRNET” Statement of Use” Agreement,  (Encl #1)

Signature:                                                                          Date:

“I have read and understand MSTP’s “SIPRNET”  Statement of Use” Agreement, (Encl #2)

Signature:                                                                          Date:

	Security Clearance Verified 

Signature:                                                                          Date:



	Account Created By

Signature:                                                                          Date: 




 NIPRNET Statement of Use

1. Scope:

This document applies to all personnel requiring access to the DOD Unclassified but Sensitive (N) Internet Protocol Router Network (NIPRNET).  MSTP is connected to the DOD NIPRNET through an unclassified base wide distribution system which includes all MSTP local and remote client workstations, servers, personnel computers, and communication systems.  The purpose of this document is to outline user responsibilities with regard to implementation and access to the DOD NIPRNET.   

This information and procedural outline is in addition to - and not in lieu of - other regulations and laws pertaining to proper use and protection of government property and the handling of classified information and other information requiring protection.

2. General:

a. NIPRNET is not authorized to process classified information.

b. Use of NIPNET (or any other DOD-interest information system) constitutes consent to being monitored at all times.

c. Users must notify Tech Support of changes or reassignment within or separation from MSTP so that their account may be adjusted accordingly.  Failure to do so may result in summary closure of the account.

d. Users must report to Tech Support any security problems or anomalies encountered while using NIPNET.

e. No software may be installed on any NIPRNET processor without prior approval of Tech Support.  (see listing of approved software for titles that may be installed by users)

3. Logon / Passwords:

a. Your username / account ID consists of LastnameFIMI, e.g. SmithJW for Maj John W. Smith.

b. Passwords must be eight or more characters long and include both letters and numbers.

c. Users will change their passwords no less frequently than every 90 days.

d. Users will not divulge their passwords to any other individual – neither Tech Support nor any one else needs your password to do his or her job.

4. Computer Viruses

All computer storage media, regardless of origin shall be scanned – using approved virus detection software – prior to use.

Upon detection of a virus, users shall immediately:

1. Attempt to repair infected document.

2. Discontinue operations with the infected system if file cannot be repaired.

3. Notify Tech Support.

4. Collect all removable media that had been used on the infected system.

SIPRNET Statement of Use

1.
Scope:  







Initial:____
This document applies to all personnel with access to DOD’s Secure Internet Protocol Router Network (SIPRNET).  MSTP is connected to the DOD SIPRNET through a classified base wide distribution system which includes classified MSTP local and remote client workstations, servers, personnel computers, and communication systems.  The purpose of this document is to outline user responsibilities with regard to implementation and access the DOD SIPRNET.









2.
General:







Initial:____
These procedures are in addition to - and not in lieu of - other regulations and laws pertaining to proper use and protection of government property and the handling of classified information and other information requiring protection.

a.  SIPRNET is authorized to process classified information up to, and including U.S. SECRET.


b.  All SIPRNET users shall be minimally cleared for access to SECRET information.


c.  SIPRNET is not authorized to process TOP SECRET information.  SIPRNET users must notify MSTP Information Systems Security Manager (ISSM) immediately when they observe such data on the system.


d.  Use of SIPRNET (or any other DOD-interest information system) constitutes consent to being monitored at all times.


e.  Users will notify MSTP’s ISSM of any changes regarding billet or personnel reassignments so the appropriate user account may be adjusted.  Failure to do so will result in summary closure of the account.


f.  Users must notify MSTP’s ISSM to close the account prior to departure from the command.


g.  Users shall not:



1.  Relocate SIPRNET equipment outside the approved operating area.



2.  Add to, or alter SIPRNET equipment or connections.

3.  Connect a workstation or client simultaneously to SIPRNET and any other system - regardless of the classification level.



4.  Copy proprietary software to any non-SIPRNET system.


h.  SIPRNET storage media and workstations must be classified (and appropriately marked by the user).  Prior to release from U.S. SECRET control, they must either be re-graded by an approved process, or destroyed by an approved process.


i.  SIPRNET users must report to MSTP’s ISSM any security problems or anomalies encountered while using SIPRNET.


j.  No software may be installed on any SIPRNET processor without prior approval of the MSTP’s ISSM.

3.
User Account (users-id) and Log-on passwords:
Initial:____
Each SIPRNET user is personally responsible for protecting and properly using the SIPRNET user-id and password issued to them.  Users must change their password at least every 90 days or when directed by an appropriate authority.  Passwords may not be likely words or personal names.  Passwords must contain a mix of at least eight alphanumeric characters (at least one of which must be a numeric character).  Further guidance on selection of log-on passwords will be furnished by MSTP’s ISSM.


a.  SIPRNET log-on passwords are classified U.S. SECRET.  SIPRNET user-ids are unclassified.  The purpose of accounts is to control access, and maintain individual accountability of the use of SIPRNET resources.  Therefore, users shall not:



1.  Use any means other than their own assigned user-id and password to access SIPRNET.

2.  Divulge their log-on password to any other individual (regardless of there level of clearance or need-to-know).



3.  Surrender physical control of a SIPRNET processor or operational workstation without first completely logging off.


c.  Upon termination of a user’s access to SIPRNET for any reason (transfer, discharge, reassignment, or temporary or permanent withdrawal of security clearance), the account will be disabled, not eliminated.  After a period of time, determined by the ISSM (six months recommended), the ISSM will review those disabled accounts and eliminate those no longer required for contingency purpose.

4.
Labeling and release of output data:


Initial:____
SIPRNET cannot be trusted to separate or identify data by security classification, nor to apply correct security markings to output or hard copy, computer screens, or computer media.  

Therefore:

a.  All printed SIPRNET output must be protected as U.S. SECRET until the user (or someone knowledgeable about the data) reviews it to determine the actual classification, and protected required.


b.  Private communication (e.g., “limited distribution”, “personal for”) will be divulged only in accordance with regulation.


c.  All SIPRNET magnetic media (media used for any reason on a SIPRNET system) must be marked U.S. SECRET - regardless of the implied classification of information contained therein.  However, a write-protected floppy (marked U.S. CONFIDENTIAL, or unclassified) may be used for read-only purpose and still retain its original classification marking.


d.  All removable magnetic media (including unclassified) which is present in an office or area where a SIPRNET system is in operation must be clearly marked with appropriate security markings - even if not used on SIPRNET.  These labels are essential for positive identification of classified media, and to preclude unintended contamination of unclassified media with classified media or processors.

5.
Computer viruses:






Initial:____

a.  All computer storage media, regardless of origin, shall be scanned - using approved virus detection software - prior to use on SIPRNET.


b.  On detection of a virus on SIPRNET, users shall immediately:

1.  Attempt to repair infected document

2.  Discontinue operations with the infected system, if file cannot be repaired.



3.  Notify the ISSM.



4.  Collect and secure all removable media which may have been used on the infected system.



5.  Await further instructions from the ISSM.

6.
Statement of Understanding:




Initial:____
a.  I acknowledge reading and understanding this security briefing and shall comply.


b.  I understand failure to enforce these procedures may cause:



1.  Degrading of the operational capability of the command.



2.  Compromise of classified information.


c.  I understand my violation may result in:



1.  Suspension or terminations of my SIPRNET access privileges.



2.  Criminal prosecution under United States Code, or Uniformed Code of Military Justice.



3.  Administrative action against me including termination of civilian employment.



4.  Revocation of my clearance.
