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                                                 5 Apr 04

From:  Security Manager, MAGTF Training Program (MSTP)

To:    MSTP Participants

Subj:  MAGTF Staff Training Program (MSTP) Training Support Package (TSP) Security Plan

Ref:   (a) SECNAVINST 5510.36

       (b) SECNAVINST 5510.30A

1.  General

a.  III MEF will be hosting and participating in a MAGTF Staff Training Program (MSTP) Training Support Package is being conducted in preparation for UFL 04.  The overall classification of this training evelution will be SECRET US AND ROK ONLY.  There will be specified work spaces with SECRET US ONLY information requiring additional security measures.  Access will be controlled utilizing badges as a visual indicator of authorized level of access.

b.  All participants are responsible for the classified material generated in their areas along with additional measures as outlined in this plan.  


c.  A security force will control access to the compound.   Personnel with security clearances will enforce the protection of classified information within the areas were classified material is being held.  


d.  All paper products with textual information on it, be it a hand written note, generated off a printer, or photo copied, and is no longer needed, will be placed in a burn bag for destruction.  This to minimize classified information from being inadvertently placed inside a trashcan (i.e. No paper products are to be placed into a trash can reguardless of classification).

2.  Open Storage 


a.  There will be two established classified networks residing in the buildings used for the conduct of this training; Secret Internet Protocol Network (SIPRNET) and Republic of Korea (ROK) Internet Protocol Network (RIPRNET).  SIPRNET is a SECRET US ONLY network while the RIPRNET is a SECRET US AND ROK ONLY network.  Due to the clasification of these networks, the clasified products to be used during the training, and the classified conversations that will take place, there is need to establish security measures for Open Storage.


b.  Open Storage will be limited, in scope.  All loose paper and magnetic media products (floppy disks, Zip disks, CD-ROMS, …), regaurdless of classification, will be gathered up at the end of the work day.  Classifed paper and magnetic media will be secured in a GSA-approved container while unclassified paper and magnetic media will be neatly stowed.  The containts of all Burn Bags will be shredded at the end of the work day.  Classified maps can remain on the walls due to the bulkiness of these products.  

3.  Physical Controls

a.  The compound will consist of a single Entry Control Point (ECP).  Personnel who man the ECP for the whole compound do not require an active security clearance.  The III MEF Security Manager will provide the ECP’s with an access binder containing the security clearances of participating personnel.  Only personnel in the access binder will be permitted entry.  Exception to this policy is General and Flag Officers do not require verification of their security clearance.


b.  The ECP will be established, on or about 14 June and be de-established on or about 03 April.  Close coordination with the III MEF Security Manager on these actual dates will be required.


c.  Some of the ECP responsibilities will be:


    (1) Providing badges to those authorized access.


    (2) To ensure the appropriate badges are presented when accessing the compound.


    (3) Search all bags that are departing the compound looking for classified information and ensuring it is properly secured for transportation.


    (4) If couriering classified material, the courier must present authorization letter from the command, or a valid courier card.


    (5) Remind all personnel entering the compound that cell-phones are not authorized inside.  Collect and manage all cell phones coming into the compound.  One method would be to place the cell phones within a “pigeon hole” devise.  

4.  Classified Material Handling
a.  Working Papers.  The majority of classified information produced during the TSP will be in the form of working papers.  Working papers include classified notes and similar items that are not finished documents.  Working papers include hardcopy output or magnetic media.  All classified materials will use an appropriate cover sheet or cover folder indicating the level of classified information the is being carried.  All working papers will be collected after working hours and placed inside a GSA-approved container.  Originators of working papers must:

(1) Dated when created.

      
(2) Conspicuously marked "Working Paper" on the first page in letters larger than the text.

      
(3) Marked centered top and bottom on each page with the highest overall classification level of any information they contain.

     b.  Classified Note Taking.  MSTP personnel, along with participants, will be taking classified notes.  The following procedures for classified note taking are as follows:

(1) Stenographic notebooks will only be used for classified notes.  The front and back cover will be marked, centered top and bottom, SECRET US AND ROK ONLY.  Name of user and date when first used will be placed on the front.  

(2) These classified stenographic notepads will be collected at the end of the day and places inside a GSA approved container.  In the morning, they will be returned to the originator.

(3) Transporting these notebooks will be in accordance with the SECNAVINST 5510.30A and additional procedures identified in this document.  

(4) If a classified stenographic notepad is no longer needed, the used notepad papers will be removed and destroyed.   


c.  Magnetic media.  All magnetic media (floppy disks, Zip disks, CD-ROMS, …) being utilized within the compound will be marked with a sticker indicating the level of information it retains; Green UNCLASSIFIED or Red SECRET.  All magnetic media that is generated from a RIPRNET PC, will have a SECRET sticker with "RELROK" written on the sticker.  This will assist in identifying which SECRET media is US ONLY and RELROK. 

5. Destruction of Classified Materials.  Personnel generating working papers are responsible for their classified material destruction.  Burn bags and paper shredders will be used for the daily destruction of classified working papers and unclassified information.  Under no circumstances will anyone besides designated personnel from the CMCC destroy a controlled classified document.  All written paper products, regardless of classification, will be placed in a burn bag.

6.  Transport / Transfer of Classified Materials


a.  On-island



(1) For those who must conduct on-island transportion of classifeid material, in or out of the MSTP compound, the classified material must be double wrapped (a breifcase can be used as the outer wrapping), the inner wrapping indicating the level of classifeid material being couried, and the courier must have written authorization from his / her command or possess a valid courier card.



(2) For those who wish to have their classified notes transferred to an on-island command, but do not have the required pre-requisites to transfer classified material, the III MEF CMCC will assist in collecting and transporting those indentified classified materials.


b.  Off-island.  No classified material will be couried off-island.  The III MEF CMCC will assist in collecting and mailing those indentified classified materials off-island.

Classified Material Handling Procedures

(Hardcopy Output, Magnetic Media and Working Papers)

·   OICs are responsible for the classified material generated.

·   OICs are responsible for controlling classified material in their designated areas.  Classified materials will be consolidated and not left adrift.

· All classified output identified for destruction will be brought to the MSTP Duty Officer destruction daily.

· The MSTP Duty Officer will store classified material in the burn-bags or be immediately shredded.

· The MSTP Duty Officer will supervise the working party which will destroy all classified material daily.

· All Working papers will be held to a minimum, labeled with the date of creation, marked “working papers” and marked with the appropriate classification level centred top and bottom of each page.

· Working papers retained for the exercise will be destroyed and will be sanitized at ENDEX.




      Enclosure (1)


VALIDATION FORM FOR

SANITIZATION, DESTRUCTION AND SHIPMENT OF CLASSISIFED INFORMATION
Per the reference, sanitization, destruction, and proper shipment of 

classified hardcopy output, magnetic media and automated information systems devices has been validated.  The area identified to support the Training Support Program (TSP)03 is cleared of all classified materials. 

----------------------------------------------------------------------

ISSM’s Signature




SSN



  Date


MSTP Duty Officer’s Signature
     SSN


       Date

III MEF Security Managder’s Signature
SSN  


  Date

III MEF CMCC’s 
Signature
SSN  


  Date

The III MEF Classified Material Control Custodian (CMCC) will provide security shipping and transfer requirements per the references._













Enclosure (2)

SECURITY INTERNAL REVIEW









YES
NO
N/A

1.  Have the duties and responsibilities been defined 

in writing?




_  __
____
____

Comments: _________________________________________________

2.  Is there an up-to-date appointment letter in-place? 

     







_  __
____
____

Comments: _________________________________________________

3.  Do the duties and responsibilities of

     the ADPSSO include:

A. Acting as the focal point for      

all security matters for the ADP

systems assigned?




_  __
____
____ 

  
Comments: _________________________________________________

B. Executing the ADP Security Pro-

gram as it applies to the assigned

ADP systems including preparing the 

accreditation support documentation?

_  __
____
____

Comments: _________________________________________________

C. Maintaining an inventory of all 

hardware, system software and major

functional application systems?


_  __
____
____

Comments: _________________________________________________

D. Monitoring system activity (e.g.,

identification of the levels and 

types of data handled by the ADP

systems, assignment of passwords,

review of audit trails, etc.) to

ensure compliance with security

directives and procedures?


_  __
____
____

Comments: _________________________________________________
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YES
NO
N/A

E. Maintaining liaison with remote

facilities served by the ADP sys-

tems to ensure compliance with 

applicable security requirements?


_  __
____
____

Comments: _________________________________________________

F. Maintaining liaison with remote

facilities served by the ADP

system to ensure that a Terminal

area Security Officer (TASO) is 

designated by the served activity

where applicable? 




_  __
____
____

Comments: _________________________________________________

G. Conducting and documenting risk

assessments for the assigned ADP

systems?





_  __
____
____

Comments: _________________________________________________

H. Contributing to the Activity ADP

Security Plan with regard to the 

assigned ADP systems?



____
____
____

Comments: _________________________________________________

I. Supervising, testing, and moni-

toring, as appropriate, changes

in the ADP system affecting the

ADP activity posture?



_  __
____
____

Comments: _________________________________________________

J. Implementing appropriate counter-

measures required by directive or 

determined cost effective?


_  __
____
____

Comments: _________________________________________________

K. Assisting the ADPSO in Imple-

Menting a comprehensive Activity

ADP Security Program?



_  __
____
____

Comments: _________________________________________________
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YES
NO
N/A

L. Developing and annually testing

contingency plans for the 

assigned ADP systems?



_  __
____
____

Comments: _________________________________________________

M. Monitoring ADP procurements for

security impact to ensure com-

pliance with security re-

quirements for the assigned

ADP systems?




_  __
____
____

Comments: _________________________________________________

4.   Is this system accounted for on the ADPSO’s

Activity Accreditation Schedule (AAS) of the 

ADP Security Plan?




_  __
____
____

Comments: _________________________________________________

5. Has a risk assessment (Figure E-1) in OPNAVINST 5239.1A)

been completed on this system?



_  __
____
____

Comments: ____________________________________________________

6. Have Security Operating Procedures been

developed for this system?



_  __
____
____

Comments: ____________________________________________________

7. Has the DAA or designated representative

determined if a risk assessment is required?

_  __
____
____

Comments: ____________________________________________________

8. If a risk assessment is required, has the 

risk assessment been performed?



____
____
_  __

Comments: _                              ____________________________________

9.
Has contingency planning been addressed? 

_  __
____
____

Comments: ____________________________________________________
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YES
NO
N/A

10. If a contingency plan has been developed,

is it tested at least annually? 



____
____
_  __

Comments: ____________________________________________________

11. Are users of the system trained/briefed on

command computer security policy and prce-

dures and computer security practices of this

system? 






_  __
____
____

Comments: ____________________________________________________

12. Is the system operated within

the manufacturer’s optimum

temperature and humidity range

specifications? 





_  __
____
____

Comments: ____________________________________________________

13. Is adequate lighting installed? 



_  __
____
____

Comments: ____________________________________________________

14.
Is emergency lighting installed?



_  __
____
____

Comments: ____________________________________________________

15. Are periodic checks made of the 

emergency lighting? 




_  __
____
____

Comments: ____________________________________________________

16. Are voltage regulators or other

electronic devices to prevent 

serious power fluctuations installed? 


_  __
____
____

Comments: ____________________________________________________

17. Are cleaning procedures and schedules

established and adhered to? 



_  __
____
____

Comments: ____________________________________________________

18. Is and ADP representative present

during cleaning operations? 



_  __
____
____

Comments: ____________________________________________________
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YES
NO 
N/A

19. Are false ceilings checked fre-

quently for leaks or seepage? 



_  __
____
____

Comments: ____________________________________________________

20. Is plastic sheeting available to 

protect the system from possible

water damage? 





_  __
____
____

Comments: ____________________________________________________

21. Do employees receive periodic

training in the following areas?

A.  Power startup and shutdown

procedures? 





_  __
____
____

Comments: ____________________________________________________

B. Operation of fire detection

and alarm systems? 




_  __
____
____

Comments: ____________________________________________________

C. Operation of fire suppression

equipment? 





_  __
____
____

Comments: ____________________________________________________


D.  Building evacuation procedures? 


_  __
____
____

Comments: ____________________________________________________

22. Are a sufficient number of carbon

dioxide or Halon portable fire

extinguishers easily accessible and 

within 50 feet of the ADP equipment? 


_  __
____
____

Comments: ____________________________________________________

23. Are the fire extinguishers reg-

ularly inspected and maintained? 



_ ___
____
____

Comments: ____________________________________________________

24. Is automatic smoke/fire detection

equipment installed? 




_ ___
____
____

Comments: ____________________________________________________
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YES 
NO
N/A

25. Are physical access control implemented

for this system? 





____
____
____

Comments: ____________________________________________________

26. Are the access controls and procedures

adequate for the level of data processed? 

____    ____
____

Comments: ____________________________________________________

27. If software contained on this system

has been developed by a Central Design Agency

(CDA) has it been formally certified by

the Application Program Manager? 


____
____
___

Comments: ____________________________________________________

28. Is an authorized access list documenting

authorized system users posted on or near

the system? 





____
____
____
Comments: ________________ ____________________________________

29. If software run on this system is vendor-

supplied, do users abide by copyright

agreements? 





____
____
____

Comments: ____________________________________________________

30. If the system processes Level II data:

A. Are magnetic media and/or hardcopy output

containing Level II data marked externally

with the appropriate markings (e.g., “For 

Official Use Only,” Privacy Act Data),

purpose, and date of creation? 


____
____
____

Comments: ______________________________________________

B. Are magnetic media containing

Level II data stored in locked

containers when unattended? 


____
____
____

Comments: ______________________________________________
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YES 
NO
N/A

C. If this ADP System has more than

one user:

1. Is a manual or automated audit

trail maintained? 



____
____
____

Comments: ___________________________________________

2. Does the audit trail contain,

at a minimum, operator’s name,

file name created or accessed,

and date/time? 



____
____
____

Comments: ___________________________________________

31. If the ADP processes Level I data:

A. Has a TEMPEST Vulnerability

Assessment Request (TVAR) been

Submitted? 




____
____
____

Comments: ______________________________________________

B. Does the TVAR represent the

current equipment configuration? 

____
____
____

Comments: ______________________________________________

C. Has an Instrumented TEMPEST Survey

(ITS) been performed? 



____
____
____

Comments: ______________________________________________

D. If any recommendations were

made as a result of the ITS,

have they been implemented? 


____
____
____

Comments: ______________________________________________

E. If the remote devices are located out-

side the system’s control area:

(1) Has a Protected Wire Distribution

System (PWDS) been implemented? 

____
____
____

Comments: ___________________________________________
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YES
NO
N/A

(2.) Has the PWDS been approved by

Naval Electronic Systems Sec-

Urity Engineering Center (NESSEC)? 
____
____
____

Comments: ___________________________________________

F. Are working papers containing

classified information marked

with:

(1) Date of creation? 



____
____
____

Comments: ___________________________________________

(2) Highest classification of any

information contained in the 

product? 




____
____
____

Comments: ___________________________________________

G. Are printed listings containing

classified information marked with

the security classification on the 

top and bottom of each page? 


____
____
____

Comments: ______________________________________________

H. Are all magnetic media ex-

ternally marked with:

(1) The overall security classi-

Fication? 




____
____
____

Comments: ___________________________________________

2. Special access restrictions? 

____
____
____

Comments: ___________________________________________

3.  A permanently assigned identi-

fication/control number? 


____
____
____

Comments: ___________________________________________

I. Is magnetic storage media

declassified and disposed of as 

required by OPNAVINST 5510.1H? 

____
____
____

Comments: ______________________________________________
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YES 
NO
N/A

J. Is classified ADP magnetic media

handled, controlled, and accounted

for properly as required by 

OPNAVISNT 5510.1H? 



____
____
____

Comments: ______________________________________________

K. If data is stored on the ADP

system hard disk, is the area

approved for open storage of 

the highest level of data stored

on the disk and/or are approved

sanitization procedures followed? 

____
____
____

Comments: ______________________________________________

L. If the system has more than one

user:

1. Is a manual or automated

audit trail maintained? 


___
____
____

Comments: ___________________________________________

2. Does the audit trail contain,

at a minimum, the operator’s

name, file name created or 

accessed, and the date/time? 


____
____
____

Comments: ___________________________________________
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ADDITIONAL OR AMPLIFICATION OF COMMENTS
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