


Enclosure 4  (Information Technology Support Plan) to III MEFEX 04 MOU

INFORMATION TECHNOLOGY SUPPORT PLAN

1. Purpose.  This enclosure defines the support requirements for the conduct of the Warfighting Seminar and OPT support instruction, OPT practical exercise, and CPX phases of III MEFEX 04. 

2. Warfighting Seminar (26-30 April 04)
a. MSTP.  Provide equipment stated below (Task 4-1): 

(a) (15) workstations with classified hard drives (5 SIPRNET, 10 RIPRNET).  Note: a CMCC account number and address will be required from III MEF in order to ship classified hard drives from Quantico to (Camp Courtney, Okinawa, Japan)

(b) (3) Unclass workstations for use by the MSTP Director, Deputy Director, and Operations Officer.

(c) (4) Printers. ((2) Color, (2) Black and White)

(d) (1) Technician to support IT requirements for MSTP during the Seminar and the Practical Application.

(e) (2) workstations, (2) projectors, (2) projector screens, and a sound system with microphone capable of classified communications. 

b. III MEF.  Provide equipment, workspace, capabilities described below (Task 4-2):

(a) (10) RIPRNET drops and IPs in Bldg 4314  by 23 April 04.

(b) (5) SIPRNET drops and IPs in Bldg 4314  by 23 April 04.

(c) (15) NIPRNET drops and IPs in Bldg 4314 by 23 April 04.

(d) (6) Class A DSN telephones in Bldg 4314 by 23 April 04.

(e) (1) STU-III telephone with SECRET key.
(f) (1) Copier in Bldg 4314.

(g) Access to classified reproduction facilites.

(h) (15) DSN PIN’s for access to DSN calls from billeting. (These will be used by the team for the duration of the exercise)

3. OPT Practical Application (3-13 May 04)

a. MSTP.  Provide personnel and equipment described below (Task 4-3):

(a) (15) workstations with classified hard drives (5 SIPRNET, 10 RIPRNET).  Note: a CMCC account number and address will be required from III MEF in order to ship classified hard drives from Quantico to Camp Courtney, Okinawa, Japan.

(b) (3) Unclass workstations for use by the MSTP Director, Deputy Director, and Operations Officer.

(c) (4) Printers. ((2) Color, (2) Black and White)

(d) (1) Technician to support IT requirements for MSTP during the OPT.

b. III MEF.  Provide equipment, work space, and capabilities described below (Task 4-4):

(1) MSTP will require a team work space and a separate work space at each of the OPT planning spaces capable of processing classified information.  

(2) Support and equipment listed below in addition to the items listed in TASK 4-2:

(a) (1) class A telephone with STU-III at each MSC and III MEF OPT Space. 

(b) (1) NIPRNET Drop and IP at each MSC and III MEF OPT Space.

(c) Access to a dedicated SIPRNET workstation at each MSC and III MEF OPT Space.

(d) Access to a dedicated RIPRNET workstation at each MSC and III MEF OPT Space.

(e) Access to printers for the SIPRNET and RIPRNET workstations.

(f) (1) unclassified workstation, (1) projector, (1) projector screen for MSTP classes during OPT. 

4. Command Post Exercise (28 June 04 – 02 July 04)

a. MSTP’s Technical Support advance party will arrive at Camp Courtney on 14 June 04.  III MEF ensure the III MEF Simulation Center (Building 4313/4314/4316) is open and set up per the Simulation Control Plan (Task 4-5).   

b. III MEF

(1) Provide the support and equipment listed below in support of MSTP operations at III MEF from 14 June 04 – 02 July 04 (Task 4-6). 

(a) Exercise-related Naval messaging in support of exercise Comm. Center Operations.  MSTP requires DIRLAUTH for all Comm. Center Operations.

(b) One KG-194 with power supply and cables.

(c) One Class C address and ASN for RIPRNET use.  RIPRNET Class C address spaces must be registered with the gateway used during III MEFEX 04.  EIGRP Routing protocol will be used to support III MEFEX 04.  III MEF will provide the Class C Address Space and the Autonomous System Number (ASN) for the exercise NLT 26 Apr 04.

(d) Twenty-two telephones capable of classified communications with MEF, MSC’s and Quantico.  Distribution as follows:  seventeen within the III MEF Simulation Center (Bldg 4313/4314/4316); two at the MSTP work space established at the III MEF command post (CP); one each at the MSTP work spaces established at 3rd MarDiv, 1st MAW, and 3rd  FSSG CPs.  Exact locations within these sites are to be determined.

(e) Four RIPRNET drops at the MSTP work space established at the III MEF CP, two each at the MSTP work spaces established at 3rd MarDiv, 1st MAW, and 3rd FSSG CPs. 

(f) TBMCS remote station in MSTP workspace at the MAW CP.

(g) 1 NIPRNET drop at each MSC MSTP workspace.

(h) Fourteen DSN/Class A phone lines in the III MEF Simulation Center (Bldg 4313/4314/4316).

(i) Two Copy Machines cleared to reproduce classified material in Bldg 4313/4314/4316.

(j) Two Copy Machines for reprodution of unclassified material in Bldg 4313/4314/4316.

(k) (30) NIPRNET IP addresses and drops.

(l) (10) SIPRNET IP addresses and drops

(2) III MEF shall publish the doctrinal C4I architecture reflecting itself, MSCs and response cells as appropriate to support all C4I requirements during III MEFEX 04 CPX NLT 26 April 04 (Task 4-7).

(3) III MEF will provide the Information Services Directory (ISD) to MSTP NLT 20 June 04 (Task 4-9).
5. AAR (6 July).   MSTP will provide two classified workstations, two projectors, two projector screens, and a sound system with microphone capable of classified communications in the venue designated for the After Action Review (AAR) on 6 July 04 (Task 4-8).  
Task Recapitulation

MSTP

4-1:
Provide equipment for Warfighting Seminar.

4-3:
Provide personnel and equipment for OPT Practical Application.

4-8:
Provide support and equipment for AAR on 6 July 04.
III MEF

4-2:
Provide equipment, workspace, and capabilities for Warfighting Seminar.
4-4:
Provide equipment, workspace, and capabilities for OPT Practical Application.

4-5:
Ensure the III MEF Simulation Center (Buildings 4313/4314/4316) is set up per diagrams in the Simulation Control Plan NLT 14 June 04.

4-6:
Provide support and equipment for CPX 14 June 04 – 02 July 04.
4-7:
Publish doctrinal C4I architecture NLT 26 April 04.

4-9: 
III MEF will provide the Information Services Directory (ISD) to MSTP NLT 20 June 04 (Task 4-9).
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