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Enclosure 3 (Exercise Security) to II MEF FWD MRX 05 MOU

EXERCISE SECURITY

Ref:
(a) SECNAVINST 5510.36 CH-2, Department of the Navy Information Security Program (ISP) Regulation of Jan 2001 


(b) MCBO P5510.1B, Department of the Navy Information and Personnel Security Program of Dec 2001


(c)  SECNAVINST 5510.30A, Department of the Navy Personnel Security Program of March 1999
Purpose:  To identify security responsibilities for II MEF FWD MRX 05.  

1. Warfighting Seminars, MRX and AAR.
a. All events will be held at the SECRET level.

b. NLT 24 Sep 04, II MEF will publish an Exercise Security Plan for the entire II MEF FWD MRX 05 (Task 3-1).

c. NLT 2 Sep 04, MSTP will provide visit requests to II MEF Security Manager via Joint Personnel Adjudication System (JPAS). (Task 3-2).

2.  All MRX Events
a.  NLT 4 Oct 04, II MEF will ensure all MSTP locations are available for operations and meet physical security standards according to Ref (a).  Spaces will be available at the SECRET level (Task 3-3).


b.  II MEF will maintain clearance and access rosters of all II MEF MRX personnel (Civilian and DOD) and MSTP members who are participating in the MRX (Task 3-4).

c.  II MEF will provide a brief prior to the initiation of activities to their Senior Staff and Command Operations Center Staff regarding security measures that will be in place during the course of activities.   In addition, regular announcements regarding classification status, and presence of cell phones and electronic devices will be made prior to briefs, meetings, VTCs, etc (Task 3-5).  

d. MSTP personnel will be allowed access to all spaces with their MSTP badges.  MSTP personnel should be given universal access to all spaces up to the SECRET level when displaying their MSTP badge.   No additional badges will be required, with the exception of the LWTC. See Figure 1 below.


                                                      Figure 1.

e. A scheme will be put into place to allow access to only accorded areas. Designations will be made on badges so that controlled access into the II MEF Battle Simulation Center and OPFOR are identified clearly on badges. 

(Task 3-6).   

f. II MEF will provide MSTP with a two-drawer safe capable of storing classified documents up to the SECRET level at the II MEF Battle Simulation Center.  (Task 3-7). 

g. II MEF will provide a 24-hour guard force at the II MEF Battle Simulation Center.  The guard force must consist of 12-hour shifts with 2 Sergeants of the Guard and 4 non-NCOs.  The guard force will be in place at the II MEF Battle Simulation Center NLT 0700 04 October.  (Task 3-8)
h. MSTP will mail/courier classified documents to II MEF CMCC prior to initiation of the Warfighting Seminar NLT 24 September.  II MEF will assume custody of the Classified via CMCC account transfer and coordinate the distribution of the materials by 27 September (Task 3-9).
Task Recapitulation

MSTP:

3-2:
Turn personnel rosters in to the II MEF Security Manager NLT 2 Sep 04.

II MEF FWD:

3-1:
Publish an Exercise Security Plan for the entire II MEF FWD MRX 05 NLT 24 Sep 04.

3-3:
Ensure all MSTP locations are available for operations and meet physical security standards according to Ref (a) NLT 4 Oct 04.

3-4:
Maintain clearance and access rosters of all MRX personnel (civilian and DOD) who are participating in the exercise.

3-5:
Provide security briefings and announcements.

3-6:
Provide a badge system for MRX participants and single entry control points for Warfighting Seminar & MRX.  Allow access of MSTP badges for MSTP personnel during MRX, to include MSC locations and II MEF Battle Simulation Center. The exception to the MSTP badge access will be the LWTC.

3-7:
Provide two-drawer safe capable of storing classified documents NLT 4 October.

3-8:     Provide and supervise a 24-hour guard force at II MEF Battle Simulation Center from 4-23 Oct 04.  

3-9:  
Be prepared to receive, account for and distribute classified class handouts and binders from MSTP prior to Warfighting Seminar.

FIRST NAME MI


LAST NAME


Signature





MAGTF STAFF TRAINING PROGRAM














V5 20 Aug 04
3-1

